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2  Introduction, overview  
 

This access control system  manual contains information on installation, ope ration , and the 

controls of the electronic access control system , consisting of the AirKey Online Adminis -

tration , app, cylinders, wall readers, padlocks , and media for the access control system . 

The products and/or "AirKey Online Administration " user software described in the access 

control system  manual must exclusively be operated by personnel that are  adequately 

qualified for the corresponding task. Qualified personnel are  able to identify risks when 

handling products  /  systems and prevent potential hazards on the basis of their expertise.  

2.1  General legal notes  

> EVVA concludes the contract on the use of AirKey exclusively on the basis of its 

General Terms and Conditions of Business (EVVA GTC)  as well as its General 

Licensing Conditions (EULA)  with regards to the software for the product.  

> We explicitly notify clients that the use of the access control system  subject to this 

contract may trigger legal approval, reporting or registration obligations, in particular 

with regard to data protection (e.g. a comprehensive information system), as well as 

grant the right of co -determination to staff in the event of use on corporate premises. 

Customers, clients , and end users shall be responsible for product use in compliance 

with legal stipulations.  

> The aforementioned information must be observed and passed on to operators and 

users as per the defined manufacturer product liability according to product liability 

legislation. Non -compliance releases EVVA from any liability.  

> Not suitable in environments with children under 36  months due to a risk of suffo -

cation caused by small parts that may be swallowed.  

> Any use deemed as non -compliant with the contract or as unintended use, any repair 

work or modifications that have not been explicitly approved by EVVA as well as all 

types of incorrect servicing may cause malfunctions and are prohibited. Any 

modifications that have not been explicitly approved by EVVA render claims to 

liability, warranty as well as any separate guarantee claims void.  

> Architects and advisory institutions are obliged to request all necessary product 

information from EVVA and consider  all such information to comply with obligations 

regarding information and instructions under the Product Liability Act. Specialist 

retailers and installers must comply with the information in EVVA documentation , and 

they must pass on such information to customers, if applicable.  

> Please observe the corresponding international and national specifications in the 

corresponding legislation, directives, standards , and guidelines, particularly regarding 

the requirements for escape routes and emergency exits, during project management 

and installation of the locking  components.  

https://www.evva.com/en/airkey/agb/
https://www.evva.com/en/airkey/eula/
https://www.evva.com/en/airkey/eula/
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2.2  EVVA support  

AirKey is a sophisticated and tested access control system. However, should you still require 

support, please do not hesitate to contact your EVVA partner.  

 

A list of certified EVVA Partners is available on our homepage at  https://www.evva.com/uk -

en/handlersuche/ .  

 

Select the "Electronic system partner "  filter option to exclusively filter for EVVA partners that 

offer electronic EVVA access control systems  and can fall back on qualified specialist 

expertise in this area.  

 

Use the EVVA online form for certain types of support requests. We currently provide the 

online form for the following situations:  

> You have exceeded the maximum attempts to enter credit codes.  

> Unable to add credit .  

> AirKey Online Administration  login page not available . 

> Login unavailable. Forgot username and/or  e-mail address . 

> You have activated t wo - factor  authentication and do not have access to your 

telephone number . 

 

Click the following link to access the online form:  https://www.evva.com/en/airkey/support/ .  

 

For general information on AirKey visit our homepage at  

https://www.evva.com/en/airkey/website/ .  

 

  

https://www.evva.com/uk-en/handlersuche/
https://www.evva.com/uk-en/handlersuche/
https://www.evva.com/en/airkey/support/
https://www.evva.com/en/airkey/website/
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2.3  Signs and symbols  

Throughout the system manual, sequences of commands, individual commands or buttons 

are illustrated as follows.  

Example: Main menu Media & persons  Ÿ Create person  or buttons, such as Save .  

 

Warning, risk of material damage in the event of non -compliance 

with the corresponding safety measures.  

 

Notices and additional information  

 

Hints and recommendations  

 

Error messages  

 Options  

2.4  Tips for optimal navigation in this document  

This document also contains many internal links that lead to other chapters or passages in 

the text. The quickest and most convenient way to get back to the original position or 

forward again under Windows is to use these key combinations:  

 

 (Alt + cursor arrow to the left )  = navigate back  

 (Alt + cursor arrow to the right )  = navigate forward  

 

These keyboard shortcuts work in many PDF viewers  as well as in Microsoft Word, for 

example . 

To try out the keyboard shortcuts, click this link  and navigate back with .  
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3  System architecture  
 

The following figure provides an overview of AirKey l ocking components  and their 

communication methods. This is followed by descriptions of the individual components.  

 

Figure 1:  System architecture  

 

All transferred data is secured as end - to -end data according to the most 

recent encryption standards, encrypted from EVVA servers to locking 

components . 

 

Figure 2:  System overview ï seamless security  
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3.1  Locking components  

Locking components  (AirKey cylinders and wall readers) control access at the doors. 

Depending on the authorisation, the locking component  enables or denies access.  

 

3.1.1  AirKey cylinders  

AirKey cylinders are battery -operated locking components . They are certified for indoor and 

outdoor use. Depending on the specific requirements, AirKey cylinders may also be suitable 

for use in areas that are critical to security. AirKey cylinders boast mechanical protection 

from vandalism and manipulation. AirKey cylinders are suitable for installation in fire doors 

and emergency exit doors * , providing they have been installed as per the standards.  

 

AirKey cylinders are available as half cylinders or double cylinders. Double cylinders are 

available as one -sided or double -sided access models. One -sided access models merely 

feature electric authorisation components on the outside, whereas users must provide 

authorisation on both sides with the double -sided access model. The electronic thumb turn 

on the identification side rotates freely unless authorisation is provided. The black plastic cap 

of the AirKey cylinder is the reader unit.  

If users hold an authorised medium against the thumb turn, the cylinder engages briefly to 

allow to turn the electronic thumb turn and operate the lock. In this context, also observe 

the information on operating locking components . 

 

 

Note that when the door is closed, it is not automatically locked. The door 

must be locked manually or alternatively using an additional device.  

 

Please check if the AirKey cylinder you selected is suitable for your application.  The  AirKey 

cylinder is available in various designs and configurations for this purpose.  

 

The required data sheets as well as the product catalogue are available on our homepage in 

the download section : https://www.evva.com/en/downloads / .  

 

AirKey cylinders feature visual and acoustic  signals. Please refer to the Locking component s 

signals  section for descriptions of the individual signals.  

 

Follow the assembly manual enclosed with the packaging during assembly of the AirKey 

cylinder or the online assembly video clip at https://www.evva.com/en/airkey/website/ .  

 

 

 
*  The FAP anti -panic function may be required for use in emergency exit and panic doors, depending on the mortise 

lock. For this purpose, please observe the corresponding information and certificates from lock manufacturers as 
well as the product code in the order.  

https://www.evva.com/en/downloads/
https://www.evva.com/en/airkey/website/
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3.1.2  AirKey h ybrid  cylinder  

The AirKey hybrid cylinder has the same characteristics as the AirKey cylinder. It can 

therefore be used both indoors and outdoors as well as in safety - relevant areas.  

 

Compared to the AirKey double cylinder with one -sided access, the AirKey hybrid cylinder 

has a key module on the inside instead of the mechanical knob. This means that access from 

the outside is via an electronic authorisation check and access from the inside via a 

mechanical key.  

 

 

Note that when the door is closed, it is not automatically locked. The door 

must be locked manually or alternatively using an additional device.  

 

Please check whether the AirKey hybrid cylinder is suitable for your intended application.  

 

The required data sheet as well as the product catalogue is  available on our homepage in the 

download section : https://www.evva.com/en/downloads / .  

 

The AirKey hybrid cylinder has an optical and an acoustic signal. The explanation of the 

various signals can be found under  Locking components signals .  

 

Follow the assembly manual enclosed with the packaging during assembly of the AirKey 

hybrid cylinder.  

 

3.1.3  AirKey  lever c ylinder  

The AirKey lever cylinder is a battery -operated locking component for use in lockers, 

showcases, various containers, up to letterboxes both indoors and outdoors.  

 

Access is via an electronic authorisation check on the outside. There is a lever on the inside 

which locks the unit. Both unlocking and locking can only take place by manually turning the 

AirKey lever cylinder after a successful authorisation check. Unlike the AirKey cylinder and 

hybrid cylinder, the electronic knob on the identification side does not rotate freely without 

authori sation.  

 

Please check whether the AirKey lever cylinder is suitable for your intended application. The 

AirKey lever cylinder is available in different designs and configurations.  

 

The required data sheets as well as the product catalogue are available on our homepage in 

the download section :  https://www.evva.com/en/downloads / .  

 

The AirKey lever cylinder has an optical and an acoustic signal. The explanation of the 

various signals can be found under  Locking components signals .  

 

Follow the assembly manual enclosed with the packaging during assembly of the AirKey 

lever cylinder.  

 

https://www.evva.com/en/downloads/
https://www.evva.com/en/downloads/
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3.1.4  AirKey padlock  

The AirKey padlock is a battery -operated locking component for use in barrier systems, 

roller shutters, depots , and archive containers both indoors and outdoors.  

 

Access is via an electronic authorisation check on the underside. A hardened steel shackle is 

used for locking. Both unlocking and locking can only take place by manually turning the 

electronic knob of the AirKey padlock after a successful authori sation check.  

 

Please check whether the AirKey padlock is suitable for your intended application. The 

AirKey padlock is available in different designs and configurations.  

 

The required data sheet as well as the product catalogue is available on our homepage in the 

download section : https://www.evva.com/en/downloads / .  

 

The AirKey padlock has an optical and an acoustic signal. The explanation of the various 

signals can be found under Locking components signals .  

 

Follow the assembly manual enclosed with the packaging during assembly of the AirKey 

padlock.  

 

 

 

Assembly tools for the AirKey cylinder , hybrid cylinder, lever cylinder ,  and padlock  

 

AirKey cylinders , hybrid cylinders, lever cylinders and padlocks are  protect ed  against 

manipulation with a special mechanism. The electroni c thumb turn can be removed with 

special tools only. The required assembly tools for assembly, disassembly , and those to 

change the batteries are not enclosed with the AirKey cylinder as standard and for this 

reason, they must be ordered separately.  

 

The order code can be found  in the AirKey  product  catalogue  on our homepage in the 

download area  https://www.evva.com/en/downloads/ .  

 

3.1.5  AirKey wall readers  

AirKey wall readers are suitable for indoors and outdoors, surface -mounted , or flush 

installation and for areas critical to security.  

Please use the dedicated seal enclosed with the product for use outdoors or in areas that are 

exposed to water as well as in the event of surface -mounted installation. Observe the 

information in the assembly manual.  

 

AirKey wall readers are connected to the AirKey control unit using CAT5 cables (max. 100  m, 

loop max. = 2  Ohm) to supply them with power. The AirKey control unit is supplied with 

power by the mains adapter and in the event of a power cut it features a data buffer for a 

maximum of 72  h, providing the AirKey control unit had previously been in operation for a 

minimum of six hours.  

https://www.evva.com/en/downloads/
https://www.evva.com/en/downloads/
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Please note that one AirKey control unit each is required to operate one 

AirKey wall reader.  

 

AirKey wall reader and control unit combinations can be used to operate electronic locking 

elements, such as motorised cylinders, sliding and swinging doors, etc.  

 

It is also possible to connect an external enable element (button) to the 

control unit. Press it and the door opens as it would when accessing the 

door using the reader unit. However, opening the door using the external 

release element will NOT be logged. For security reasons please note that it 

is consequently possible to access AirKey systems with third -party systems 

without creating an entry in the event log.  

 

Please check carefully to make sure the AirKey product you selected is suitable for your 

intended application  /  assembly situation. We have made the required data sheet , the 

product catalogue  or assembly manual available  in the download section of our  homepage: 

https://www.evva.com/en/downloads / .  

3.2  AirKey app  

 

EVVA provides the AirKey app in the Google Play 

Store  or Apple App Store free of charge.   

 

The AirKey app is required to operate  locking component s with your smartphone. You can 

also use your smartphone to add or update  locking component s and media to your access 

control system . Most AirKey app features require an active Internet connection. However,  

locking component s can also be operated offline.  

 

 

Internet connections may incur extra charges. For this purpose, please note 

your provider agreement.  

3.3  Smartphones  

Smartphones must meet the following minimum requirements for use in access control 

system s:  

 

> Smartphone featuring NFC or Bluetooth 4.0 (Bluetooth Low Energy/BLE)  

> Operating system:  

¶ Android Ê from 5 .0 (NFC functionality available only)  

¶ Android Ê from 6.0 (NFC and Bluetooth)  

¶ AppleÊ from iOS 10 (Bluetooth functionality available only)  

> AirKey app from Google Play Store or Apple App Store  

> Android smartphones require "Access telephone status and identity "  authorisation 

and location services must have been enabled.  

https://www.evva.com/en/downloads/
https://play.google.com/store/apps/details?id=com.evva.airkey
https://itunes.apple.com/app/evva-airkey/id1167529896?mt=8


 
 

17  

 

A
ir
K

e
y
 s

y
s
te

m
 m

a
n
u

a
l 
v
e

rs
io

n
 2

.7
 |
 

0
6

/0
3

/2
0

2
4

 |
 S

u
b
je

c
t 
to

 t
e

ch
n

ic
a

l 
c
h

a
n

g
e

s 
a

n
d
 m

is
p
ri
n
ts

 

 

 

List of smartphones compatible with the AirKey system  

Please note that the smartphones ô compatibility depends on many factors 

and not every smartphone that meets the minimum requirements can 

guarantee compatibility. For this reason, EVVA comprehensively tests 

smartphones. For a permanently up - to -date list of tested smartphone 

models suitable for use with AirKey go to  the list of compatible 

smartphones . 

 

 

Enabling access to " Telephone status and identity "  is necessary to 

uniquely identify smartphones when adding them to a new access control 

system . 

Access to the location  is necessary because Android 6+ demands the 

activation of location services to be able to scan for Bluetooth 

components!  If you would like to use Bluetooth functions in the AirKey 

app, you must activate the location services as well as authorise the app to 

access this data in the device settings. If you REFUSE to activate location 

services, you can establish a connection to the components (media and  

locking component s) using NFC.  

 

With Apple devices  (iOS operating system) there is no option to deactivate 

the "Access telephone status and identity "  authorisation. iOS can also 

search for Bluetooth components without having been granted access to 

location services.  

3.4  AirKey media  

As media currently available are tested smartphone models as well  as cards, key fob s, combi  

keys and wristbands in various configurations, for example in combination with Mifare 

DESFire EV1  technology.  

 

The required data sheets as well as the product catalogue are available on our homepage in 

the download section: https://www.evva.com/en/downloads / .  

 

 

Media, such as cards, key fob s,  combi keys  or wristbands  are supplied in 

factory state. You must add media to your access control system  before 

being able to use them.  

3.5  AirKey Online Administration  

The AirKey Online Administration  is EVVAôs online software solution to manage access 

control system s. The electronic access control system  is compatible with all common 

Internet browsers and operating systems and does not require local software installations or 

dedicated IT infrastructure. EVVA is responsible for live operation and maintenance of AirKey 

servers.  

https://www.evva.com/en/airkey/compatible-smartphones/
https://www.evva.com/en/airkey/compatible-smartphones/
https://www.evva.com/en/downloads/
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3.5.1  System requirements  

> Operating systems: Windows  10 (or higher), MacOS  10.1 5 (or higher), Linux  

> Currently compatible with the following browsers: Chrome, Firefox, Edge, Safari  

> JavaScript activated in browser  

> Internet connection (1  MBit/s or faster)  

> Optionally: USB port 2.0 for coding station  

> Internet port  443 must be available . 

 

 

You require a valid  e-mail address to register an AirKey access control 

system . 

3.6  EVVA KeyCredits  

KeyCredits are required to operate access control system s, for instance to assign or change 

access authorisations. KeyCredits are available either as quantity credit (defined number of 

enabled changes to authorisations within an unrestric ted period of time) or as time credit 

(unrestricted number of enabled changes to authorisations within a defined period of time). 

The matching KeyCredit package for every application is available from specialist EVVA 

retailers, tailored to the size and dynamic characteristics of your access control system . 

Please refer to the AirKey product catalogue for more detailed information under  

https://www.evva.com/en/downloads / .  

3.7  Coding station  

Add or update  locking component s and media to your access control system  using the 

optionally available coding station or a smartphone with maintenance authorisation. The 

coding station can be activated using an own application. The coding station application 

brings  the advantage that it is compatible with current browsers and the coding station 

remains available for updates of  locking component s and media after the browser has been 

closed or users have logged off from the AirKey Online Administration . 

The application supports the following browsers: Chrome, Firefox , and Edge.  

System requirements :  

> USB port  

> Java 7 or higher  

> Coding station driver  

 

Please refer to Installing coding stations  for more information . 

3.8  Emergency power device  

All  locking component s feature an interface at the front of the  locking component , below the 

EVVA logo. Slightly press towards the inside on the left -hand side of the logo (near the "E") 

https://www.evva.com/en/downloads/
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and fold out on the right -hand side (near the "A") to access it. The installed interface is 

intended for emergency power supply only and it is not required as part of normal operation.  

The emergency power device supplies  locking component s with power to enable operation if  

the batteries have gone flat. For this purpose, connect the emergency power device 

connection cable to the corresponding interface and then switch it on. No other interactions 

with the emergency power device are required. A medium with valid authorisation is still 

required to operate the  locking component .  

In this process, please note that this must be a permanent authorisation without a restricted 

validity period. Please refer to Emergency media  for more information. Immediately replace 

batteries after having used the emergency power device to operate  locking component s and 

subsequently update  locking component s to also enable access with additional media. Please 

refer to Replacing batteries and using the emergency power device  for more information.  

 

 

Please note that the AirKey wall reader cannot be supplied with power using 

the emergency power device, it is supplied with power using an external 

power supply in combination with the AirKey control unit.  
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4  Commissioning  
 

This section describes the first steps to commission the access control system . 

 

 

Visit our homepage at https://www.evva.com/en/airkey/website/  for a 

screencast describing the first steps and commissioning of the access 

control system s.  

 

EVVA offers the following materials to support  locking component  assembly:  

> Assembly manual :  

EVVA provides non -verbal assembly manuals to support  locking component  

assembly. They are enclosed with the packaging of the corresponding product 

or  available from our homepage at https://www.evva.com/en/downloads / .  

> Videos :  

We have provided assembly video clips on our homepage at 

https://www.evva.com/en/airkey/website/ .  

4.1  Installing the AirKey app  

> Download the AirKey app from the Google Play Store  or  Apple App Store.  

> Follow the AirKey app installation instructions on your smartphone.  

4.2  Registering to the AirKey Online Administration  

Register with EVVA using a valid  e-mail address to be able to use the AirKey Online 

Administration . 

> Open the following page in your browser: https://airkey.evva.com . 

The AirKey Online Administration  login page opens.  

> Select your preferred language .  

> Click the AirKey registration  ¬ link . 

 

 

Figure 3:  "AirKey registration " link  

https://www.evva.com/en/airkey/website/
https://www.evva.com/en/downloads/
https://www.evva.com/en/airkey/website/
https://airkey.evva.com/
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Complete the fields in the registration screen and register to AirKey.  

 

> Select Business customer  or Private customer .  

> Complete the fields in the form.  

Fields highlighted by * are mandatory fields.  

> Solve  the Captcha  ¬.  

> Activate the checkbox using the General Terms and Conditions of Business (EVVA  

GTC)  link and the checkbox at the General Licensing Conditions (E ULA)  ­ link. The 

system automatically opens the two corresponding PDF documents. You can also 

access the documents at  https://www.evva.com/en/airkey/impressum/ . 

 

Figure 4:  Registering to AirKey  

 

If necessary, you can retrospectively change your customer data at any 

time. For this purpose, click Access control system  Ÿ Customer data  in 

the main menu of the AirKey Online Administration . 

 

> Click Register .  The "Finish registration " application window opens.  

> Once again check the  e-mail address you entered as we will send a confirmation 

containing a registration link to this address.  

> Click Cancel  to cancel the process and correct your input if the  e-mail address shown 

was incorrect.  

> Click Finish registration  if the  e-mail address is correct and  complete the process.  

 

Figure  5:  Finishing registration  

https://www.evva.com/en/airkey/agb/
https://www.evva.com/en/airkey/agb/
https://www.evva.com/en/airkey/eula/
https://www.evva.com/en/airkey/impressum/
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The access control system  automatically generates one user ID and one registration link and 

sends it to the  e-mail address you stated as part of a registration  e-mail . 

 

> Open your  e-mail client. It will contain an  e-mail from EVVA AirKey  with the subject 

line "EVVA AirKey registration ".  

> Open the  e-mail and click the registration link.  ¬ 

 

 

Keep this  e-mail safe. If you need support, you require the unique user ID 

and your customer number in the  e-mail .  

 

 

Figure 6:  "EVVA AirKey registration " e-mail  

 

The registration link in the  e-mail is valid for 48 hours only.  

An error message indicating an invalid registration link  will appear if the 

registration link has expired or if it is invalid. In this case, you must re -

register.  

 

The Welcome window opens after having clicked the registration link. This is where you 

complete registration.  

> Enter a personal password for the AirKey Online Administration . 

The p assword must contain at least 6  characters and one numeral, as well as an 

upper -case and a lower -case letter. An error message is output if your password does 

not meet the specifications.  

> Re-enter your password.  

> Enter your date of birth. It is used as a security question to confirm your identity if 

you have forgotten your password.  

 

 

We recommend you make your AirKey password as long as possible and do 

not disclose it.  
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Figure  7:  Specifying an AirKey password to complete registration  

> Click Save  ¬ to finish registration once you have completed the mandatory fields and 

both AirKey passwords match.  

You have now completed the registration process and your access control system  has been 

activated successfully.  

 

You can now log on at any time on the AirKey Online Administration  login page. All you need 

is the user ID from the registration  e-mail and the previously defined AirKey password.  

4.3  Login  

You must log in to configure and manage the access control system . 

> Open the following page in your browser https://airkey.evva.com . 

The AirKey Online Administration  login page opens.  

> Select your preferred language . You can change the language in the right -hand 

menu bar at any time within the active session.  

> Enter your user ID from the registration  e-mail and the defined password and confirm 

with Log  in . The access control system  home screen appears.  

 

Figure  8:  Access control system  ï home screen  

The home screen provides an overview of all data relevant to the system. Browse to any 

functions and settings from this screen.  

https://airkey.evva.com/
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4.4  Interactive help  

AirKey Online Administration  starts the interactive help file after having logged in for the first 

time to give you a tour of the program and explain the most important functions.  

 

Figure 9:  Interactive help  

The example here is the "Add  credit "  function. The interactive help file will demonstrate 

which buttons to click and it will notify you of any information you need to enter in the 

fields. You can browse forwards and backwards within the interactive help file.  

 

Figure 10 :  Interactive help ï topping up credit  

You can also close the interactive help file and get to know the AirKey Online Administration  

using the system manual.  

 

 

If you have closed and would like to re -open the interactive help, select 

Help  Ÿ Interactive help  in the main menu. Consequently , you can restart 

the interactive help as many times as you need, at any time.  

4.5  Installing coding stations  

 
AirKey coding stations are optional components used to add or update 

locking components and media in access control systems.  

To use a coding station in the AirKey system, it is necessary to install a coding station 

application.  

There are two ways to use the coding station:  

¶ in the browser, via the AirKey Online Administration . 

¶ without a browser, via the command line  
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4.5.1  Using the coding station via the AirKey Online Administration  

The coding station application brings  the advantage that it is compatible with current 

browsers and the coding station remains available for updates of  locking component s and 

media after the browser has been closed or users have logged off from the AirKey Online 

Administration . 

Adding and removing locking components to a n access control system  as well as the 

firmware update of locking components or the  Keyring  update of access media is only 

possible after logging in to the AirKey Online Administration . Updates of media and locking 

components are also possible after logging out of the AirKey Online Administration  or when 

the browser has been closed.  

The following browsers support communication between the AirKey Online Administration  

and the coding station application: Chrome, Firefox , and Edge.  

Downloading and running the coding station application is browser  /  operating system  

specific. The illustration in your browser may differ from the depiction herein (Firefox).  

Register and log in to the AirKey Online Administration  (see chapter Registering to the 

AirKey Online Administration ).  

> Connect the coding station to a USB port on your computer.  

> Click the +  icon in the bottom right  ¬ of the AirKey Online Administration . 

 

Figure  11 : Coding station ï installing the application  

> Subsequ ently click the " Install and start AirKey coding station  application " ¬ link to 

install the coding station application . 

 

Figure 12 : Installing and starting coding station  application  

 

After having clicked the link , you have 60  seconds to open the AirKey.jnlp 

file (see continue  step) . If the system times out, you must repeat the 

installation from this step. Alternatively,  you can also save the Air Key.jnlp 

file and manually open it.  

 



 
 

26  

 

A
ir
K

e
y
 s

y
s
te

m
 m

a
n
u

a
l 
v
e

rs
io

n
 2

.7
 |
 

0
6

/0
3

/2
0

2
4

 |
 S

u
b
je

c
t 
to

 t
e

ch
n

ic
a

l 
c
h

a
n

g
e

s 
a

n
d
 m

is
p
ri
n
ts

 

> The AirKey.jnlp file download dialogue appears. Open the file using the "Java(TM) 

Web Start Launcher " .  

 

Figure 13 : Opening the AirKey.jnlp file  

> A connection to the coding station is established after having opened the file .  

 

Figure 14 : Establishing a connection to the coding station  

> Select the available coding station (e.g. "OMNIKEY CardMan 5x21 -CL 0 "  ¬)  from the 

list.  

 

Figure 15 : Selecting coding stations  

> An AirKey icon  appears in the taskbar in the bottom left ï the coding station has 

been installed successfully and is active.  

 

Figure 16 : AirKey icon in the taskbar  

4.5.2  Using the coding station via the command line  

The coding station application can also be installed and configured without AirKey Online 

Administration , for example via the command line. (This option requires advanced IT know -

ledge, especially working via the command line.)  
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Via the command line, the coding station can only be used to update access media and 

locking components. A firmware update of the locking components is only possible via 

browser or with a smartphone with maintenance authorisation.  

> Save the coding station application via the link 

https://airkey.evva.com/smkrest/jnlp/newest - jar - file/  in the des ired directory.  

 

Figure 17 : Download coding station application  

> Open the command line and navigate to the directory where the coding station 

application was previously stored.  

> Start the coding station application with the following command:  

java - jar < filename > 

(e.g. web- start - container - customer - 15.10.0 - 8.jar )  

In addition, you can specify the following optional parameters:  

¶ - reader  "<name of the coding station>" : With this parameter, a spe cific 

coding station (e.g. "HID Global OMNIKEY 5022 Smart Card Reader 0") can be 

used.  In this case, the configuration file config_customer.json  is ignored . 

¶ - port  <VALUE [1024 - 65535]> : If this parameter is not specified, the port 

50743 is used by default. Port 50743 is also used if the coding station is used 

via the AirKey Online Administration  in the browser.  If you want to use several 

coding stations in parallel on one computer, you must specify a separate port 

for each coding station.  With the parameter " - port 0 ", a random port is used.  

¶ - configDir  <VALUE>: The configuration file config_customer.json  is saved 

in the specified folder (default value for Windows: %USERPROFILE%\ .airkey ). 

This is automatically generated the first time the coding station application is 

started and saves the last settings used.  

¶ - workDir  <VALUE>: For example, the log file logs \ application.log  is 

created in the specified folder when the coding station application is started. 

All actions that were performed with the coding station application are logged 

in this file. If you use several coding stations in parallel, it makes sense to use 

a separate folder for each coding station.  

¶ - notify  <filename> : Defines an executable file  /  script that can forward the 

lockingSystemID as a hex string (argument1) or as a long - int (argument2) of 

an successfully updated access medium to a third party system. This 

parameter is mainly relevant for the integration of AirKey into third party 

https://airkey.evva.com/smkrest/jnlp/newest-jar-file/
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systems and the use of the AirKey Cloud Interface. There, the 

lockingSystemId of the access medium can then be evaluated and further 

processed. For example, to find out the person to whom the access medium 

belongs. Details about the AirKey Cloud Interface can be found in the chapter  

AirKey Cloud Interface (API) . 

¶ - version : Displays the version of the coding station application.  

¶ - help : Opens the help and describes all possible parameters.  

> The AirKey icon  appears in the task bar at the bottom right. Information about 

the configuration directory  ¬, the working directory  ­ and the available coding 

stations  ® are displayed in the command line.  

 

Figure 18 : Starting coding station application via command line  

4.5.3  Configuring the coding station application  

Right -click the AirKey icon  to open the corresponding context menu.  

 

Figure 19 : Configuring the coding station application  

List of corresponding menu items:  

> EVVA AirKey Online Administration  ï AirKey Online Administration  login page link  

> Sound:  on  ï a sound  is indicated  when updating  component s using a coding station. 

Audible feedback signals are recommended if the coding station is used without 

AirKey Online Administration . With click on Sound:  on  it will change to Sound:  off .  

> Sound :  off  ï no sound will be emitted . With click on Sound:  off  it will change to 

Sound:  on .  
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> EVVA AirKey product website  ï link to AirKey product website  

> Exit  coding station application  ï quits the coding station application.  

 

4.5.4  Solutions for possible problems with the coding station  

The LED indicates the coding station is ready for operation once it has been connected. 

Disconnect and reconnect if the coding station does not indicate it is ready for operation. If 

necessary, re - install the coding station drivers.  

 

 

The coding station application is automatically quit upon shutting down the 

computer. Create an application shortcut to the AirKey.jnlp -File and save it in 

the auto start folder.  

 

The coding station application ends after starting  

By default, the coding station application uses port 50743 for communication with the 

browser.  If this port is used by another program, the coding station application cannot be 

started.  On Windows  10 or later, this port can be used by Hyper -V. You can prevent Hyper -V 

from using this port as follows:  

> Deactivate Hyper -V:  

C: \ > dism.exe /Online /Disable - Feature:Microsoft - Hyper - V 

> Restart the computer.  

> Add an exception for port 50743:  

C: \ > netsh int ipv4 add excludedportrange protocol=tcp startport=50743 

numberofports=1  

> Reactivate Hyper -V:  

C: \ > dism.exe /Online /Enable - Feature:Microsoft - Hyper - V /All  

> Restart the computer.  

 

The Microsoft UICC card reader is selected as the coding station  

 

Figure 20 : Microsoft UICC card reader in AirKey Online Administration  

As a solution, th is card reader can be deactivated in the Windows Device Manager :  

Device Manager Ÿ Software devices Ÿ Microsoft UICC ISO Reader Ÿ Disable device  

 

https://www.evva.com/en/airkey/website/
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The connection to the coding station cannot be established via the AirKey Online 

Administration  (https proxy)  

Both the AirKey Online Administration  and the coding station application communicate in 

encrypted form with the AirKey system via port 443. However, in networks that use an https 

proxy, it may be necessary to define an exception for "airkey.evva.com" and subdomains 

because the coding station application uses "certificate pinning" to check the server certifi -

cate and therefore does not allow https proxies.  

 

The connection to the coding station cannot be established via the AirKey Online 

Administration  (DNS rebinding protection)  

The AirKey Online Administration  communicates locally between the browser and the coding 

station application. Actions such as placing locking components or access media on the 

coding station are then displayed in the AirKey Online Administration . 

 

The browser connects to the coding station application via "components.airkey.evva.com" 

(port 50743). This URL is resolved by the DNS server as 127.0.0.1.  

 

Therefore, it may be necessary to add exceptions for "components.airkey.evva.com" and 

subdomains of "airkey.evva.com" when DNS rebind protection is active.  

 

Windows searches the driver for the coding station  repeatedly  

When you place a locking component or an access medium on the coding station, Windows 

tries to find and install a driver for the coding station. This can affect the com munication 

with the coding station and lead to malfunctions.  

 

As a solution, the Windows smart card plug and play service can be disabled:  

> Windows key + R  

> Type "gpedit.msc" and confirm with Enter .  

> Program " Local Group Polic y Editor " Ÿ Computer Configuration Ÿ 

Administrative  Templates Ÿ Windows Components Ÿ Smart  Card  

> Double -click the line with the entry " Turn on Smart  Card Plug and  Play service" 

on  the right -hand side.  
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Figure 21 : Local Group Policy Editor  

> Select radio button Disabled .  

> Confirm with OK .  

 

Figure 22 : Smart Card Plug and Play service  

 

No coding station can be selected with MacOS 11.x or higher  

Since MacOS Big Sur (11.x) it is no longer possible on a Mac to select a connected coding 

station via the AirKey Online Administration . The coding station application can be started 

successfully, but no coding station is displayed in the AirKey Online Administration . 
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As a solution, the coding station can be started via the command line (see chapter  Using the 

coding station via the command line ). However, a prerequisite for this is that the Java 

version JDK17 (Oracle JDK17 or OpenJDK17) or higher is installed.  

4.6  Add  credit  

For this purpose, a KeyCredit card is required featuring a scratch field on the rear that 

conceals a credit code.  

> On the Home  screen, select the Add  credit  button.  ¬ 

> Alternatively click Credit  in the header.  

 

Figure  23 :  Credit  

> The screen shows an overview of your current credit and any previous top ups.  

> Click the Add  credit  ¬ button . 

 

Figure  24 :  Add  credit  

> Enter the code you uncovered by scratching the KeyCredit -Card in the "Add  credit "  

application window.  

 

Figure  25 :  Entering credit codes  
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> Click Add  credit .  

 

If you entered the code correctly, the system confirms your input and adds the credit.  

 

Figure  26 :  Add  credit  

4.7  Creating persons  

Each person designated to be granted authorisation to the access control system  must be 

created beforehand.  

 

> On the Home  screen, in the grey bar of the Media & persons  section, click Add  Ÿ 

Create  person .  

> Alternatively, go to the Home  screen and select the Persons  Ÿ Create  person  tile.  

> You can also select Media & persons  Ÿ Create person  in the main menu.  

> Or select the " Send a Key "  button and click Create new . This function allows 

creating persons using smartphones.  

> Complete the fields in the form.  Fields highlighted by * are mandatory fields.  

> Click Save  ¬.  

 

Figure  27 :  Creating persons  

 

The first name  /  last name  /  ID fields result in a unique combination within 

the access control system . 
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If you additionally use the " ID " field, enter a value that ensures the 

combination of first name and last name is unique (e.g. the staff number). 

This makes sense (most of all) in situations where there are persons with 

the same first and last names.  

 

The characters in the "First name ", "Last name ", "E-mail address " , "Telephone number " , 

"Streen ", and "City "  fields are restricted to a maximum of 50. A maximum of 10  characters 

can be used for the "Postal code " field. The character limit for texts in the "Comment "  field is 

500  characters.  

 

If the combination you entered already exists, the system will report "Person already exists " .  

> Check or correct your input.  

> Click Save .  

Once you have successfully created a person, the system shows a confirmation and a new 

button appears below the name, Assign medium  ¬.  

 

Figure 28 :  Assigning media  

You have now created the person in the access control system  and the user appears on the 

person list.  

 

4.7.1  Importing personal data  

You can also create persons for AirKey in external files. For this purpose, you require a 

corresponding CSV file to import into t he AirKey Online Administration . 

 

Figure  29 :  Importing person lists  
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The parameters of the personal data table are identical to the Creating persons  section in 

the AirKey Online Administration  i.e., column A is the first name  ¬, column B is the last 

name  ­,  column C is the ID  ®, etc. The CSV file is imported into the AirKey Online 

Administration  in this sequence.  

 

Figure 30 :  Importing persons ï persons list  

 

Figure 31 :  Importing persons ï fields on the persons list  
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CSV file properties with personal data for import:  

> The first row is always ignored. For this reason, we recommend you enter the field 

names in this row to make identification of the remaining data easier. You can also  

leave the first row empty. However, it must not contain personal data because that 

would then not be imported.  

> Empty rows or rows featuring spaces and tab stops (blanks) only are also ignored. 

Consequently, you can leave any number of blanks if you would like to add more 

transparency to your CSV file.  

> Each file must feature all 13 fields (attributes) shown in Figure 30 . 

> Fields are each separated by a semicolon.  

> There are a mere three mandatory fields: first name (field 1), last name (field 2) and 

language for correspondence (field 12).  

> If the remaining fields do not feature data, they must still be available as empty fields 

(;;).  

> The gender (field 4) must exclusively contain M  (for male ) or F (for female ) or be left 

empty. This applies to all languages and M and F must be used in capital letters  only.  

> Enter the date of birth (field 5) in YYYY - MM - DD  format (e.g. 1997 -12 -20).  

> The e-mail address (field 6) must contain the @ character including other charac ters 

or be empty.  

> The country for the address (field 10) must contain the 3 -digit ISO  3166 -1 code  

(ALPHA-3 column) of the corresponding country or be left empty. Enter the code in 

capitals only. Examples: AUT, DEU, GBR, NLD, SWE, FRA, ITA, ESP, PRT, CZE, SVK, 

POL, etc.  

> The field to specify the language for correspondence (field 12) is a mandatory field 

and must feature the ISO code for the language. Keep to the exact spelling with 

upper/lower -case letters. Only the following codes are accepted : cs-CZ, de -DE, en -

UK, es -ES, fr -FR, it - IT, nl -NL, pl -PL, pt -PT, sk -SK, sv -SE. 

> A person to be imported is shown as a person that is already available (  icon) if the 

first name + last name + ID  (fields 1 -3) combination already exists in the AirKey 

Online Administration , even if the remaining fields (fields 4 -13) are different. These 

persons are not imported.  Please note that the names are case insensitive (e.g. 

"Danny; DeVito;D D "  and "Danny; d eVito;D d "  are considered the same person and 

only the first person will be imported ).  

> Persons are interpreted as duplicates within the CSV file if the combination of first 

name + last name + ID  (fields 1 -3) already exists once, even if the remaining fields 

(fields 4 -13) are different. In this case, merely the first row is shown with a certain 

combination before it is imported. Any further duplicates are ignored and not shown 

in the table of persons to be imported.  

> A CSV file may contain the data of max. 10,000 persons. If you want to import more 

persons, create several CSV files that you can import separately.  

> Faulty rows in the CSV file are highlighted by the  icon and added to the tool tip 

that describes all errors prior to import. These rows are not imported.  

https://en.wikipedia.org/wiki/ISO_3166-1#Current_codes
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> All correct rows are highlighted by the  icon before they are imported, regardless  of 

any potentially faulty rows.  

 

 

The character encoding of the CSV file must be UTF -8 so that language -

specific letters ( , Ç, ­, ¤, ļ, etc.) are displayed correctly. The process to 

create a CSV file in UTF -8 format is explained in detail further down.  

 

Creating a CSV file in UTF - 8 format  

The following description refers to Windows  10Ê using Microsoft Excel Ê auxiliary programs 

that are already available in Windows  10Ê. The process to create CSV files in UTF -8 format 

is similar for other Windows versions or operating systems. Required steps:  

> An Excel file featuring the data of persons you would like to import is assumed as the 

initial basis for this description.  

> Make sure that the seventh column (Telephone number) has been formatted as text 

in the Excel sheet. If this column were formatted as digits, leading charac ters, such 

as "+ " and "0" (zero) would be lost during the conversion. However, spaces within 

the telephone number are permitted as they boost the legibility in the AirKey Online 

Administration . 

> Use the Excel search function to verify the sheet does not contain the following 

characters:  

¶ "  (double, straight quotation marks)  

¶ ; (semicolon = separator in the CSV file for importing to AirKey Online 

Administration )  

> Excel is unable to directly save the data in UTF -8 format. Consequently, it is possible 

to initially save it in Unicode format.  

> For this purpose, open the File  Ÿ Save as  menu item in Excel (or press the F12 

key).  

> Enter the desired file name in the following "Save as " dialogue window  ¬.  

> In the File type  ­ drop -down menu select Unicode Text (*.txt)  format.  

> Click Save  ®.  

 

Figure 32 : Excel ï Save as ï "Unicode Text (*.txt) " 

> Then confirm the subsequent Excel prompt referring to "Unicode Text "  with Yes .  
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Figure 33 : Excel ï Save as "Unicode Text (*.txt) " 

> Open the file you created (*.txt) using a text editor. As standard, Windows Ê uses the 

Editor  program.  

> Tab is the separator in the Unicode text file. All tabs must be replaced by semi colons 

(;). For this purpose, initially highlight a tab between two fields and copy it.  

 

Figure 34 : Text file in "Editor "  ï highlight a tab and copy it to clipboard  

> Confirm the subsequent Excel question regarding "Unicode Text" with Yes .  

> In Editor  open the Edit  Ÿ Replace  menu item to open the "Replace " dialogue 

window.  

¶ Insert the tab character from the clipboard in the Search  field because it is 

not possible to directly input it here.  

¶ Enter a semicolon (;) in the Replace  field.  

¶ Click Replace all  ¬.  

 

Figure 35 : "Editor "  ï replacing all tabs with semicolons  

> Close the "Replace "  dialogue window and in Editor  open the Edit  Ÿ Save as  menu 

item to open the "Save as " dialogue window.  

¶ Manually change the file suffix from .txt to .csv in the File name  ¬ field. It 

will be more complicated to rename the file suffix at a later stage!  

¶ In the drop -down list select Encoding  ­ and UTF - 8  format.  

¶ Click Save  ®.  
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Figure  36 : "Editor "  ï Save as ï Manually enter .csv file suffix and select UTF -8 encoding  

> This process creates a CSV file that can then be imported to AirKey Online 

Administration . 

 

 

You can directly open the CSV file using Excel. Do NOT make any changes to the 

CSV file in Excel as the file wo uld then not be saved in UTF -8 format!  

For instance, open the file in the Editor  and subsequently save it there after 

having executed  any minor, retrospective changes to the personal data.  

If there are comprehensive changes to the personal data we recommend to make 

these in the original Excel file before repeating the entire process to create a CSV 

file in UTF -8 format.  

 

Importing the CSV file to the AirKey Online Administration  in UTF - 8 format  

Proceed as follows to import a CSV file with personal data:  

> On the Home  screen, select the Persons  tile.  

> Alternatively select Media & persons  Ÿ Persons  in the main menu.  

> Click Import  ¬ on the right.  

 

Figure  37 :  Importing persons  

> Click Select file .  

> Select the corresponding CSV file you would like to import.  

> You are provided with an overview of the persons to import.  

> Click Start import  ¬.  
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Figure  38 :  Importing persons  

> A report is output listing the number of successfully imported persons and faulty 

rows.  

> Click Close .  

 

Figure  39 :  Importing persons ï result  

> The AirKey Online Administration  automatically forwards you to the overview list of 

persons.  

> Assign the desired access authorisations to the corresponding persons individually 

using the familiar process described in Assigning media to persons . Consequently, 

identical access authorisations can be quickly and easily duplicated. Please refer to 

Duplicating media  for more information.  

4.8  Creating smartphones  

You must create or add smartphones to your access control system  before you can manage 

them as part of your access control system . 

> On the Home  screen, in the grey bar of the Media and persons  section, click Add  

Ÿ Add medium .  

> Alternatively, on the Home  screen, select the Smartphones  Ÿ Add  medium  tile.  

> You can also select Media & persons  Ÿ Add  medium  in the main menu . 
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Figure  40 :  New smartphone or card media  

> Select Smartphone  as the new medium and click  Next  ¬.  

> Enter unique information (e.g. smartphone type) in the "Designation " field.  

> Enter the phone number of the smartphone . The phone number must begin with +  

and country code, and may contain a maximum of 50  characters (+,  0-9, and spaces) .  

> Click Add  medium  ¬.  

 

Figure 41 :  Add ing new media  

 

An error message will appear if the telephone number is invalid or the tele -

phone number has already been created.  

 

Now you are in the details section of this smartphones.  

 

> Click Create registration code  ¬ if you have not yet created a registration code.  
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Figure  42 :  Creating registration codes  

The Registration  section shows a valid registration code and its expiry date. You can also 

send it by text message (SMS). For this purpose, you must merely click the corresponding 

link. Then the exact date and time appears when the registration code was sent by text 

message (SMS).  

 

Figure  43 :  Registration code  

Specify the following parameters in the Settings  section in the smartphone ôs details section:  

 

Figure  44 :  Editing media ï settings  

> Maintenance authorisation :  This special authorisation  can exclusively be activated 

on smartphones that have already been assigned to a person. Smartphones with this 

function are  granted to unlock  locking component s in factory state and add or delete 

media as well as  locking component s to access control system s. The maintenance 
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authorisation  additionally allows updates of the  locking component  firmware and of 

the media Keyring . 

> This medium can activate the manual office mode :  select this option and the 

access medium can set the automatic office mode  status at the  locking component . 

However, the medium must have been assigned a valid authorisation for the 

corresponding  locking component s. 

> Show the medium event log of the smartphone in AirKey app :  This option shows  

persons their own access events and any other event log data relevant to the media 

in the AirKey app.  

> Release duration:  Specifies how long the  locking component  is unlocked when using 

this smartphone. The length of the normal or enhanced release duration is specified 

in the  locking component s (from 1 -250 seconds).  

> PIN code of the AirKey app :  Shows the status of whether PIN code protection is on 

or off in the AirKey app of this smartphone. If it is active and the person has 

forgotten their PIN code, you can reset it here.  

> Update after each access : Specifies the status whether  the AirKey app data of this 

smartphone is automatically updated after each access process. Details about the 

activat ion of  this function can be found in the  chapter  General .  

4.9  Registering smartphones  

You can register smartphones once you have created them in the access control system  and 

you know the registration code.  

> Start the AirKey app on your smartphone.  

> Accept the license agreement and any queries about access to certain services of the 

smartphone.  

> If the smartphone has not been connected to an access control system, the dialogue 

for entering the registration code is displayed automatically .  

 

 

For iOS smartphones, tap Registration code already received  to skip 

entering the phone number and go to entering the registration code.  
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Figure 45 : AirKey app ï adding an access control system ( iOS) 

> Enter the registration code you received from the access control system  

administrator.  

 

Figure 46 : AirKey app ï adding access control systems  (Android)  

> Tap Register  to confirm.  

 

 

You can also register a single smartphone in several access control system s. 

Select Settings  Ÿ Add access control system  in the AirKey app main 

menu to re -open the registration dialogue.  Please refer to Using smart -

phones in several systems  for more information.  

 

 

An error message appears if the registration code is invalid or has expired. 

In this event, please contact the access control system  administrator from 

whom you received the registration code.  
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The Scan QR code  button is only required in conjunction with a smartphone  

replacement. Details about the smartphone replacement can be found in 

the chapter Smartphone replacement .  

 

If users delete the AirKey app or app data, there is the option to once again assign 

authorisations that had already been granted to the smartphone without using additional 

credits. However, this exclusively applies to the same device and your access control 

system . This option does not apply to a different device . Details about  the simple device 

replacement can be found in the chapter Smartphone replacement .  
 

> On the Home  screen select the Smartphones  tile.  

> You can also select Media & persons  Ÿ Media  in (the upper left corner of) the 

header .  

> Select the affected smartphone from the overview list.  

> Click Create new registration code  and send the registration code to the person 

wanting to register  a smartphone to the access control system . 

> Enter the registration code in the AirKey app and the smartphone is registered to the 

access control system . 

 

 

If your smartphone had previously been registered to an access control 

system  and it had not been correctly removed from this system when the 

app data was deleted and you then register your smartphone to a different 

access control system , a message appears indicating the smartphone had 

already been registered to an access control system . You can register the 

smartphone as usual if you ignore the message. The smartphone is created 

as a new medium and any previous data is rendered unusable.  

 

 

EVVA recommends assigning a PIN code. It serves as an additional level of 

security. You can subsequently  activate or deactivate  the  PIN code  protec -

tion. Please refer to Activating PIN code  for more information.  

 

4.9.1  " Send a Key "  function  

To a ll persons owning a smartphone you can also send "keys " using the "Send a Key " 

function. This function is useful to administrators and saves smartphone owners from 

manually entering the registration code for a new access control system . 

> Click the " Send a Key "  button.  
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Figure  47 :  "Send a Key " 

> Enter a person ôs name, code, etc. in the search field. If you are aware of the fact the 

user has not yet been created, selec t  Create ne w .  

 

Figure  48 :  "Send a Key " ï search field  

> Click Continue  once you have completed all mandatory fields. A text message is 

immediately sent to the corresponding user containing a link to the AirKey app to 

register for an access control system.  If you have selected an own text for the "Send 

a Key " SMS in the general settings, y ou can also adjust or personalis e the text of the 

SMS here. (Details about the general settings can be found in chapter General .)  

 

Figure  49 :  "Send a Key " ï creating persons  
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Depending on the smartphone ôs network availability it may take some time 

until it receives the Registration code  text message (SMS).  

 

Figure  50 :  Text message (SMS) with link ï shown here on a Samsung Galaxy S7 Edge  

> After opening the link from the SMS with AirKey, the registration is automatically 

started and executed.  

 

Figure  51 :  Registration successful  

 

Proceed as follows if you have not yet installed the AirKey app on the 

smartphone:  

> Tap the link in the text message (SMS) and install the app on the 

smartphone.  

> Start the AirKey app . 

> On Android smartphones the registration is started and executed 

automatically. On iOS smartphones, enter your phone number and 

confirm with Continue .  (The Scan QR code  button is only required in 

conjunction with a smartphone replacement. Details about the 

smartphone replacement can be found in the chapter Smartphone 

replacement .)  
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Figure 52 : Enter phone number ( iOS) 

> You will receive another SMS. Stay in the AirKey app and select the 

eight -digit registration code that will be displayed above the keyboard.  

 

Figure 53 : Registration  code  ( iOS) 

If the eight -digit registration code is not displayed as a suggestion, or 

you have closed the AirKey app in the meantime, you must copy the 

eight -digit registration code from the SMS and paste it within the 

AirKey app.  

> Finish the registration with Register .  

 

In the AirKey Online Administration  you are taken to the Edit medium  authorisation view to 

create the desired authorisations. Drag and drop the corresponding  locking component  to 

which you would like to grant the access authorisation to the desired access type 
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(permanent access, temporary access, periodic access, individual access) ï see also 

Assigning authorisations . 

 

Figure  54 :  Access types  

4.10  Installing  locking component s 

4.10.1  AirKey cylinders , hybrid cylinders, lever cylinders , and padlocks  

Follow the assembly manual enclosed with the packaging during assembly of the AirKey 

cylinder , hybrid cylinder, lever cylinder , and padlock  or the online assembly video clip at  

https://www.evva.com/en/airkey/website/ .  

 

Make sure both sides of a double - sided AirKey cylinder have been configured 

within the access control system  to prevent locking users in or out.  

4.10.2  AirKey wall readers  

Please note the assembly manual enclosed in the packaging to assemble the AirKey wall 

reader. Our homepage additionally provides a drilling template or the assembly video at 

https://www.evva.com/en/airkey/website/ .  

 

 

One control unit is required per wall reader. The control unit must be 

installed indoors, in a secure area. Check the cabling on the wall reader and 

control unit.  

 

Locking components  are always supplied in factory state.  

 

 

> Media in factory state can unlock  locking component s in factory state.  

> Smartphones with installed AirKey app and enabled maintenance 

authorisation can unlock  locking component s in factory state  

> Unlocking attempts are not recorded in factory state.  

> Locking authorisations have only been assigned after having added 

the  locking component  to a access control system . 

> Observe the notes in the assembly manual during assembly. Open the 

https://www.evva.com/en/airkey/website/
https://www.evva.com/en/airkey/website/
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door and secure it against accidentally slamming shut during assem -

bly and disassembly of the  locking component s. 

4.11  Adding  locking component s 

Add  locking component s to the access control system  using smartphones featuring 

maintenance authorisation or an optionally available coding station. Locking components  

must be in factory state.  

 

 

You must meet the following requirements to add  locking component s using 

your smartphone:  

> The AirKey app has been installed.  

> An active Internet connection is available.  

> The smartphone has been registered within the access control 

system . 

> The smartphone has been assigned to a person.  

> The maintenance authorisation has been assigned to the 

smartphone.  

 

4.11.1  Adding  locking component s using a smartphone  

> Start the AirKey app.  

> Establishing a connection using  NFC  (for Android smartphones): Tap the Connect to 

component  ¬ icon.  

> Establishing a connection using Bluetooth  (for Android  smartphones): open the 

context menu of the  locking component  in factory state which you would like to add 

to the access control system  (ể) and then select Connect  ­.  

> Establishing a connection using Bluetooth  (for iPhones ): swipe the " In factory 

state "  designation of the  locking component  in factory state which you would like to 

add to your access control system  towards the left and then select Connect  ®.  

 

Figure  55 :  AirKey app ï connecting to component  (using NFC for Android smartphones  /  using Bluetooth for Android smartphones  /  using Bluetooth for 

iPhones)  
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Figure  56 :  AirKey app ï connecting to component  

> Hold the smartphone to the  locking component  in factory state  or select the corres -

ponding  locking component  from the displayed component list within range.  The 

smartphone establishes a connection to the  locking component . Do not remove the 

smartphone from the  locking component  while it is establishing the connection.  

 

Figure  57 :  AirKey app ï connecting  

> Now you see information about the  locking component .  

 

Figure  58 : Adding components  

> Tap Add component .  

> Enter a unique designation for the  locking component .  

 

 

Make sure both sides of a double - sided cylinder have been configured within 

the access control system . Assign a clear designation to each of the sides 
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on cylinders with double -sided access. Create an area that features both 

sides of the cylinder and assign an area authorisation to obtain the same 

authorisation for both sides.  

 

> Select the access control system  to which you would like to add the  locking compo -

nent  if the smartphone with active maintenance authorisation  is registered in several 

access control system s.  

 

Figure  59 :  AirKey app ï adding  locking component s Android/iPhone  

> Tap Add .  

> Now once again hold the smartphone to the  locking component  to complete the 

process.  Bluetooth connection will be established automatically.  

 

 

The system checks the data and updates the  locking component .  

In this process, do not remove the smartphone from the  locking 

component .  

 

> A confirmation prompt completes the process. The  locking component  is now 

available for management in the AirKey Online Administration . 

 

 

Figure  60 :  AirKey app ï locking component  added  
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The locking component  appears in the  locking component s overview list in the AirKey Online 

Administration . If the GPS coordinates  ¬ were determined when the  locking component  was 

added, they are available in the  locking component ôs section of the AirKey Online 

Administration  in the Details  tab in the "Door "  section.  

 

Figure  61 :  GPS coordinates in the  locking component  details  

Alternatively enter the address in the "Location " field where the  locking component  is 

located.  

 

The locking component  is now no longer in factory state. Media in factory 

state or smartphones in maintenance authorisation  are consequently no 

longer authorised. The smartphone that added the  locking component  is 

automatically authorised for a period of four hours. Please change the 

corresponding authorisation or assign additional media with a valid 

authorisation to continue to have access to this  locking component .  

 

4.11.2  Adding  locking component s using coding stations  

 

Proceed as follows to add  locking component s using coding stations:  

> On the Home  screen, select the Cylinders  or Wall readers  tile.  

> Click the Add  locking component  button  ¬.  

> Alternatively, select Access control system  Ÿ Add l ocking components  in the main 

menu.  

 

Figure  62 :  Adding  locking component s 

> Connect the coding station to the computer otherwise the  system notice appears.  ¬ 
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Figure  63 :  Adding  locking component s /  no coding station  

> Select  Component in factory state.  

> Click Continue .  

> Enter the door designation in the following dialogue window and click Continue .  

 

Figure  64 :  Adding  locking component s ï assigning names  

> Follow the on -screen instructions and place the  locking component  on the coding 

station.  

 

Figure  65 :  Adding  locking component s 

> A confirmation prompt appears and the  locking component  is added to the access 

control system . 
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Figure  66 :  Adding  locking component s ï confirmation  

After having confirmed the prompt , you are forwarded to the detailed  locking component  

view.  

 

Figure  67 :  Locking component  details  

 

The locking component  is now no longer in factory state. Media in factory 

state or smartphones with maintenance authorisation are consequently no 

longer authorised to unlock the  locking component . Add a medium or 

smartphone to the access control system  and assign valid authorisations to 

said  locking component s to continue to be able to unlock them.  

 

The default time zone and data protection settings are automatically confi -

gured for the added  locking component  according to the specified settings. 

Refer to Default values (for all recently added locking components )  for more 

information on these settings.  
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Alternatively, you can also just place a  locking component  in factory state on 

the coding station. An information window appears in the bottom right, 

enabling you to also add the  locking component  to the access control system  

using the Add component to my access control system  link.  

 

Figure 68 :  Adding components to my access control system  

4.12  Adding cards, key fob s,  combi keys , and wristbands  

using a smartphone  

Access media in factory state are added to access control systems using smartphones with 

maintenance authorisation or an optionally available coding station.  

> Start the AirKey app.  

 

 

When using smartphones to add combi keys to the access control system  

you must hold the combi key side featuring the RFID icon to the 

smartphone. Most models require the combi key to be held directly on the 

smartphone.  

This action is available using an Android smartphone that is compatible with 

NFC. Please refer to the Encoding media  section for details on adding media 

using Bluetooth with an Android smartphone or an iPhone.  

 

> Tap the Connect to component  ¬ icon . 

 

Figure 69 :  AirKey app ï connecting to component  

> Hold the  smartphone to the medium in factory state.  

A connection to the medium will be established.  
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Figure  70 :  AirKey app ï connecting  

> Do not remove the medium from the smartphone while it is establishing the 

connection. Now you see information about the medium.  

 

Figure  71 :  Medium details  

> Tap Add .  

> Enter a designation for the medium.  

 

Figure  72 :  Adding media ï specifying designations  

> Select the access control system  to which you would like to add the medium if the 

smartphone has been registered in several access control system s.  

> Tap Add  ¬.  

> Now once again hold the smartphone to the medium to complete the process.  
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> A confirmation prompt completes the process. The medium is now available for 

management in the AirKey Online Administration  ï and it must now be assigned to a 

person.  

 

 

This process is i dentical for cards, key fob s,  combi keys , and wristbands . All 

three elements are grouped in "Card ".  

4.13  Assigning persons to media  

As part of the continue  step, you must assign the medium to a person within the AirKey 

Online Administration  to be able to assign authorisations. This is the only way to link persons 

to access events.  

> On the Home  screen, select the Smartphones  or Cards  tile.  

> Alternatively select Media & persons  Ÿ Media  in the main menu.  

> Select the medium that has not been assigned to a person yet in the media list.  

> Continue  to the No person button click the +  icon  ¬ 

 

Figure  73 :  Assigning persons  

> Select the person from the persons list you would like to assign this medium to.  

 

Figure  74 :  Assigning persons to media  

> If a certain user has not been created yet, use the Create  person button to open a 

second dialogue window, "Assign  medium to person ". 
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> Select Assign person  ¬ to confirm you would like to assign the selected person to 

the medium.  

 

Figure  75 :  Confirming persons  

> Please refer to Assigning authorisations  for more information.  

 

 

Alternatively, you can also assign media to persons using the medium. 

Please refer to Assigning media to persons  for more information.  

4.14  Assigning authorisations  

 

Please note that you can only assign authorisations once a medium has 

been assigned to a person.  

 

> Select Media & persons  Ÿ Media  in the main menu.  

> Select the desired medium from the overview list.  

> If the medium has been assigned to a person, an overview of authorisations for this 

medium appears.  

> As soon as you drag and drop the corresponding  locking component  to the grey area, 

available access types appear in the four areas with dotted edges.  

 

Figure  76 :  Assigning authorisations  
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> Drag and drop the selected door  /  selected area to the corresponding field to select 

the desired access type.  

 

 

Four access types are available:  

> Permanent access  

> Periodic access  

> Temporary access  

> Individual access  

 

4.14.1  Permanent access  

Permanent access indicates access is granted at any time. Specify a start and end date to 

restrict the authorisation.  

 

Figure  77 :  Assigning permanent access authorisations  

> Specify the period of permanent access.  You can choose between unrestricted, 

permanent access or permanent access with a specified start and end date.  

 

Figure  78 :  Assigning permanent access authorisations  

> Click Save .  
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4.14.2  Periodic access  

Assign periodic access for recurring access at certain times. For instance, recurring access 

events could be a series of weekly appointments.  

 

Figure  79 :  Assigning periodic access  

The system shows a weekly calendar allowing you to define up to four periods for each day 

of the week.  

 

> Specify the period of periodic access.  

 

Figure  80 :  Assigning periodic access  

> Directly highlight the period in the calendar or click Add periodic access .  
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Figure  81 :  Adding periodic access  

> Enter the desired period and click Save .  

> Also click Save  in the "New authorisation ï Periodic access " window.  

 

4.14.3  Temporary access  

Assign single access authorisations, if access must be restricted to a certain day and a 

certain period.  

 

Figure  82 :  Assigning temporary access authorisations  

> Enter the desired period and click Save .  

 

Figure  83 :  Assigning temporary access authorisations  
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4.14.4  Individual access  

Assign individual access authorisations if you require a combination of permanent access, 

single access , and periodic access.  

 

Figure  84 :  Assigning individual access  

> The "New authorisation ï Individual access " dialogue window shows any individual 

access authorisations you have already assigned.  

> Click an entry in a row to change the authorisation.  

> Alternatively click Add access  ¬ for a new entry.  

 

Figure  85 :  New authorisation ï individual access  

Select permanent access , periodic access  or temporary access  and define the 

specifications in each case. The parameters correspond to the access authorisations 

that have been described above.  

 

Figure  86 :  New authorisation ï individual access  

> Click Save  once you have  configured all authorisations for individual access.  

 

 

> Permanent access and periodic access periods must not overlap.  

> It is possible to define a maximum of one individual access period per 

day.  
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> If individual access and periodic access periods overlap, both access 

types are valid.  

> You can configure a maximum of eight individual authorisations.  

4.15  Creating authorisations  

After having created the access authorisations for a medium, you must complete the process 

with Create authorisation  and update the corresponding medium.  

 

 

Figure  87 :  Creat ing 

authorisations  

Changing an existing authorisation or creating new authorisations changes  

the icon of the corresponding medium. You can now create the  authorisa -

tion , providing you have sufficient credit.  

 

Figure  88 :  Creating new or changed authorisation s 

> Click on the yellow button  Create 1 authorisation  or the  ¬ icon of the medium  to 

create the authorisation and debit a KeyCredit.  

 

 

A corresponding message appears if you do not have sufficient credit at this 

point in the process. You can immediately top -up your credit using a link in 

this message. Topping up your credit using this message will automatically 

create the authorisation and deduct one KeyCredit from your account.  

 

 

You must now update m edia, such as cards, key fob s,  combi keys  or 

wristbands  using a smartphone or coding station for the authorisations to 

be activated on the medium. Authorisations to smartphones are sent by 

push messages (notifications) .  

 

In the last chapter you learned to set up  the access control system  correctly. The processes 

described herein illustrate the first steps and enable management of your access control 

system . Please refer to the following sections for a more detailed description of individual 

AirKey Online Administration  functions and the AirKey app.  
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5  AirKey Online Administration  

5.1  AirKey login  

The login is required to configure or manage the AirKey access control system . In the AirKey 

Online Administration  settings, a t wo - factor  authentication can be optionally activated for 

the login. The a ctivation is described in the chapter Access control system settings . 

 

 

Activate the two - factor  authentication to increase the security of your 

AirKey access control system . 

 

 

Failed login attempts are displayed on the start page and logged in the 

system event log . The display on the start page only appears if there has 

been at least one failed login attempt since the last successful login.  

 

Figure 89 : Failed login attempts  

5.1.1  AirKey l ogin without t wo - factor  authentication  

> Open the following page in your browser: https://airkey.evva.com . 

The AirKey Online Administration  login page opens.  

> Enter the user ID you received in the "EVVA AirKey registration " e-mail . 

> Enter your personal AirKey password and confirm with Log  in .  

 

Once you have logged on, the system opens the Home  screen. It provides an overview of 

your AirKey a ccess control system . 

https://airkey.evva.com/
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Figure  90 :  AirKey Online Administration  ï home  screen  

5.1.2  AirKey login with t wo - factor  authentication  

> Open the following page in your browser: https://airkey.evva.com . 

The AirKey Online Administration  login page opens.  

> Enter the user ID you received in the "EVVA AirKey registration " e-mail . 

> Enter your personal AirKey password and confirm with Log  in .  

> If no phone number has been verified for the administrator, a prompt appears to 

enter a phone number for verification.  

> Enter the phone number of the smartphone to be used for two - factor authentication 

and confirm with Send SMS code . The phone number must begin with +  and country  

code, and may contain a maximum of 50  characters (+,  0-9, and spaces).  

 

Figure  91 : Verify mobile phone number on login  

> An SMS with an SMS code is sent to the entered telephone number.  

> Enter this SMS code in the dialog ue  within the AirKey Online Administration  and 

confirm with Log  in .  

https://airkey.evva.com/
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Figure  92 : Enter SMS code for login  

> The telephone number is now verified for t wo - factor  authentication and the start 

page of your AirKey access control system  is displayed.  

 

 

If the phone number has already been verified, it does not need to be re -

entered after entering the user ID and password. In this case, an SMS code 

is immediately sent to the verified phone number.  

 

 

The SMS code is valid for  5 minutes. If the  5 minutes are exceeded, the 

login process must be repeated.  

 

 

Without access to the verified telephone number no login to the AirKey 

Online Administration  can take place. If you want to change the phone 

number, you must  change the phone number in the details of the admi -

nistrator (see Editing administrators ) . However, this requires the currently 

verified phone number. If the telephone number is no longer available, 

please contact EVVA support .  

5.1.3  Have you forgotten your password?  

You can individually reset your password should it be unavailable.  

Click Forgot your password ? ¬ 

 

Figure  93 :  AirKey Online Administration  login page  
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> Enter your username and the date of birth you entered upon registration in the 

"Forgot your password ?" dialogue window and click Reset password .  

 

Figure  94 :  Forgot your password ? 

> If t wo - factor  authentication is activated, you will receive an SMS code to your verified 

smartphone, which must be entered in the following dialog ue and confirmed with 

Reset password . (This step does not apply if the two - factor authentication is not 

activated or the phone number is not yet verified .)  

 

Figure  95 : SMS  code reset password  

 

 

The SMS code is valid for  5 minutes. If the  5 minutes are exceeded, the 

process must be repeated.  

 

 

Without access to the verified phone number, the process cannot be 

completed. If the telephone number is no longer available, please contact 

EVVA support .  

 

You will receive an automated  e-mail from EVVA AirKey  with the following subject line: 

"EVVA AirKey Online Administration  ï reset your password " .  

> Open the  e-mail from EVVA AirKey .  

> In the  e-mail , click the link to reset your password. The "Reset password " website 

opens.  

> Enter your new password and re -enter your new password to confirm the process.  
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> Click Save .  

 

Figure  96 :  Resetting the AirKey password  

The AirKey Online Administration  login page opens.  

> Perform the login as described in  AirKey login without two - factor authentication  or 

AirKey login with two - factor authentication , with the new password.  

 

If your input is correct, the AirKey Online Administration  Home  screen opens. The top right 

shows the name of the user that has logged in.  

 

 

If required, you can also change your password in the AirKey Online 

Administration . For this purpose, click the administratorôs name in the right -

hand AirKey Online Administration  header and use the Change password  

function .  

 

Figure 97 : My AirKey account  

https://airkey.evva.com/
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5.2  AirKey logout  

Click Log out  ¬ to quit the AirKey Online Administration . 

 

Figure  98 :  Logging o ut  

 

Despite having integrated an automatic logout feature after 30  minutes we 

highly recommend administrators always log out after having completed 

any due tasks in the AirKey Online Administration  using the Log o ut  button . 

5.3  Administrators  

There are two roles for administrators to manage the AirKey system : system administrators 

and sub -administrators.  

System administrators have all rights to manage the entire AirKey access control system 

and can also create, edit and delete other administrators.  

Sub -administrators have limited rights and are used especially for personal and authori -

sation management. In addition, sub -administrators can also be restricted to specific areas 

and locking components of the AirKey access control system . This means that they can only  

create and edit access authoris ations for locking components and a reas for which they are 

authoris ed.  

 

 

There must be a minimum of one system administrator per access control  

system . 

 

Please refer to the Administrators  ¬ main menu for the administrator management 

functions . 

 

Figure  99 :  Administrators main menu  

5.3.1  Creating administrators  

Administrators can exclusively be created by other administrators.  

> In the main menu select Administrators  Ÿ Create administrator .  

> Select whether the role is that of a system administrator  or sub - administrator .  
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Figure 100 : Details of an administrator  

> Complete the fields in the form. Fields highlighted by * are mandatory fields.  

> In the "Contact information " field, you can also specify whether the administrator 

should receive e -mail  notifications about certain events, such as open maintenance 

tasks, upcoming maintenance windows or other important information. E -mail  notifi -

cations are sent in the selected language for correspondence.  

 

Figure  101 :  Contact information  

> Click Save  ¬.  

 

Figure  102 :  Creating administrators  
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Check the  e-mail address to which the activation link is sent before you 

save.  

 

> Click Create administrator  to confirm the security prompt and complete the 

process.  

 

Figure  103 :  Creating administrators  

 

The system reports "The administrator has been saved "  once you have 

created an administrator.  

 

Now the administrator you created receives an  e-mail from EVVA AirKey  with an activation 

link.  You can only manage the rights for sub - administrators  after creating the 

administrator successfully. Details about the rights management of sub -administrators can 

be found in the chapter Editing administrators . 

 

 

The data is deleted and the activation link is rendered invalid , if it is not 

activated within 48  hours.  

 

The administrator you created must complete registration as described below:  

> Open the  e-mail with the subject line "EVVA AirKey registration ".  

> Click the activation link. The "Welcome to AirKey " website opens.  

> Enter your personal password, re -enter the password and specify your date of birth.  

> Click Save .  

 

This completes the process to create administrators. The system then opens the AirKey 

Online Administration  login page for administrators to log in.  

 

5.3.2  Editing administrators  

Only system administrators  can subsequently change details such as the surname, e -mail 

address, telephone number or contact information of an administrator.  The role can also be 

edited subsequently. However, please note that there must be at least one system 

administrator per access control system . 

 

The user ID cannot be changed . 

https://airkey.evva.com/
https://airkey.evva.com/
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> In the main menu select Administrators  Ÿ Administrators .  

The system shows a list of all administrators.  

 

Search for administrators, sort columns and restrict the number of entries shown per page in 

the list on screen as well as export the list to a CSV file.  

> Click the administrator whose details you would like to change.  

> Change the desired data.  

> Click Save  ¬.  

 

Figure  104 :  Editing administrators  

To manage the rights of sub - administrators  follow these steps:  

> In the main menu, select Administrators  Ÿ Administrators .  

The list with all valid administrators is displayed.  

> Click on the sub - administrator  whose rights you want to change.  

> Switch to the Manage rights  tab.  

> By selecting the checkboxes, you can choose which areas and locking components 

the sub -administrator is all owed to view and assign authoris ations for.  
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Figure 105 : Manage rights  of a sub -administrator  

> Click on Save .  

 

Areas and locking components for which a sub - administrator  does not have rights are not 

available to the sub - administrator  when assigning authorisations. All areas and locking 

components are always available to a system administrator  for the assignment of authori -

sations.  

 

Figure 106 : Assign ing  authorisations by a s ystem administrator respectively by a s ub -administrator  

 

The rights management for sub -administrators only applies to areas and 

locking components. Thus, all persons and media are always displayed to a 

sub -administrator.  

 

5.3.3  Deleting administrators  

An administrator can be deleted only by a different system administrator.  

> In the main menu click Administrators  Ÿ Administrators .  

> Click the corresponding row in the table to select the administrator you would like to 

delete. The "Edit administrator "  page opens.  

> Click Delete  ¬.  
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Figure  107 :  Deleting administrators  

> Click Delete administrator  to confirm the security prompt.  

 

Figure  108 :  Deleting administrators  

 

The system reports "The administrator has been deleted " once you have 

deleted an administrator. Deleted administrators no longer appear on the 

administrator list and they are consequently no longer able to log on to the 

AirKey Online Administration . 

 

 

If the four -eyes principle is enabled for event log viewing, at least two 

system administrators must remain. Otherwise, an error message is 

displayed when trying to delete the administrator. Details about the four -

eyes principle for event log viewing  can be found in the chapter General . 

5.4  Access control system  settings  

Configure basic settings in the AirKey Online Administration  settings. These have been 

described in the following sections.  

> On the Home  screen, click the Settings  ¬ tile.  

> Alternatively click Settings  in the header.  
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Figure  109 :  Access control system  settings  

5.4.1  General  

In this tab, the following general settings can be activated for the entire access control 

system . 

 

Bluetooth  settings  f or  the AirKey app  

Here you can configure for all smartphones in this access control system  whether locking 

components can be opened via Bluetooth from the lock screen or not. If this option is not 

activated, the smartphone must be unlocked before each access.  

 

Figure 110 : General settings ï Bluetooth settings f or  the AirKey app  

 

This option affects the AirKey app functions "Hands - free mode " and "Unlock 

from notifications ".  

 

 

Deactivate Access from lock screen  to improve the securi ty level of your 

AirKey system.  

 

AirKey app settings  

Here you can activate the option  Update after each access  and you can configure your  

own  text for the " Send a Key "  SMS .  
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Figure 111 : General settings ï AirKey app settings  

If the Update after each access  option is activated, the AirKey app data (e.g. log entries 

or the battery status of locking components) will be updated with a smartphone each time 

when an access is performed.  

> Tick the corresponding checkbox and confirm with Save .  

 

Figure  112 : AirKey app settings  ï update after each access  

The functionality is then sent by push notification to all smartphones in this access control 

system . At the latest after a manual actualisation of the AirKey app data of the smartphone 

(see chapter Updating smartphones ), the functionality should be active on the smartphone. 

You can find the current status  ¬ of the smartphone for this function in the AirKey Online 

Administration  in the details of the smartphone.  

 

Figure  113  Status of the option "Update after each access"  

 

Activate this function to transfer access audit trail entries to the AirKey Online 

Administration  almost in real time when using smartphones.  

 

 

Updating the AirKey app data after a n access process only transfers the data of 

the smartphone that performed the access  process. This update is not 

displayed visually on the smartphone itself.  

 

 

A stable internet connection (mobile data or Wi-Fi) is required for this function, 

since a further access  process can only be executed  after the AirKey app data 

has been updated.  



 
 

78  

 

A
ir
K

e
y
 s

y
s
te

m
 m

a
n
u

a
l 
v
e

rs
io

n
 2

.7
 |
 

0
6

/0
3

/2
0

2
4

 |
 S

u
b
je

c
t 
to

 t
e

ch
n

ic
a

l 
c
h

a
n

g
e

s 
a

n
d
 m

is
p
ri
n
ts

 

 

 

Regardless of the option  "Update after each access" , an attempt is made to 

update the AirKey app data automatically every 12  hours.  

 

You also have the possibility to configure your own text for the " Send a Key "  SMS .  

 

Figure 114 : AirKey app settings ï text for the "Send a Key " SMS 

You can choose between the default text and a self -definable text. Select Default text  to 

use the predefined text «Here is your key (valid for 48  hours) for the AirKey system "<name 

of access control  system>" » or select Own text  to use a self -definable text in the 

corresponding text field. Confirm your selection by clicking Save .  

If you use your own text, you can also customize it for each "Send a Key" action, for 

example, to use a personali sed letter of greeting. Details about "Send a Key" can be found in 

chapter  "Send a Key" function . 

 

 

The own text is limited to 150 digits. In addition the own text will not be 

translated in other languages if some persons have another correspondence  

language.  Instead, the standard text is automatically translated into the 

personôs correspondence language. 

 

 

Use a self -defined text to address the smartphone owners personally and to 

inform them for which access control system they will receive authori -

sations.  

 

Security options  

In the security options, you can configure the Smartphone replacement , Two - factor 

authentication (2FA) , and Four - eyes principle for event log viewing  functions.  

 

Figure 115 : Genera l settings  ï security options  
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The checkbox Automatic confirmation of people´s request for smartphone 

replacement  can be used to automatically confirm replacement operations that have been 

started via a smartphone.  

 

 

This means that every smartphone replacement that is started via the 

smartphone is automatically confirmed immediately, provided that sufficient 

credit is available. Please note that a KeyCredit will be deducted  for each 

smartphone replacement  in which authori sations are transferred. Details about 

the smartphone replacement  can be found in the chapter Smartphone 

replacement .  

 

The t wo - factor  authentication , or 2FA , is used as an additional security level when 

logging in to the AirKey Online Administration . In addition to the user ID and password, an 

additional SMS code is requested as a second factor. If t wo - factor  authentication is activated 

in the settings, it is applied to all administrators of this access control system.  

> To activate it, click the Activate t wo - factor  authentication  button.  

 

Figure  116 : General settings  ï two - factor  authentication  (2FA)  

> Enter the mobile phone number to be used for t wo - factor  authentication for the 

currently logged on administrator and click Send SMS code .  

 

Figure  117 : Verify mobile phone number settings  

> An SMS code is sent to the previously specified telephone number. This SMS code 

must be entered in the dialog ue  within the AirKey Online Administration  and 

confirmed with Save .  
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Figure  118 : Enter SMS code settings  

If a valid SMS code has been used, two - factor authentication is activated for all administra -

tors of the access control system . The status in the settings changes accordingly.  

 

 

The SMS code is valid for  5 minutes. If the  5 minutes are exceeded, the 

process must be repeated.  

 

 

From the time of activation, a mobile phone is required for each login. 

Details on the l ogin process with activated t wo - factor  authentication can be 

found in the chapter  AirKey login with two - factor authentication . 

 

To disable t wo - factor  authentication, follow these steps:  

> Click on  Deactivate t wo - factor  authentication .  

 

Figure  119 :  Deactivate t wo -factor  authentication  

> Confirm the prompt also with Deactivate t wo - factor  authentication .  

 

Figure  120 :  Deactivate t wo -factor  authentication prompt  

The function is deactivated again for all administrators of the access control system . 
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The Four - eyes principle for the event log viewing  function allows you to view the 

locking component and media event log only if a second system administrator confirm the 

viewing. This protects personal data even better from being viewed.  

 

 

To activate the Four - eyes principle for the event log viewing  at least 

two system administrators must be available.  

 

To activate the Four - eyes principle for the event log viewing , please follow these steps:  

> Click on Four - eyes principle for the event log viewing .  

 

Figure 121 : Activating  four -eyes principle  

> Select a second system administrator from the list to whom a confirmation code 

should be sent by e -mail and click Send confirmation code .  

 

Figure 122 : Activating four -eyes principle  ï select ing  second administrator  

> An e -mail with a confirmation code will  then  be sent to the selected system 

administrator.  

> This confirmation code must be entered in the AirKey O nline Administration within 

10  minutes and confirmed with Activate .  

 

Figure 123 : Activating four -eyes principle ï entering confirmation code  
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If this pro cess is not completed within 10  mi nutes, the process must be repeat ed. If the 

selected system administrator does not respond, another system administrator can also be 

selected via the Select administrator  link to activate the four -eyes principle.  

 

You have thus activated the Four - eyes principle for the event log viewing  for all 

administrators of this AirKey system. From the next login of a system administrator, the 

locking component event log and media event log cannot be viewed without the confirmation 

of a second system administrator.  

 

 

The system event log is not subject to the four -eyes principle and can be 

viewed anyti me from a system administrator. Sub -admin istrator s cannot 

view event logs.  

 

For deactivating the four - eyes principle for the event log viewing  just use the same 

process as for activating.  

 

 

Both activation and deactivation are listed in the system event log. The 

involved system administrators, including the used e -mail address, are 

logged.  

 

AirKey Cloud Interface (API)  

The AirKey Cloud Interface is a REST interface (API) for third -party systems. The interface 

allows certain functions of AirKey to be controlled via third -party software. Details about the 

AirKey Cloud Interface can be found in the chapter  AirKey Cloud Interface (API) .  

 

AirKey Cloud Interface (API) ï test environment  

The test environment gives you the opportunity to test the AirKey Cloud Interface (API) in a 

protected environment with test data before activation. Please refer to the chapter  AirKey 

Cloud Interface (API)  for details.  

 

5.4.2  Default values (for all recently added  locking component s)  

These settings are activated automatically if you add a new  locking component . We recom -

mend specifying default values prior to the first installation to make it easier to manage 

systems for administrators. This applies particularly for larger access control system s.  

 

Time and calendar  

Access control system s enable the management of  locking component s located in different 

time zones. The "Europe/Vienna " time zone (UTC+01:00 in winter and UTC+02:00 in 

summer), applicable in central Europe, has been set by default.  
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Figure  124 :  Default values for new  locking component s 

Simply click the drop -down menu and select the correct time zone from the list if you would 

like to change the time zone for the entire access control system . 

 

 

On the Home  screen, click the Cylinders  or  Wall readers  tile, select the 

desired  locking component  and browse to the Settings  tab if you would like 

to change the time zone of one  locking component . The Time and calendar  

section features a drop -down list with the time zones.  

 The sun icon in the corresponding time zone section indicates whether 

summer or winter time is currently active.  

 Yellow sun = summer time  

 Grey sun = winter time  

Tick the Use holiday calendar  checkbox and the holidays saved and activated in the 

Holidays  tab (see Holidays  section) will be applied to the new  locking component . 

Areas  

 

Figure  125 :  Default values ï areas  

This section describes how to automatically assign new  locking component s to areas you 

have already created. Please refer to Creating areas  for details on where and how to create 

areas.  

This feature is particularly useful for general or fire service keys that must always have 

access authorisations to all components. It is also possible to once again revoke assigned 

areas from the corresponding  locking component s.  
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Access  

 

Figure  126 :  Default values ï access  

Here you can allow the manual and automatic office mode, the release duration, the update 

after each unlocking and the Hands - free mode for cylinders and wall readers for all newly 

added locking components.  

Tick the Allow manual office mode  checkbox to display an additional checkbox : Activate 

automatic office mode .  

 

Figure  127 :  Automatic office mode  

Automatic office mode permits the specification of periods and unlocking times when the  

locking component  locks or unlocks automatically. For instance, specify that office mode 

automatically ends each night at  5 pm in an office building. For AirKey cylinders this not only 

means the door has been locked, but also that the cylinder has been disengaged. Use an 

authorised medium to engage and subsequently manually unlock a cylinder to open the 

door.  

You can also specify an end time for manual office mode in this dialogue window. This 

makes sure that office mode is deactivated at this specific time (red bars in the screenshot 

below), regardless of when it had been activated. You can specify a maximum of 4 entries 

(periods of time or end time).  

Office mode is automatically cancelled , or not started , on holidays, in the event of "battery 

empty "  warnings if the locking component time is incorrect and also during firmware 

updates.  
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Figure  128 :  Automatic office mode  

 

The m anual office mode can also be activated using access  media. In this 

process, hold the access  medium to the locking component, briefly remove 

it from the reader area and once again hold it to the reader for a second 

time during the release duration. Proceed identically to end manual office 

mode.  

The release duration specifies how long the  locking component  is unlocked when using a  

locking component  (i.e. within the context of cylinders this is the period users have to 

manually turn the cylinder ôs thumb turn). The standard release duration is  5 seconds and 

the extended  release duration amounts to 20  seconds. Adapt the release duration 

individually here. The period can be adapted between 1  second and 250  seconds.  

The Update after each  unlocking  option can be used to activate whether the locking 

component should be updated after each successful Bluetooth unlocking . Regardless of this, 

the locking component is updated each time it is unlocked with a smartpho ne via Bluetooth, 

if at least 6  hours have passed since the last complete actualisation.  

This update is not visible to the user. Neither a signal is shown , nor a message is displayed 

on the smartphone.  

The action can be seen from the administrators in the event log  of the AirKey Online 

Administration . 

 

Figure 129 : Event log  ï update after unlocking  

 

After a Bluetooth unlocking , only the following data will be updated :  

¶ Blacklist  

¶ Time  zone  

¶ Time  

¶ Event logs  
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The blacklist, the time zone and the time are always updated after a 

Bluetooth unlocking and the log entries are only updated if the Update 

after each unlocking  option is activated for the locking component .  

 

If the locking component has other pending maintenance tasks, these must 

be updated as described in the chapter Updating locking components . 

 

 

The function depends on the connection quality of the smartphone. 

Therefore, make sure that you have a stable Internet connection starting 

with 3G or via Wi-Fi.  

 

 

The update after a Bluetooth unlocking  will also be performed when starting 

the manual office mode, but not when it is ending.  

 

 

The update after a Bluetooth unlocking takes place within the release 

duration of the locking component. If the r elease duration is less than 

10  seconds, the update after a Bluetooth unlocking may not work. For this 

reason, when the function is activated, the value of the normal release 

dura tion is automatically set to 10  seconds.  

 

 

Activating this function increases the battery consumption of battery -

powered locking components, such as an AirKey cylinder, and thus affects 

battery life.  

 

The options Hands - free mode for cylinders  and Hands - free mode for wall readers  are 

used to allow or not allow the H ands - free mode for all components of the selected 

component type within the access control system . In addition, it is also possible to select the 

option for each locking component itself. Details about the changing  the configuration for 

individual locking components can be found in chapter Editing locking components . 

Logging  

Select the default value for the logging of personal data in event log entries  within the 

context of access events. Three radio buttons are available for this purpose:  

 

Figure  130 :  Defining logging / event logs  

¶ Visible  permanently switches on the displaying of personal data for access events.  

¶ Visible for ... days  renders personal data for access events anonymous after  the 

defined number of days.  

¶ Not visible  immediately renders all personal data for access events anonymous.  
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Specified default values can be changed for individual  locking component s, 

regardless of the settings specified here.  

 

Click the Save  button to save changed default values. For this purpose, a prompt appears 

asking to specify whether the changed default values must exclusively apply to recently 

added or all  locking component s. 

 

Figure  131 :  Save changed specification values?  

5.4.3  Holidays  

Define up to 80  holidays per year in the Holidays  tab (current year and two following 

years). In AirKey the term "holiday " can be interpreted as a general bank holiday or a period 

of several days, such as company holidays or school holidays (may reoccur). For instance, 

specify that a national, public holiday falling on the same date each year is re -entered each 

year. One week of school holidays merely counts as one holiday in the system if the period 

was defined with between "Start ï End". 

 

Effects of the holiday calendar:  

1.  Periodic access authorisations are not valid on holidays.  

2.  Automatic office mode is ignored on holidays.  

 

Click the Activate  button on the right -hand side to globally enable the holiday calendar.  

 

Figure  132 :  Holiday calendar (calendar view)  

Click the Add holiday  button or click the exact date of the holiday in the calendar view 

(e.g. 24/12) to open a dialogue window to enter the name of the holiday, specify whether 

the holiday applies for the entire day or, e.g. the afternoon only, and between which 
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periods the holiday applies (e.g. also specify company holidays here), define how many 

times it reoccurs and when the specification no longer applies.  

 

Figure  133 :  Adding holidays  

You can retrospectively edit each entered holiday. For this purpose, simply click the corres -

ponding day to open a text box.  

 

Figure  134 :  Adding holidays in the calendar  

Click the Add holiday  link to add a further holiday on this day. You can enter several holi -

days on one calendar day. Click the pen icon to edit the holiday. Click the bin to delete the 

holiday.  

 

Figure  135 :  Editing holidays  
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Figure  136 :  Deleting holidays  

As soon as you have entered deadlines, (company) holidays or holidays in the calendar, the 

system shows you a list overview of all saved  holidays, etc.  

 

Figure  137 :  Holiday calendar (list view)  

Select the Deactivate  button to globally deactivate the holiday calendar for the access 

control system  and not save it for added  locking component s. 

5.5  Access control system  

Thanks to the tiles on the Home  screen as well as the menus and sub -menus in the Access 

control system  main menu  you can manage your electronic access control system.  
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Figure  138 :  Access control system  

5.5.1  Locking component  overview  

For an overview of all  locking component s within your access control system  from the Home  

screen click the Cylinders  or Wall readers  tile or go to Access control system  Ÿ 

Locking  components  in the main menu. The Home  screen shows how many cylinders or 

wall readers have been integrated into your access control system  at a glance.  

 

All  locking component s with additional information as well as their status are listed. The first 

row of the list features the search field as well as filter functions for  locking component s. 

 

 

Figure  139 :  Locking components  

> "Only own " ¬ exclusively lists your own  locking component s 

> "Only external "  ­ exclusively lists  locking component s that have been authorised by 

an administrator.  

> "Only current " ® exclusively lists  locking component s where the status is up to date . 
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> "Not current "   ̄exclusively lists  locking component s where the status is not up to 

date.  

> Export the  locking component  list to a CSV file for further processing  °.  

 

 

AirKey allows an authorisation of  locking component s for external access 

control system s. The list differentiates between your own and external  

locking component s. Please refer to Sharing  locking components  for other 

access control system s for more information.  

5.5.2  Adding locking components :  See chapter  4.11  

5.5.3  Editing  locking component s 

The Edit  locking component  application window in the Details  tab provides different 

information, such as component type and model, component ID, firmware version or 

component status as well as information about doors, areas,  and authorisations. You also 

have the option here to show  locking component  locations in Google Maps. The Settings  tab 

shows all configured settings relating time  zone and holiday calend ar, access as well as 

log ging  and  repair options . 

 

 

The battery status shown corresponds to the status at the last update or 

the last transferred event log entry. For this reason, the actual battery 

status of the  locking component  may deviate from the battery status shown 

in the AirKey Online Administration . 

 

> On the Home  screen, click the Cylinders  or Wall readers  tile .  

> Alternatively, select Access control system  Ÿ Locking components  in the main 

menu.  

> Click the  locking component  you would like to edit in the list.  

> For instance, assign an optional door designation in the Details  tab add optional 

information  ¬ or enter the location or address of  locking component s. The unique 

characteristics of this data are verified within the access control system . 

 

Figure  140 :  Editing  locking component s 
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> Go to the Areas  section to edit assigned areas for selected  locking component s. 

 

Figure  141 :  Areas  

> You can optionally also authorise  locking component s for other access control 

system s. You can manage the corresponding authorisations in the "Authorisations " 

section. Please refer to Working with several access control system s for more infor -

mation about authorisations.  

 

Figure  142 :  Shares  

> You can optionally enter a comment on a  locking component  in the Remarks  section.  

 

Figure  143 :  Editing  locking component s 

As mentioned above,  you can  manage time zones  and holiday calendar , access or log ging  

and repair options  in the Settings  tab.  

> If you use several time zones within a single access control system , you can assign 

an individual time zone to each  locking component . The default time zone is used as 

standard.  

> In this process, you can (de)activate the holiday calendar for each  locking compo -

nent . There is a link to the holiday calendar in case you need to double -check on 

some holiday settings.  

 

Figure  144 :  Settings ï time and calendar  

> You can specify manual office mode for each  locking component . Select a  locking 

component  and you will have the option to specify automatic office mode.  
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In addition , you can change the release duration and activate or deactivate the 

"Update after each unlocking " function. Please also refer to Default values (for all 

recently added locking components ) .  

In addition, the H ands - free mode can be allowed or not allowed for the individual 

locking component. If the H ands - free mode is allowed, the H ands - free mode can be 

activated for this locking component within the AirKey app. Otherwise, it cannot be 

activated in the app for this  locking component. Details about the H ands - free mode 

can be found in the chapter Hands - free at a glance . 

> You can adapt the logging of personal data in event log entries  for each  locking 

component . The default settings are used as standard.  

¶ Visible  permanently switches on the displaying of personal data for access events.  

¶ Visible for  ...  days  renders personal data for access events anonymous after  the 

defined number of days.  

¶ Not visible  immediately renders all personal data for access events anonymous.  

 

Figure  145 :  Event logs  

> This section provides the link to the repair options.  You can find further details in the 

chapter Repair options . 

> Compared to all other locking components, Bluetooth wall readers also offer the 

option to activate the RS485 interface . The log entry of the last successful access 

can be forwarded to a third -party system via the RS485 interface. You can find 

further details  in  the chapter Technical details for the RS485 interface of Bluetooth 

wallreader .  

> Click Save  to confirm any changes to the  locking component . A confirmation prompt 

subsequently appears.  

 

 

A maintenance task for this  locking component  may appear depending on 

the  locking component  data you edited. The changes are accepted and the 

maintenance task disappears after having updated the  locking component  

using a smartphone with maintenance aut horisation or a coding station.  

 

5.5.4  Removing  locking component s 

You can remove  locking component s from your access control system  if you no longer 

require them in your access control system . 

 

> On the Home  screen, select the Cylinders  or Wall readers  tile.  
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> Alternatively, select Access control system  Ÿ Locking  components  in the main 

menu.  

> Click the listed  locking component  you would  like to delete from your AirKe y system.  

> Click Remove  ¬ at the top right.  

 

Figure  146 :  Removing  locking component s 

> Click Remove  locking component  to confirm the security prompt.  

 

Figure  147 :  Security prompt  

> A confirmation prompt and a maintenance task appear, indicating the  locking 

component  must be removed from the access control system . 

 

The process has only been completed once the  locking component  has been updated using a 

smartphone with maintenance authorisation or an optionally available coding station. As 

soon as the  locking component  has been updated it has been successfully removed from the 

access control system . 

 

 

This process is irrevocable.  

The locking component  is reset to factory state after having removed it.  

Any previously authorised access media are no longer valid to unlock  

locking component s. Corresponding authorisations are automatically deleted 

and no longer shown.  

5.5.5  Areas  

You can merge several  locking component s to areas to make it easier to manage authori -

sations in your access control system . 
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On the Home  screen, click the Areas  tile or select Access control system  Ÿ Areas  in the 

main menu for a list of all areas including their individual states.  

 

The list of areas enables the following adaptations:  

> Enter a search term with a minimum of three characters in the search field  ¬.  

> Click the corresponding column heading to determine it as the sorting criterion.  

> Export the area list to a CSV file for further processing  ­.  

 

Figure  148 :  Access control system  ï areas  

> Select the desired area from the list to view the details of the selected area.  

5.5.6  Creating areas  

No areas have been defined as standard. You must create new areas to be able to add  

locking component s to areas.  

 

> On the Home  screen in the grey Access control system  section, click Add  Ÿ 

Create area .  

> Alternatively, select Access control system  Ÿ Create  area  in the main menu.  

> Specify a unique designation for the area.  

> Document any additional information on the area in the Comment  field of the 

Remarks  section.  

> Click Save  ¬.  

 

Figure  149 :  Creating areas  

 

The system reports "The area has been saved " once you have created an 

area. You can only add  locking component s to areas once they have been 

successfully saved.  
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5.5.7  Assigning  locking component s to areas  

> On the Home  screen select the Areas  tile or click Access control system  Ÿ Areas  

in the main menu.  

> Select the area from the list to which you would like to add  locking component s. 

> The details of the selected area appear. Area status  ¬ indicates whether  all  locking 

component s within the area are up to date. The Assigned  locking component  

list  ­ lists all  locking component s assigned to the area.  

> Click Assign component  ® to add a  locking component  to the area.  

 

 

Figure  150 :  Editing areas  

A list of all  locking component s that have not yet been assigned to this area appears.  

 

Figure  151 :  Assigning components  

> Select the desired  locking component s (multiple  locking component  selections (also 

different types) are possible).  

> Click Assign components  to assign the  locking component s to the area.  

> Click Save  to confirm the changes.  

Maintenance tasks are created for the affected  locking component s that are deleted from the 

list by updating the corresponding  locking component s using a smartphone or coding 

station. You have completed assigning  locking component s to areas after having updated.  
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A locking component  can be assigned to a maximum of 96 areas.  

 

Alternatively, you can also directly edit the area assignments of  locking 

component s in the  locking component  details. Please refer to Editing locking 

components  for more information.  

5.5.8  Cancelling  locking component  assignments to an area  

Proceed as follows to cancel assignments of one or more  locking component s to an area:  

 

> On the Home  screen select the Areas  tile or click Access control system  Ÿ Areas  

in the main menu.  

> Select the area from the list in which you would like to cancel the  locking component  

assignment.  

> Tick the checkboxes of the  locking component s for which you would like to cancel the 

assignments to areas. You can select multiple entries.  

 

 

Figure  152 :  Highlighting  locking component s 

> Click Cancel assignments  ¬.  

> A dialogue window appears that once again lists the  locking component s for which 

the assignments to an area are to be cancelled.  

> Also confirm this dialogue with Cancel assignment .  

 

Figure  153 :  Cancelling assignments  

Maintenance tasks are created for the affected  locking component s that are deleted from the 

list by updating the corresponding  locking component s using a smartphone or coding 

station. You have completed assigning  locking component s to areas after having updated.  
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After having updated, persons with media featuring authorisations for this 

area will be unable to unlock the  locking component  for which you cancelled 

the assignment.  

 

 

Alternatively, you can also directly edit the area assignments of  locking 

component s in the  locking component  details. Please refer to Editing locking 

components  for more information.  

5.5.9  Deleting area  

> On the Home  screen select the Areas  tile or click Access control system  Ÿ Areas  

in the main menu.  

> Select the area you would like to delete from the list.  

> Click Delete  ¬.  

 

Figure  154 :  Deleting areas  

 

Any existing authorisations on media for a deleted area are automatically 

deleted and no longer shown. Deletion is irrevocable.  

 

An error message appears if  locking component s are still assigned to the/this area.  

 

Figure  155 :  Deleting areas ï not possible  

For this reason, initially cancel all  locking component  assignments to the area and 

subsequently repeat the illustrated process. Please refer to Cancelling locking compo nent  

assignments to an area  for more information on assigning  locking component s to areas . 
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5.5.10  Authorisation overview  

The authorisation overview shows all authorisations of media for each individual  locking 

component . The authorisation overview relates to the selected  locking component . 

 

 

All media with authorisations for this  locking component  are listed. 

However, the authorisations displayed must not necessarily be currently 

valid, i.e. media with tem porary, single access between 8  am and  5 pm will 

also be displayed for  locking component s after  5 pm in the authorisation 

overview.  

 

> On the Home  screen, select the Cylinders  or Wall readers  tile or click Access 

control system  Ÿ Locking components . 

> Select the  locking component  for which you would like to view the authorisation 

overview from the list.  

> Browse from the Details  tab to Authorised media (own)  to view the authorisations 

of your own system or select Authorised media (external)  to view authorisations 

from other systems for which the  locking component  has been authorised.  

 

Figure  156 :  "Editing  locking component s"  page tabs  

You are provided with a list of all persons as well as the associated persons. You can also 

view the media type.  

 

Figure  157 :  Authorised media (own)  

You can search, filter or sort this list to view certain authorisations.  

 

Click a person ôs name to directly view this person ôs authorisation  for the 

medium.  

 
























































































































































































































































































