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Introduction

This Xesar system manual describes how to operate the Xesar software and any asso-
ciated Xesar system components.

The products and/or systems described in the Xesar system manual must exclusively
be operated by persons that have been adequately qualified for the corresponding
task.  Qualified personnel is able to identify risks when handling products/systems
and prevent potential hazards on the basis of their expertise.

General legal notes

EVVA shall conclude the contract for the use of Xesar on the basis of the EVVA GTC
(General Terms and Conditions) and EVVA GTC (General Terms and Conditions) for
the software for the product.

You can call up the EVVA General Terms and Conditions and EVVA General Terms and
Conditions:

) h 1/ /www.evva.com/uk-en/l I-noti

@ Please note that the use of the Xesar locking system may trigger legal obli-
gations, in particular data protection authorisation, reporting and registration
obligations (e.g. when setting up an information network system), as well as
employee co-determination rights when used in companies. The user shall
bear the responsibility for the legally compliant use of the product.

@ The above information must be observed in accordance with the manufactu-
rer's liability for its products as defined in the Product Liability Act and must
be communicated to operators and users. Non-compliance releases EVVA
from any liability.

Unauthorised use, repair work or modifications not authorised by EVVA and improper
service may lead to malfunctions and must therefore be avoided. @ Changes not ex-
pressly approved by EVVA will result in the loss of liability, warranty and separately
agreed guarantee claims.

@ Keep the system components away from small children and pets. Risk of suf-
focation due to small parts that can be swallowed.
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@ EVVA provides architects and consulting institutions with all the product
information they need to comply with their information and instruction obliga-
tions under the Product Liability Act.

Specialist retailers and installers must comply with the information in EVVA
documentation and they must pass on such information to customers, where
applicable.

Additional information can be found in the Xesar product catalogue:

) h 1/ /www.evva.com/uk-en/x r

EVVA Support

With Xesar, you have a sophisticated and tested locking system at your disposal. If
you require additional support, please contact your EVVA partner directly.

You can access the list of certified EVVA Partners here:

) h 1/ /www.evva.com/uk-en/r iler- rch

Activate the “Electronics Partner” filter option to search specifically for EVVA partners
who sell electronic EVVA locking systems and have qualified specialist knowledge.

) http://support.evva.at/xesar/en/

General information on Xesar can be found here:

) https://www.evva.com/uk-en/xesar
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1.3 Explanation of symbols

The following symbols are used in the system manual to support illustration:

Symbol Meaning

Attention, risk of material damage in the event of non-compliance
with the corresponding safety measures

Notices and additional information

Hints and recommendations

Avoidance of errors or error messages

Options

3 kelelele

Links

Steps with instructions for action
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1.4 Explanation of Xesar software symbols

The following symbols are used within the Xesar software, Installation Manager and
Periphery Manager:

1.4.1 General

# Status Symbol Explanation
1 Confirm/save Confirming or saving input
v
2 Adding Adding, for example, a new person or instal-

lation location

3 Discard entries Discarding an entry
X
4 Removal Removal from e.g. a system, time profile or
= installation location
5 Edit Editing a system (Installation Manager)
4
6 Start application Starting the system (Installation Manager)
or starting the connection between coding
station and Xesar software (Xesar Periphery
Manager)
7 Stop application Stopping the system (Installation Manager)
. or stopping the connection between coding
station and Xesar software (Periphery Mana-
ger)
8 Download * Download of e.g. Support Information
9 Continue ) Continuing to next input
10 Load / transfer Loading the AdminCard
R ’
11  Filter v Display of possible filter settings for the func-
{ tion
12 Update / connect A task is performed on the dashboard in the
>
backend
XESAR 3.2 16 / 313
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# Status Symbol Explanation
13  Not updated / waiting for up- An update is available and can be downloa-
date / download of update A ded
14  Search Q Search for a specific event contribution
15 Maximise Extending the Field of View
)
16  Minimise A Reduce the field of view
17 Goto Open the browser window for the Xesar soft-
=2 vare
18 System event log — All actions carried out within the Xesar soft-
a= ware by users and the system
19 Filtered by areas Shows all areas to which a person has an ac-
cess authorisation
20  Filtered by installation loca- Shows all locations to which a person has an
tions . access authorisation
21  Filtered by access media r Shows all identification media assigned to a
J person
22  Filtered by persons i Filter by persons
23 My profile . Edit my user profile:
a Add description and change personal pass-
word
24 Displayed language Change language
DE
25 Show KeyCredit units Display of the KeyCredits to be debited (e.g.
@ 0 0 due to authorisation changes or issuance of
new access media)
26  Show Xesar KeyCredit Lifetime @ Displayed if KeyCredit Lifetime has been re-
o) deemed
27 Eventlog _ Display events, e.g. for a person (all access
= events relating to a person are filtered and
displayed)
28 Help information — Display of help texts
XESAR 3.2 17/ 313
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# Status Symbol Explanation
29  Lists export Export the displayed list as a csv file or as an
csv xls X
xls file
30 List view settings Illustration of list view regarding column se-
'Q' lection, number of lines per page, save set-
tings and reset
31 Backup button A backup of the system data is created in the
Sackup Installation Manager
32 Logout End session
>
33 Battery full ' Battery is full
34  Battery warning = Battery is empty, replace batteries as soon
E as possible
35 Component with cable inter- &J Access components that can only be syn-
face < chronised via a cable connection to a tablet
36 Component with wireless BLE Access components that can be synchronised
interface; BLE is activated 3 with wireless BLE and wired to the tablet;
BLE function of the access component is ac-
tivated
37 Component with wireless BLE Access components that can be synchronised
interface; BLE is disabled with wireless BLE and wired to the tablet;
BLE function of the component is deactivated
38 Warning e.g. there are still insecure installation loca-
o tions
XESAR 3.2 18 /313
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1.4.2 Access media status
# Status Visualisation Explanation
1 Insecure blocked identification The access medium is blocked. There are

medium

still insecure installation locations. Take
the blacklist using the tablet or an upda-
ted access medium to the insecure instal-
lation locations.

2 Secure disabled identification The access medium is blocked. There are
medium ® no insecure installation locations. The

system is secure.

3 Unauthorised access medium The access medium does not have autho-

@ risation. Reason e.g. the eligibility period
has been exceeded.

4 Currently valid The access medium is valid and can be

used according to the authorisation pro-
file.

5 Currently invalid @ The access medium is currently invalid.

6 Current valid access medium The access medium is currently valid.
becomes an invalid access It becomes invalid, however, after an up-
medium when updated date at the online wall reader or at the

l coding station.

7 A currently invalid access me- The access medium is currently invalid.
dium reverts to a valid access @ However, it will become valid after an up-
medium when it is updated date at the online wall reader or at the

‘] coding station.

8 Currently invalid access me- The access medium is currently invalid.
dium, which has a validity in- @ It remains invalid even after an update at
terval that lies in the future ' the online wall reader or coding station.

9 Deactivated (blocked) access The access medium has been deactiva-
medium ® ted; there are no more unsafe installation

locations; the calendar is no longer im-
portant.
XESAR 3.2 19/ 313
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2 Hardware and installation

Check whether the selected Xesar product is suitable for your intended application
and follow the instructions in the corresponding data sheet.

) h 1/ /www.evva.com/uk-en/x r

@
@ \,
S KeyCredfp ‘/ y

5 omc- odits

i
R Q\
4&?9
System architecture (sample photo)

2.1 Access components

Xesar has a wide range of components, such as various types of escutcheons, han-
dles, cylinders (including hybrid and cam lock), wall readers and padlocks.

— Escutcheon
i -_-

o
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n Handle

""I\ Cylinder

M

Padlock

|

Wall reader

@ G2.0 generation access components have a blue or green colour marking
under the EVVA logo (plug cover). They only have one plug interface for
synchronisation with the tablet.

Generation G2.1 access components can be recognised by the yellow colour
marking under the EVVA logo (plug cover).

They feature a wireless and a plug interface for updating using the tablet.
The wireless interface is available as of Xesar version 3.1 and from tablet
version Ares BLE 4.2.
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If required, the connector interface can also be used to supply emergency power to
battery-powered Xesar access components.

As of Xesar version 3.2, generation G2.1 access components can be synchronised and
maintained using the Ares BLE 4.2 tablet. In addition to the wired interface, synchro-
nisation can also take place via the BLE wireless interface.

All synchronisation and maintenance tasks, such as configuration changes, event
data synchronisation or firmware updates can be performed on all access components
within reception range after successful connection.

See also chapter “Carrying out maintenance tasks with a tablet”.

@ DO NOT use pointed objects to open the connector cover!

Press lightly on the letter E of the EVVA lettering.
The plug cover at the letter A of the EVVA lettering can be folded forward.

@ Close the connector cover again after use to protect the connector interface
from dust and moisture!

Store batteries in a cool, dry location. Direct heat may damage batteries. For this
reason, do not expose battery-operated devices to strong heat sources.

Batteries contain chemical substances and for this reason, dispose of them correctly,
taking into account the country-specific regulations.

Escutcheon

e Battery-powered access component

e Suitable for use outside and indoors

e Suitable for standard metal frame and solid leaf door locks with handle angle up
to 40° with self-locking escape door locks according to EN 179/EN 1125, for fire
doors and - in corresponding design — for panic and escape doors with bar handles
or push bars according to EN 1125

@ Observe the provided safety texts, which also contain important information
on the installation, use and maintenance of the Xesar access components.

) https://www.evva.com/uk-en/x r
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In outdoor or wet areas, use the appropriate gasket supplied with the
product.

When mounting on fire doors, please note that the certificates are only valid
with the approvals of the respective door manufacturer.

Escutcheon (sample photo)

@ Visual signalling
© Reader unit
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo
O Handle

The reader unit sensor is located on the outside of the escutcheon, between the plug
interface and the visual signalling (LED).

The escutcheon signals events both acoustically and visually.

Take note of the list of different acoustic and visual signals in the chapter “"Event
signalling”.

The escutcheon has a permanent release function. Please refer to the notes on the
permanent release function.

Functional principle

The outside handle is disengaged by default — operating the outside handle will not
change the position of the latch.

If an authorised identification medium is held in front of the reader unit, the out-

side handle is mechatronically engaged for 5 seconds. If the outside handle is now
pressed, the latch or bolt - depending on the lock type - is drawn.
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The inside handle is always engaged and can be operated at any time. In this pro-
cess, the mechanism always unlocks the latch.
Event log memory

Up to 1,000 events are stored in the event memory. When the event log is full, the
entries for the oldest events are overwritten.

Synchronise the events regularly!
This makes it possible to prevent logged events from being overwritten.
Please refer to the data sheet for further specifications.

) https://www.evva.com/uk-en/xesar/

Battery replacement

Batteries that are not replaced in time can cause the malfunction of the Xesar
escutcheon!

If the batteries are discharged, the escutcheon can only be operated using
the emergency power device (optional accessory) and a general master key
or fire brigade medium.

If the “Battery low” signal is displayed, the batteries must be replaced immediately.
(See also section “Event signalling”.) When the “"Battery low” signal is displayed for
the first time, a maximum of 1,000 openings are possible within a period of 4 weeks.
The number of openings depends on the room temperature and may be lower as a
result.

Have the batteries changed only by trained specialist personnel!

The battery compartment is located in the upper part of the internal escutcheon
plate.

To change the batteries, three batteries (type AAA) and a T8 Torx screwdriver are
required.

Always replace all 3 batteries (type AAA) when changing batteries. Please ask your
specialist retailer for a list of the recommended battery models.

@ Do not use rechargeable batteries.
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@ If when changing the battery - the power interruption takes longer than one
minute - the Xesar escutcheon must be synchronised using the Xesar tablet!

The procedure for changing batteries in panic door escutcheons is analogous
(Only the appearance of the inside escutcheon differs.)

Proceed as follows to change the batteries:

Loosen the internal escutcheon plate.

Loosen the screw on the underside of the escutcheon with a T8 Torx screwdriver.
Turn the Torx screw clockwise until you can release the plate.

Remove the internal escutcheon plate.

Grasp the internal escutcheon plate by its underside and carefully pull it off the
fixing plate. Pull the internal escutcheon plate over the handle. Make sure that
you do not scratch the handle. (Alternatively, you can remove the inside handle
beforehand).

Replace all batteries. Make sure that the batteries are inserted with the correct
polarity!

@ The successful battery change is signalled by “Battery inserted or Reboot of
the component”!
Please refer to the chapter “Event signalling”.

Replace the inner plate on the mounting plate.

Slide the inside plate over the handle.

Tighten the screw on the underside of the escutcheon with a Torx T8 screwdriver.
After successful battery replacement, synchronise the component with the tablet
and the Xesar software. This transfers the new battery status to the Xesar soft-
ware.

Handle

e Battery-powered access component

e Suitable for use indoors

e Suitable for solid leaf doors with standard solid leaf door locks with handle angle
up to 40°, for escape door locks to EN 179, for fire doors and glass doors in con-
junction with corresponding glass-door lock

e Compatible with many European locks because of the compliance with main lock
standards and handle angles of up to 40°

25/ 313



XESAR 3.2

(EVVA)

access to security

@ Observe the provided safety texts, which also contain important information
on the installation, use and maintenance of the Xesar access components.

) h ://www.evva.com/uk-en/x r

@ When mounting on fire doors, please note that the certificates are only valid
with the approvals of the respective door manufacturer.

Handle (sample photo)
@ Visual signalling
© Reader unit
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo
O Handle with battery compartment

The reader unit sensor is located on the outside of the handle, between the plug in-
terface and the visual signalling (LED).

The handle signals events both acoustically and visually.

Please note the list of the different acoustic and visual signals in chapter 2.2 Event
signalling.

The handle has a permanent release function. Please refer to the notes on the perma-
nent release function.

Functional principle

The outside handle is disengaged by default — operating the outside handle will not
change the position of the latch.
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If an authorised identification medium is held in front of the reader unit, the out-
side handle is mechatronically engaged for 5 seconds. If the outside handle is now
pressed, the latch or bolt - depending on the lock type - is drawn.

The inside handle is always engaged and can be operated at any time. In this pro-
cess, the mechanism always unlocks the latch.
Event log memory

Up to 1,000 events are stored in the event memory. When the event log is full, the
entries for the oldest events are overwritten.

Synchronise the events regularly!

This makes it possible to prevent logged events from being overwritten.

Please refer to the data sheet for further specifications.

) https://www.evva.com/uk-en/xesar

Battery replacement

Batteries that are not replaced in time can cause the handle to malfunction!

When the batteries are discharged, the handle can only be operated using
the emergency power unit (optional accessory) and a master key or fire
brigade medium.

If the signal “Battery low” is displayed, the batteries must be replaced immediately.
When the “Battery low” signal is displayed for the first time, a maximum of 1,000
openings are possible within a period of 4 weeks. The number of openings depends
on the room temperature and can be correspondingly lower.)

Please note the list of the different acoustic and visual signals in chapter 2.2 Event
signalling.

Have the batteries changed only by trained specialist personnel!

The battery compartment is located in the outside handle.
To change the battery, you need a battery (type CR123A) and a 2.5 Allen key.

Please ask your specialist retailer for a list of the recommended battery models.
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Do not use rechargeable batteries.

When the battery change, i.e the power interruption, lasts longer than one
minute, the Xesar handle must be synchronised using the Xesar tablet!

Remove the outside handle tube.

Using the Allen key, turn the fastening screw clockwise until the handle tube can
be removed. Pay attention that the fastening screw is only screwed in as far as
necessary.

Replace the batteries. Make sure that the battery is inserted with the correct po-
larity!

@ The successful battery change is signalled with “Battery inserted or Reboot of

the component”!
Note the list of different acoustic and visual signals in the chapter “Event
signalling”.

Fit the handle tube back onto the outside handle.
Using the Allen key, unscrew the fixing screw anticlockwise to fix the handle tube.
Pay attention that the fastening screw is only screwed in as far as necessary.

After successful battery replacement, synchronise the component with the tablet
and the Xesar software. This transfers the new battery status to the Xesar soft-
ware.

Cylinder

Battery-powered access component

Suitable for use outside and indoors

Suitable for fire protection and escape doors

Variant already comes with a host of anti-manipulation protection measures.

The cylinder is available as a half or double cylinder, with electronic release on one
or both sides.

@ Observe the provided safety texts, which also contain important information

on the installation, use and maintenance of the Xesar access components.

) h ://www.evva.com/uk-en/x r
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@ When mounting on fire doors, please note that the certificates are only valid
with the approvals of the respective door manufacturer.

Cylinder (sample photo)

@ Visual signalling
© Reader unit
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo

The reader unit sensor is located in the cylinder's plastic cap, between the plug inter-
face and the visual signalling (LED).

The cylinder signals events both acoustically and visually.
Take note of the list of different acoustic and visual signals in the chapter “"Event
signalling”.

The cylinder has a permanent release function. Please refer to the notes on the per-
manent release function.

Functional principle

The electronic outside cylinder thumbturn is disengaged as standard; when the out-
side thumbturn is operated, the locking cam remains disengaged and the outside

thumbturn rotates without taking the locking cam with it.

In the case of cylinders with one-sided electronic release; the mechanical inside al-
ways remains engaged and can be operated at any time.

For cylinders with electronic release on both sides, the electronic inside thumbturn
acts in the same way as the electronic outside thumbturn.

When an authorised access medium is presented to the reader unit, the outside

thumbturn is engaged mechatronically for 5 seconds. The cylinder's cam is carried
along when the outside thumbturn is turned.
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@ The door will NOT lock automatically after closing.
The door must be locked manually or by means of a corresponding additional
device.

The turning behaviour of the thumbturn may be stiffer due to friction of the seal on
the escutcheon or cylinder rosette. There is the option to remove said seals when in-
stalling the assembly indoors.

The Xesar cylinder is equipped with a rotation brake as standard. For technical rea-
sons, cylinders with freewheel function (FZG) and anti-panic (FAP) do not have a
rotation brake..

@ Ensure that the rotation brake is installed in the correct position so that no
malfunctions occur during operation. Malfunctions in non-approved installa-
tion systems are not a production fault and therefore no reason to lodge a
complaint.

Event log memory

Up to 1,000 events are stored in the event memory. When the event log is full, the
entries for the oldest events are overwritten.

Synchronise the events regularly!

This makes it possible to prevent logged events from being overwritten.

Please refer to the data sheet for further specifications.

) h 1/ /www.evva.com/uk-en/x r

Battery replacement

Before changing the battery, activate the permanent opening of the cylinder so
that it remains engaged.

The cylinder may only be operated with type CR2 batteries.

Please ask your specialist retailer for a list of the recommended battery models.

Do not use rechargeable batteries.

Have the batteries changed only by trained specialist personnel!
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If the signal “Battery low"” is displayed, the batteries must be replaced immediately.
When the “Battery low” signal is displayed for the first time, a maximum of 1,000
openings are possible within a period of 4 weeks. The humber of openings depends
on the room temperature and can be correspondingly lower.)

If the batteries are discharged, the cylinder can only be operated using the emergency
power device (optional accessory) and a general master key or fire service medium.

Replace all batteries in the cylinder when replacing the batteries!

Use the cylinder's special assembly tool for assembling or disassembling the thumb-
turn (also when changing the battery).

We recommend that you engage the cylinder using an authorised access
- medium before removing the batteries. It may be necessary to synchronise

the system time via the tablet after replacing batteries.

To replace the cylinders' batteries, proceed as indicated in the installation instruc-
tions, but in reverse order.

Insert the cylinder tool all the way into the recess provided on the rear of the out-
side thumbturn and screw the tool into the thumbturn (anti-clockwise).

Remove the cylinder tool and use a Phillips screwdriver (PH1) to unscrew the
3 fastening screws on the rear of the outer thumbturn.

Remove the thumbturn mounting part.

Carefully open the locking element in the outside thumbturn by initially moving it
carefully before pressing outwards.

Remove both discharged CR2 batteries and clean the battery contacts using a
soft, lint-free cloth.

Now insert the two new batteries with the correct polarity into the battery com-
partment and close it again.

@ When the battery change, i.e the power interruption, lasts longer than one
minute, the cylinder must be synchronised with the tablet!
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If the battery change has been carried out correctly, initialisation takes place and
the corresponding acoustic signal is emitted. (See chapter “Event signalling”,
signal 8 in the signalling table).

Remount the thumbturn mounting part and fasten it with the 3 fixing screws.
Insert the cylinder tool all the way into the recess provided on the rear of the
outside thumbturn and screw the tool and the thumbturn to the cylinder (in clock-

wise direction) until you can feel resistance.

Then turn the cylinder in the opposite direction (anticlockwise) until a “click” is
heard.

Remove the cylinder tool.
After successful battery replacement, synchronise the component with the tablet

and the Xesar software. This transfers the new battery status to the Xesar soft-
ware.

Fix thumbturn axis
All cylinders in Euro profile design have a service hole on the end face of the elec-
tronic module. To facilitate disassembly of the cylinder knob, fix the knob axle with a

suitable metallic pin.

The metallic pin must have a minimum diameter of 2 mm and be at minimum length
of 40 mm.

To fix the knob axis, proceed as follows:

Insert a suitable metallic pin — e.g. a 2 mm Allen key - into the service channel
on the end face of the Euro profile cylinder.

When inserting the metal pin, turn the thumbturn about its own axis until the
metal pin can be guided significantly deeper into the service channel.

Hold the metal pin in this position and disassemble the thumbturn as usual using
the assembly tool.

Carefully remove the metal pin after removing the thumbturn.
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Hybrid cylinder

e Battery-powered access component

e Suitable for use outside and indoors

e Variant already comes with a host of anti-manipulation protection measures.

e Suitable for fire protection and escape doors.
For use in escape and panic doors - subject to the mortise lock used - the an-
ti-panic function FAP may be required. For this purpose, observe the corresponding
notes or certificates

@ When mounting on fire doors, please note that the certificates are only valid
with the approvals of the respective door manufacturer.

Hybrid cylinder (sample photo)

@ Visual signalling
© Reader unit
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo

The reader unit sensor is located in the cylinder's plastic cap, between the plug inter-
face and the visual signalling (LED).

The cylinder signals events both acoustically and visually.

Take note of the list of different acoustic and visual signals in the chapter “"Event
signalling”.

The cylinder has a permanent release function. Please refer to the notes on the
permanent release function.

Functional principle

The hybrid cylinder has a key module on the inside instead of the mechanical thumb-

turn. This means: Access from the outside is via an electronic authorisation check and
access from the inside via a mechanical key.
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@ When the door is closed, it is not automatically locked. The door must be
locked manually or by means of a corresponding additional device.

Check whether the selected hybrid cylinder meets your requirements.
Please refer to the data sheet for further specifications.

) h 1/ /www.evva.com/uk-en rvi wnl

Hybrid cylinders feature visual and acoustic signals. (See chapter “Event signalling”
for explanations of the different signals).

@ Observe the supplied assembly instructions.

Battery replacement

Before replacing the battery, activate the permanent opening of the hybrid
cylinder so that the hybrid cylinder remains engaged.

The cylinder may only be operated with type CR2 batteries.

Please ask your specialist retailer for a list of the recommended battery models.

@ Do not use rechargeable batteries.

Have the batteries changed only by trained specialist personnel!

If the signal “Battery low” is displayed, the batteries must be replaced immediately.
When the “Battery low” signal is displayed for the first time, a maximum of 1,000
openings are possible within a period of 4 weeks. The number of openings depends
on the room temperature and can be correspondingly lower.)

If the batteries are discharged, the hybrid cylinder can only be operated using the
emergency power device (optional accessory) and a general master key or fire
service medium.

Replace all batteries in the cylinder when replacing the batteries!

Use the cylinder's special assembly tool for assembling or disassembling the thumb-
turn (also when changing the battery).

XESAR 3.2 34/ 313


https://www.evva.com/uk-en/service/downloads/

XESAR 3.2

(EVVA)

access to security

We recommend that you engage the cylinder using an authorised access
- medium before removing the batteries. It may be necessary to synchronise
the system time via the tablet after replacing batteries.

To change the hybrid cylinder's batteries, proceed as indicated in the assembly in-
structions, but in reverse order.

Insert the cylinder tool all the way into the recess provided on the rear of the out-
side thumbturn and screw the tool into the thumbturn (anti-clockwise).

Remove the cylinder tool and remove the 3 fixing screws with a Phillips screw-
driver (PH1) from the rear of the outer thumbturn.

Remove the thumbturn mounting part.

Carefully open the locking element in the outside thumbturn by initially moving it
carefully before pressing outwards.

Remove both discharged CR2 batteries and clean the battery contacts using a
soft, lint-free cloth.

Insert the two new batteries with the correct polarity in the battery compartment
and close it again.

@ When the battery change, i.e the power interruption, lasts longer than one
minute, the cylinder must be synchronised with the tablet!

If the battery change has been carried out correctly, initialisation takes place and
the corresponding acoustic signal is emitted. (See chapter “Event signalling”,
signal 8 in the signalling table).

Remount the thumbturn mounting part and fasten it with the 3 fixing screws.
Insert the cylinder tool all the way into the recess provided on the rear of the
outside thumbturn and screw the tool and the thumbturn to the cylinder (in clock-

wise direction) until you can feel resistance.

Then turn the cylinder in the opposite direction (anticlockwise) until you hear a
“click”.

Remove the cylinder tool.
After successful battery replacement, synchronise the component with the tab-
let and the Xesar software. This transfers the new battery status to the Xesar

software.
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Cam locks

e Battery-powered access component
e Suitable for use outside and indoors
e Suitable for lockers, display cases, various containers and letter boxes.

Cam lock (sample photo)

@ Visual signalling
© Reader unit
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo

The reader unit sensor is located in the cylinder's plastic cap, between the plug inter-
face and the visual signalling (LED).

The cylinder signals events both acoustically and visually.
Take note of the list of different acoustic and visual signals in the chapter “Event

signalling”.

The cylinder has a permanent release function. Please refer to the notes on the
permanent release function.

Functional principle

Access is gained via an electronic authorisation check on the outside of the cam lock.

There is a cam on the inside that serves as a locking mechanism. Locking and unlock-
ing is only possible after a successful authorisation check and by manually turning the
cam lock. The electronic thumbturn on the identification side cannot be turned freely

without authorisation.

The cam lock is available in different designs and configurations. Check whether the
selected cam lock meets your requirements.
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Please refer to the data sheet for further specifications.
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The cam lock has a visual and an acoustic signal. (See chapter “Event signalling” for
explanations of the different signals).

@ Observe the supplied assembly instructions.

Battery replacement

Before replacing the battery, activate the permanent opening of the cam lock so
that the cam lock remains engaged.

The cylinder may only be operated with type CR2 batteries.

Please ask your specialist retailer for a list of the recommended battery models.

@ Do not use rechargeable batteries.

Have the batteries changed only by trained specialist personnel!

If the signal “Battery low” is displayed, the batteries must be replaced immediately.
When the “Battery low” signal is displayed for the first time, a maximum of 1,000
openings are possible within a period of 4 weeks. The number of openings depends
on the room temperature and can be correspondingly lower.)

If the batteries are discharged, the cam lock can only be operated using the emer-
gency power device (optional accessory) and a general master key or fire service
medium.

Replace all batteries in the cylinder when replacing the batteries!

Use the cylinder's special assembly tool for assembling or disassembling the thumb-
turn (also when changing the battery).

We recommend that you engage the cylinder using an authorised access
- medium before removing the batteries. It may be necessary to synchronise

the system time via the tablet after replacing batteries.

To change the batteries of the cam lock, proceed as indicated in the assembly instruc-
tions, but in reverse order.
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Insert the cylinder tool all the way into the recess provided on the rear of the out-
side thumbturn and screw the tool into the thumbturn (anti-clockwise).

Remove the cylinder tool and open the 3 fastening screws on the rear of the outer
thumbturn with a Phillips screwdriver (PH1).

Remove the thumbturn mounting part.

Carefully open the lock in the outside thumbturn by initially moving it carefully
before pressing outwards.

Remove both discharged CR2 batteries and clean the battery contacts using a
soft, lint-free cloth.

Insert the two new batteries with the correct polarity into the battery compart-
ment and close it again.

@ When the battery change, i.e the power interruption, lasts longer than one
minute, the cylinder must be synchronised with the tablet!

If the battery change has been carried out correctly, initialisation takes place and
the corresponding acoustic signal is emitted. (See chapter “Event signalling”,
signal 8 in the signalling table).

Remount the thumbturn mounting part and fasten it with the 3 fixing screws.
Insert the cylinder tool all the way into the recess provided on the rear of the
outside thumbturn and screw the tool and the thumbturn to the cylinder (in clock-

wise direction) until you can feel resistance.

Then turn the can lock in the opposite direction (anticlockwise) until a “click” is
heard.

Remove the cylinder tool.
After successful battery replacement, synchronise the component with the tab-

let and the Xesar software. This transfers the new battery status to the Xesar
software.
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Padlock

e Battery-powered access component

e Suitable for use outside and indoors

e Suitable for securing of barrier systems, roller blinds, depots and archive
containers.

e Can be easily integrated into systems, even at a later date.

@ Observe the provided safety texts, which also contain important information
on the installation, use and maintenance of the Xesar access components.

) h ://www.evva.com/uk-en/x r
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Padlock, (sample photo)

@ Visual signalling
© Reader unit
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo

The reader unit sensor is located in the padlock's plastic cap, between the plug inter-
face and the visual signalling (LED).

The padlock signals events both acoustically and visually.
Take note of the list of different acoustic and visual signals in the chapter “Event

signalling”.

The padlock has a permanent release function. Please refer to the notes on the
permanent release function.
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Functional principle

The padlock's electronic outside thumbturn is disengaged as standard; when the
thumbturn is operated, the locking cam remains disengaged and the thumbturn
rotates without taking the locking cam with it.

Hold an authorised identification medium to the unit to mechatronically engage the
outside thumbturn for five seconds. Both unlocking and locking can only take place
after a successful authorisation check. This is done by manually turning electronic
thumbturn.

The padlock's locking cam is engaged when the thumbturn is operated.

Event log memory

Up to 1,000 events are stored in the event memory. When the event log is full, the
entries for the oldest events are overwritten.

@ Synchronise the events regularly!
This makes it possible to prevent logged events from being overwritten.

Please refer to the data sheet for further specifications.

) https://www.evva.com/uk-en/xesar/

Battery replacement

Before replacing the battery, activate permanent opening of the padlock so that
the padlock remains engaged.

The cylinder may only be operated with type CR2 batteries.

Please ask your specialist retailer for a list of the recommended battery models.

Do not use rechargeable batteries.

Have the batteries changed only by trained specialist personnel!

XESAR 3.2 40 / 313


https://www.evva.com/uk-en/xesar/

(EVVA)

access to security

If the signal “Battery low"” is displayed, the batteries must be replaced immediately.
When the “Battery low” signal is displayed for the first time, a maximum of 1,000
openings are possible within a period of 4 weeks. The humber of openings depends
on the room temperature and can be correspondingly lower.)

If the batteries are discharged, the padlock can only be operated using the emer-
gency power device (optional accessory) and a general master key or fire service
medium.

Replace all batteries in the cylinder when replacing the batteries!

Use the special installation tool for the padlock to install or remove the thumbturn
(also when replacing the battery).

We recommend that you engage the cylinder using an authorised access
medium before removing the batteries. It may be necessary to synchronise

the system time via the tablet after replacing batteries.

To change the padlock's batteries, proceed as indicated in the installation instructions,
but in reverse order.

Insert the cylinder tool all the way onto the recess provided on the rear of the
thumbturn and screw the tool (anti-clockwise) into the thumbturn.

Remove the cylinder tool and use a Phillips screwdriver (PH1) to unscrew the
3 fastening screws on the rear of the outer thumbturn.

Remove the thumbturn mounting part.

Carefully open the locking element in the thumbturn by initially moving it care-
fully before pressing outwards.

Remove both discharged CR2 batteries and clean the battery contacts using a
soft, lint-free cloth.

Insert the two new batteries in the correct polarity in the battery compartment
and close it again.

@ When the battery change, i.e the power interruption, lasts longer than one
minute, the cylinder must be synchronised with the tablet!

If the battery change has been carried out correctly, initialisation takes place and
the corresponding acoustic signal is emitted. (See chapter “Event signalling”,
signal 8 in the signalling table).
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Remount the thumbturn mounting part and fasten it with the 3 fixing screws.
Insert the cylinder tool all the way into the recess provided on the rear of the
outside thumbturn and screw the tool and the thumbturn to the cylinder (in clock-

wise direction) until you can feel resistance.

Subsequently turn the cylinder in the opposite direction (anti-clockwise) until a
click is heard.

Remove the cylinder tool.
After successful battery replacement, synchronise the component with the tab-

let and the Xesar software. This transfers the new battery status to the Xesar
software.

2.1.7  Cylinder tool

The cylinder features a special opening mechanism to protect against manipulation. A
special cylinder tool is required for assembly, disassembly and battery replacement.

]|

Cylinder tool (sample photo)

@ The cylinder tool is not included with the Xesar cylinder.

m The cylinder tool is optionally available.

Product code: E.ZU.PZ.ZW.V2.

@ When the battery change, i.e the power interruption, lasts longer than one
minute, the cylinder must be synchronised with the tablet!
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2.1.8 Wall reader

e For exterior and interior use, flush or surface mounted

e Suitable for safety-relevant areas

e The wall reader is connected to the control unit by means of a connection cable
(CATS cable, max. 100 m, loop max. = 2 Ohm) and supplied with power via the
control unit.

e Electronic locking elements such as motorised cylinders, swing doors or sliding
doors can be controlled via the control unit connected to the wall reader.

@ Observe the provided safety texts, which also contain important information
on the installation, use and maintenance of the Xesar access components.

) https://www.evva.com/uk-en/x r

@ Use the seal (provided with the product) for outdoor or wet areas and for
flush mounting.

Wall reader (sample photo)

@ Visual signalling
© Reading unit and ON/OFF status light
© Plug interface (EVVA logo)
Colour marking (BLE or 3-pin) under the EVVA logo

@ Please note Xesar wall readers can only be used in connection with a control
unit.

The plug interface serves exclusively for synchronisation with the tablet. The
wall reader can NOT be powered by the optional emergency power unit.

The reader unit sensor is located behind the wall reader's glass cover, between the
connector interface and the visual signalling (LED). The ON/OFF status light illumi-
nates continuously during operation, making it easier to locate the reading area in a
dark environment.
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The wall reader signals events both acoustically and visually.
Take note of the list of different acoustic and visual signals in the chapter “Event
signalling”.

The wall reader has a permanent release function. Please refer to the notes on the
permanent release function.

Functional principle

If an access medium is presented to the reader unit, this access medium is checked
by the control unit which is connected to the wall reader. If authorised, the respective
control unit relay is energised, depending on the jumper position and the configuration.
(Note the cover plan, JP2 in the control unit.)

Event log memory

Up to 1,000 events are stored in the control unit's event memory.
When the event memory is full, the oldest event entries are overwritten.

Synchronise the events regularly!

This makes it possible to prevent logged events from being overwritten.

Connection print

The wall reader is connected to the control unit's connector by means of a connection

(EVVA)

Wallreader Wallreader 2

access to security

DOORSBUS B

Xesar wallreader interface

Connection print for Xesar wall readers (sample photo)

Follow the instructions for jumper setting JP1 in the assembly instructions to
avoid a malfunction.
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Offline control unit:

Control unit (sample photo)

The wall reader offline control unit can only be operated in conjunction with the wall
reader. The maintenance of the offline wall readers is realised using the tablet. Soft-
ware data is exchanged via tablet, or via XVN with the access media. Up to 2 wall
readers can be connected. The control unit connected to the wall reader must be
mounted indoors in a manipulation-proof area.

@ As soon as the control unit has been connected to the power supply for
6 hours the system ensures the time settings are maintained for 72 hours in
the event of a power cut.

An external release element (exit button) can be connected to the control unit. When
the button is pressed, the door opens and the opening is logged in the event log.

Provided that the control unit has been in operation for at least 6 hours, in the event
of a power failure it has a data buffer of max. 72 hours.

Online control unit

The wall reader online control unit can only be operated in conjunction with the wall
reader. Each online control unit can be connected to a maximum of 1 wall reader.
Control units connected to wall readers must be installed indoors in areas protected
from manipulation.
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@ You can find further information on the online wall reader in the chapter
“Online wall reader”.

An external release element (exit button) can be connected to the control unit. When
the button is pressed, the door opens and the opening is logged in the event log.

For door monitoring, a door contact can be connected to the control unit. The Xesar
software logs door opening and closing times and displays the current door status
(open/closed).

The online door can be opened remotely and also switched to office mode via the
Xesar software.

Online control unit is connected via an Ethernet adapter LAN to the system computer.
If the LAN connection is interrupted then the Xesar wall reader behaves like an offline
wall reader. The online control unit is supplied with power via the power supply unit.
To cope with a power failure, the control unit is equipped with a 72 hour data memory
that is fully charged if it has been active for at least 6 hours.

Operate the wall reader control units via an independent power supply and
- additionally provide a 12 volt uninterruptible power supply. This consequently
prevents system failure and safeguards access.

Mains adapter for control unit

@ The mains adapter for the control unit is optionally available.

A power supply unit is optionally available for the control unit:
Product code: E.ZU.WL.NT.V2.

Assembly of access components

@ Installation of the access components should only be carried out by trained
personnel.

Make sure that you follow the described sequence of installation steps to
avoid malfunction.
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@ Observe the provided safety texts, which also contain important information
on the installation, use and maintenance of the Xesar access components.

) h ://www.evva.com/uk-en/x r

@ The assembly manuals and the packaging feature QR codes which will take
you directly to the corresponding video sequence or assembly manual.

To support the installation of the access components, EVVA provides, for example, the
following tools:

¢ Language-neutral installation instructions
The language-neutral installation instructions are enclosed with the corresponding
system component. In addition, these are offered on the homepage in the down-
load area.

)  https://www.evva.com/uk-en/xesar/

¢ Product-dependent assembly videos
Special videos with demonstrations are available showing more complex assembly
steps.

)  http://video.evva.com/tutorials/xesar/

e Language-neutral drilling template
The language-neutral drilling template is included with the system component that
requires one or more drill holes. In addition, it is offered on the homepage in the
download area.

 h 1/ /www.evva.com/uk-en/x r

@ A metal drilling template is optionally available for the assembly escutcheons
and handles.

An adjustable stop safeguards that holes are correctly aligned and it enables
adaptations of the settings to match the requirements of any door situation.
Hardened metal drilling sleeves guarantee a long service life even after in-
tense use.

High quality drilling template made of metal:
Product code: E.ZU.BE.BS.V1
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I Event Visual signal® AFOUSt:f Note
number signal
Signal 1 Unlocking attempt with eeeee mmmmm If several cards are in use, signal-
authorised medium ling only takes place after the last
card has been read (Yes / No / no
EVVA card present)
Signal 2 End of release 00000 ttttt
Signal 3 Rejected medium 00-00-00-00 hh-hh-hh-hh
Signal 4 Attempt to open with 0000--0000 tttt--hhhh
authorised medium
when office mode is
activated (permanent
release)
Signal 5 Office mode (perma- 0000--0000  tttt--hhhh
nent release) start
Signal 6 Office mode (perma- 0000--0000 hhhh--tttt
nent release) end
Signal 7 Opening attempt with h----h----h---
authorised medium, -h----
signal indicates dis-
charged battery
Signal 8 Battery inserted or ([ 1) --00 tt—mm—hh Battery charge level indicator;
component reboot displayed after battery change if
necessary
Signal 9 Medium without EVVA No signals
segmentation; medium
faulty, other system
Signal 10 : Hardware fault mmm---mmm---
Signal 12 | Communication suc- 00000 hhhhh
cessful
Signal 13 | Communication unsuc- : e®00® ttttt
cessful
Signal 14 | Medium authorised of- @ e®-00-00 mm-mm-mm
fline
Signal 15 ' Rejected medium offline | e ®-00-00 mm-mm-mm
Signal 16 : Online operation failed 00-00-00
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Signal . . i Acoustic
number Event Visual signal signal** Note
Signalling for G2.1 components:
Signal 17  Activate BLE 1.: tttt--hhhh
(medium 2x stop) 2.: --0000--
(X X))
Signal 18 : Deactivate BLE 1.: hhhh--tttt
(medium 2x stop) 2.: --0000--
(X X))
Signal 19 | Identify BLE component ---00---@0® hh---mm---mm  triggered on tablet
—— ---hh---hh---
00---00 mm---mm---hh

*

*k

Visual signals (LED):

Each signal corresponds to a duration of 50 ms.
Pauses are indicated by “-".

XESAR 3.2

= Red ® and Green ® at the same time
Acoustic signals: h = high-pitched, m = medium-pitched, t = low-pitched.
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2.4 Coding station

The coding station is a read/write device for any type of contactless identification
media as well as for the contact-based Admin Card, which is one of the system cards
(see chapter AdminCard).

@ The mini coding station cannot be used to operate the AdminCard.

A separate card slot is available for the AdminCard at the front end of the coding
station.

Connect the coding station to the USB port of your computer.

If your operating system does not recognise the coding station automatically,
install the appropriate driver.

Coding station and mini-coding station (sample photos)

The coding station driver can be downloaded.

N : .// hidalobal /dri

Please refer to the data sheet for further specifications.
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Tablet

The tablet serves to synchronise and transfer information between the Xesar software
and the access components.

Xesar

access to security

Tablet (sample photo)

Fully charge your Xesar tablet prior to first use!

S,

The tablet is supplied with the manufacturer's proprietary instruction manual. It is
found enclosed within the product packaging.

Do not install additional applications as otherwise EVVA will be unable to
safeguard the product security and functionality!

Do not install operating system updates!

® ®

As of Xesar version 3.1, generation G2.1 access components can be synchronised and
maintained using the Ares BLE 4.2 tablet; in addition to the wired interface synchro-
nisation can also take place via the BLE wireless interface.

For this purpose, the BLE function must be activated on the tablet and on the compo-
nents. All synchronisation and maintenance tasks, such as configuration changes,
event data synchronisation or firmware updates can be performed on all access
components within reception range after successful connection. (See also chapter
“Carrying out maintenance tasks with a tablet”).
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You can also use EVVA’s special connection cable to connect your access components
to the tablet.

The special connection cable can be identified by the EVVA logo on the USB plug.
Each access component has a built-in connector interface for synchronising with the
Xesar software. The access component's plug interface is located on the front behind
the EVVA logo (see chapter “Xesar access components”).

Regularly synchronise data using your access components.

©

The event memory of each Xesar access component stores up to 1,000 events. When
the event memory is full, the oldest event entries are overwritten.
By synchronising regularly, you prevent logged events from being overwritten.

Synchronise your Xesar access components at least once a year to keep the
Xesar access components synchronised.

If you have installed online components, the data is updated via XVN

The tablet must not be used as an emergency power supply for battery-
powered access components.

Close the connector cover again after use to protect the connector interface
from dust and moisture!

Do not use pointed objects to open the connector cover!

CROCNCIONC

Please refer to the data sheet for further specifications.

), https://www.evva.com/uk-en/xesar/

Functional principle

All maintenance tasks and other tasks for the respective access component are
loaded onto the tablet and logged each time the tablet is synchronised with the Xesar
software.

Connect the tablet to the access components using a wireless BLE interface or the
connecting cable. The data exchange is carried out using the Xesar tablet app (appli-

cation).
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Xesar maintenance app
The Xesar maintenance app is pre-installed on the tablet.

The following features are possible with the Xesar maintenance app:

Add access components to the system

e Synchronise changed door parameters for Xesar access components

e Transfer blacklist to Xesar access components

e Check current battery status

e Querying the current firmware version

e Perform firmware update
The battery-powered access component is powered by the tablet during the firm-
ware update. Firmware updates with higher firmware versions than are available in
the system can also be carried out in construction mode.

e Transfer events from Xesar access components to Xesar tablet

e Resetting Xesar access component in construction mode

e The access component's time setting is automatically synchronised when it com-
municates with the tablet.

e Locate BLE access components using identification function

53/ 313



2.6

XESAR 3.2

(EVVA)

access to security

Emergency power device

Power is supplied to the access component by the emergency power device as nec-
essary. This allows the access component to be operated even when the batteries are

discharged.

@ You need an access medium with a general master key or fire brigade
authorisation to open the emergency power-supplied access component,
because the time setting will be lost if the power is interrupted for too long.

Emergency power device (sample photo)

Connect the connection cable from the emergency power device to the connector
interface of the corresponding Xesar access component.

Switch on the emergency power device.

No other interactions with the emergency power device are required. A medium
with valid general master key or fire brigade authorisation is required to operate the
access component.

Immediately replace the battery on the Xesar access component after connecting
the emergency power supply. Update Xesar access components with the Xesar

tablet
This means that access is possible again with all authorised identification media.

The plug interface built into the access component is only required for the
emergency power supply in connection with the emergency power device.

@ The emergency power device is optionally available.

Option A power supply unit is optionally available for the control unit:
Product code: E.ZU.NG.V1
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2.7 Admin Card

The Admin Card is a contact-type, electronic chip card in standard format. The Admin
Card permits access to the Xesar software and uniquely identifies the Xesar system.

{;:_Ilr

Admin Card (sample photo)

The KeyCredits required for authorisation changes are stored on the Admin Card.
(This does not apply to KeyCredits Xesar Lifetime)

System changes or recharging of KeyCredits is only possible if there is a valid Admin
Card in the coding station. The Admin Card is only required for licence operations.

@ The Admin Card is not transferable and hence it cannot be used for other
systems.

The Admin Card can be replaced if it is lost or defective.
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2.8 Access media

Access media (cards, key tags, combi keys) are made to open doors or to send
system-specific security data between access components and the management
software via the virtual network XVN (Xesar Virtual Network).

Access media at a glance

An access media is a non-contact RFID!chip-based MIFARE? DESFire EV1 with an
overall memory capacity of 4 kB.

e Access media are used to open the access components.
The system must not be in construction mode during this process. In construction
mode, the Xesar access component has not yet been electronically assigned to a
system. Each Xesar access component as delivered is in construction mode. Access

components in construction mode can only be opened with special construction
media.

e The coding station is used to program access media.
To do this, place the access medium on the ready-to-use coding station and carry
out the corresponding interactions in the Xesar software.

Do not place more than one identification medium on the Xesar coding
station. Thus an incorrect writing of the access media is avoided.

Keep the coding station free of metallic objects so that the reading quality is
not impaired.

1 RFID - radio-frequency identification
2 MIFARE - Mikron Fare Collection System (contactless smart card technology)
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Please refer to the data sheet for further specifications.

) h ://www.evva.com/uk-en/x r

@ Number of authorisations per access medium: max. 96 door areas (regard-
less of the number of installation locations belonging to the area).
Additional 32 installation locations.

2.9 Construction media

Construction media is available in the form of cards and key tags. This allows access
components to be opened in construction mode. (In construction mode, the Xesar
access component has not yet been electronically assigned to a system. Each access
component is in construction mode when delivered).

In addition, the construction media can function as a manual permanent release (see
chapter “Time profiles”).

g ‘I_l_-

£Ee ) 112 L by

Construction media (sample photos)

The construction card is a contactless smart card equipped with an RFID chip based
on MIFARE DESFire EV1.
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@ Your system can be operated in construction mode with any construction
media! Therefore, create a system as soon as possible and add your access
components.

For efficient commissioning of the system, first create authorisation profiles
- and their associated areas and time profiles.
Then configure these at the same time as when adding the access compo-
nents. (See chapter "Commissioning the Xesar software”).

Bluetooth on/off media

Bluetooth on/off media are available in the form of cards and key tags. The Blue-
tooth transmitting function of the access component can be activated or deactivated
by twice holding the Bluetooth On/Off card on the access component and removing
it again. The access component must be in construction mode. The respective trans-
mission status is indicated by visual and acoustic signals. (See also section “Event
signalling™.)

@ The Bluetooth send function can be deactivated for the following reasons:
e usage in Xesar 2.2 or Xesar 3.0 systems
o to extend battery life

e use in radio-sensitive areas

In such cases, access components are maintained using a USB cable.

@ When BLE components are removed from a system or reset, they remain in
the last set BLE transmission mode.
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ON/OFF

Bluetooth on/off media (sample photos)

@ This function is only possible with BLE-enabled G2.1 access components.
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Project checklist and system
requirements

Preface

This document is intended to support the project planning of Xesar 3.2 systems. It
consists of 3 parts.

Part 1 is the project checklist, in which important requirements and the new Xesar
3.2 system data are systematically queried and documented for further planning.

Part 2 describes the technical system requirements for a Xesar 3.2 system on PC and
for a Xesar 3.2 system on server.

Part 3 includes detailed technical information on the depicted layout and system
communication of a Xesar 3.2 system as an appendix.

Use this document as a guide to planning your Xesar 3.2 system.

To clarify the necessary IT infrastructure according to the Xesar 3.2 system require-
ments, please contact your IT administrator.

If you have any questions about the project checklist or the Xesar 3.2 system
: requirements, please contact your EVVA Partner or the EVVA technical office.
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4 Project checklist

Project title:

Contact persons:

Project:

Phone:

Email:

IT:

Phone:

Email:

System address:

Desired completion date:
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4.1 System requirements - infrastructure

System type

Please refer to the following documents for a detailed description of system require-
ments:

e Xesar 3.2 single-user installation

e Xesar 3.2 multi-user installation

Single-user system: Windows 10 PRO PC type:

Multi-user: Server installation:
e Admin PC: Windows 10 PRO PC type:

¢ Client PC: Type:

e Server available? Yes / no

If yes:
Server hardware:

Server operating system:

Hypervisor e.g. VMware:

(See also section '‘System requirements to operate a Xesar 3.2 server’.)
Is the server used only for Xesar? Yes / no

If no:
What other applications besides Xesar are still running on the server?
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System type
New system

Upgrade of existing system  Xesar version: X2.2 X3.0

e Before upgrading to Xesar 3.2, the existing system must be updated to the
Xesar version 2.2 V2.2.38.43 and the latest valid Xesar 2.2 firmware versions

must be installed! Furthermore, all open maintenance tasks must be carried
out.

Does the existing system feature the 2 wall readers and 1 control unit configuration?
Yes No
Network

WiFi available (requirement for Xesar tablet synchronisation)
Network name: Password:

LAN available
Ports are configurable

(See also section '‘System requirements for the network’.)

@ Backup and data protection are defined and locally available (the responsi-
bility for data backup lies with the operator/user).

Interface requirements

Data transfer or control from third-party system required

Description of the interface requirements:

Interface specification of the third-party system is available

Description:
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4.2 System configuration

Desired payment model
(12 and 36-month KeyCredits are not transferable to the Xesar 3.2)

Unit-based KeyCredits (10/50/100) Xesar Lifetime KeyCredits

Number of workstations

Number of workstations with coding station:
(with system and access media management, PC administrator rights required)

Number of workstations without coding station: (System management only)
Number of Xesar tablets: (for maintenance and configuration tasks)
Number of doors planned (installation locations) units

Electronic access components

Escutcheon: Units
Handles: units
Online wall reader: units
Offline wall reader: units
Cylinders: units
Additional components: units

Hybrid system (electronic components and mechanical cylinders)

EVVA system number:

Number of mechanical cylinders: Units
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Planned number of access media Units
Cards: Units
Key tags: Units
Combi key: Units

Existing mechanical locking systems
EVVA system number

access to security
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4.3 Project planning

Installation with several distributed sites (multi-user installation):

Individual or third-party system management of the system (e.g. EVVA Partner,
IT service provider):

Server location:

Access system network:

Planned system extensions:

Desired project support:

Frequency with which access authorisations are changed:

Creating lock charts and assigning authorisations:

Checking customer-owned access media (third-party media segmentation):
Fire protection regulations taken into account:

Escape route regulations taken into account:

Privacy requirements (e.g. General Data Protection Regulation) taken into account:
Occupational protection taken into account:

Maintenance and support (maintenance contract):
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Other agreements:
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5 System requirements for
single-user and multi-station
installations

Xesar can be operated as a single-user installation or multi-station installation.
System requirements in the following section.

5.1 Xesar 3.2 single-user installation

24/7 continuous operation and use with online components (e.g. online wall reader) is
not recommend for Xesar installations on PC. If the PC for the Xesar installation on PC
is not in operation, the online wall reader is in offline mode and access media are not

updated. The access system will continue to operate.

Admin Client

s .))

Coding station
+ Admin-Card

Admin PC
(1x per Installation)

Windows 10 Pro
Firefox | Chrome | Edge

Driver HID Q
Coding station

Installation (o)
Manager L

Hyper-V G

XESAR 3.2

Maintenance technician

|
°~

Xesar-Tablet
(1 to e Maintenance technicians)

Android
with Xesar-App

Xesar-App @
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The following minimum requirements must be met to operate a Xesar installation on

x86-64 compatible processor (CPU), at minimum quad core = 1.5-2.3 GHz
Hardware support for virtualisation

RAM: = 16 GB (with 0S); 4 GB free disk space for installation

Hard disk space: = 60GB

Direct Internet access without proxy to unlock KeyCredits and licences to access
EVVA secured authentic and unmanipulated software delivery

Local LAN with low latency (ping <10 ms, roundtrip <30 ms);

WiFi for Xesar tablet sync and access to the services provided

1 x USB Host 2.0

1 x EVVA coding station with slot for the admin card and support for contactless
Radio Frequency Identification cards (Mifare Desfire EV1; ISO 14443)

e Keyboard and mouse
e Screen resolution: 1920 x 1080 pixels
e Operating system: Windows 10/11 Pro 64-bit
e HTML5/CSS3 compatible browser, with JavaScript enabled

e Local network:

WiFi (wireless): IEEE.802.11 g, n
Protocols:
o IPvV4

HTTP/HTTPS (with TLS)

Services provided by EVVA on the Internet:

Service

URL: Port:

Port addresses

Trusted Registry

https://sfw.evva.com:443
https://sfw.evva.com:4443

Fix

Licence service

https://licence.evva.com:8072

Fix

Service catalogue: Online wall reader communication - server (backend)

- 2] -
o x o ; » o t o c
3] = Q T 0 ] c o =
= o - 8 0 0 ) o = c s £
Z 3 = o <] | 0 0] S 0
i 3 £ L o = 9 > Q
Q ] © o T o F = s 2 ?
0 s o x 5 E < E
z 0 o o o 9
(a] O o
Online deal- . Communication . Online
] configur- ] Xesar online
ership com- . LAN/WLAN | 9081 NWP ' Yes | with the Xesar component
able wall reader .
ponents software dealership
XESAR 3.2 69 / 313




5.2

XESAR 3.2

(EVVA)

access to security

It may be possible to implement the following solutions (please consult EVVA Techni-
cal Offices):

¢ Installation manager operated on a virtual machine
¢ Installation manager operated on a different Windows operating system
e Use of other browsers compatible with HTML5/CSS3

Xesar 3.2 multi-user installation

The multi-user installation consists of one server, one admin PC with coding
station and admin card, and potentially other client PCs with/without coding
station. Optionally, mobile devices can also be used via a browser as a client with-
out coding station. The Xesar tablet is used as a maintenance tool for installation
management. Here is an overview of different variants:

Admin Client Client Client

Wartungstechniker

use .))

Codierstation
+ Admin-Card

=) D X

m Codierstation
Xesar Server Xesar-Tablet
(1 bis « Wartungstechniker)

Client PC
(1 bis e« Benutzer)

PC | Tablet | Smartphone
(1 bis « Benutzer)

Admin PC
(1x je Anlage)

Android
mit Xesar-App

diverse Betriebssysteme
via Browser

Windows Server 2016 Windows 10 Pro
Linux Firefox | Chrome | Edge

Windows 7, 8.1
& 10 Pro

Driver HID '0 Driver HID Q
Coding station Coding station

Docker @
Engine

Docker @ Periphery )
Client Manager -
Installation (a)
Manager -
Periphery (o)
Manager -
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System requirements for multi-user installations

24/7 server operation is required for a multi-user installation. The following minimum
requirements must be met:

e Hardware support for virtualisation

e RAM: = 16 GB (with OS, at least 4 GB for the server software stack)

e Hard disk space, SSD recommended: = 60GB (note system size and planned
runtime for dimensioning)

o Direct Internet access without proxy to unlock KeyCredits and licences to access
EVVA secured authentic and unmanipulated software delivery

e Local LAN with low latency (ping <10 ms, roundtrip <30 ms)

e WiFI for Xesar tablet synchronisation with the server

x86-64 compatible processor (CPU), at minimum quad core = 1.5-2.3 GHz

e Access option from local LAN to server for provided services
e Docker Engine 1.12.0+ with support for API 1.24 (will be installed as part of
Docker installation)

Service catalogue:
Management of a Xesar 3 multi-user installation

See section “Server communication”

e Server — admin PC
e Server - client PC
e Server - online wall reader

Tested operating systems

Virtualisation pos-
(0] OS type Version
YR rst sible
Ubuntu Linux 18.04 / 20.04 LTS Server Yes

Tested Hypervisor

oS Version Virtualisation possible
Windows Server : 2016 / 2019 Standard / Datacenter No
VMWare! VMWare ESXi 6.x No

1 Container optimised operating system recommended by VMware for VMware vSphere ESXi 6.x

XESAR 3.2
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@ Xesar must meet real-time requirements when communicating with its online
components. In the event that Windows Server 2016/2019 is not exclusively
available to Xesar software, when operating as a hypervisor, it must be en-
sured that the required resources are permanently allocated.

Due to the large number of possible operating systems not all variants can be tested
for compatibility by EVVA.

If an operating system is to be used that is not tested by EVVA, please consult the
responsible EVVA Technical Offices beforehand.

@ Due to the ongoing developments in the IT market, please consult your EVVA
Partner or the EVVA Technical Offices with regard to the current compatibility
list.

System requirements for administrator PC with
coding station and admin card

The following minimum requirements must be met to operate the Xesar software
(installation manager):

e Xx86-64 compatible processor (CPU) 1-2 core, 2.4 GHz or higher

e Support for virtualisation

e RAM: = 16 GB (with OS, at least 4 GB for the applications: installation manager
and periphery manager)

e Hard disk space: = 16 GB

e Direct Internet access without proxy to unlock KeyCredits and licences to access
EVVA secured authentic and unmanipulated software delivery

e Local LAN to access the services provided by Xesar 3.2 server

e 1 x USB Host 2.0

e 1 x EVVA coding station with support for contactless Radio Frequency Identification
cards (Mifare Desfire EV1; ISO 14443) and slot for admin card

e Keyboard and mouse

e Operating system: Windows 10/11 Pro 64-bit

e HTML5/CSS3 compatible browser, with JavaScript enabled

¢ Docker Client with support for API 1.24, Docker Compose 1.10.0+ (installed as
part of the Docker installation on the Admin PC)
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Service catalogue:
Management of a Xesar 3 system - administrator PC
- server

See section “Server communication”

PC operating systems

Verified by . EVVA coding

(0] Version Browse
rsto rowser EVVA station
Firefox, from
version 97.0.1
10 Pro (V 1511  Chrome, from
Windows ( Yes Yes

(build 10586)) version 98.0.4758.102
Edge, from
version 98.0.1106

It may be possible to implement the following solutions (please consult EVVA Techni-
cal Offices):

e Operation of the installation manager on a virtual machine on the server (admin
card is connected via client PC)

e Periphery manager operated on other operating systems (on request only)

e Use of other HTML5/CSS3 compatible browsers

System requirements for client PC with coding station
without admin card

The following minimum requirements must be met to operate a client PC with cod-
ing station within a multi-user installation:

e Xx86-64 compatible processor (CPU) 1-2 core, 2.4 GHz or higher

e RAM: = 4 GB (with OS, at least 512 MB for the periphery manager application,
1-2 GB for a supported browser)

e Hard disk space: = 2 GB

e Local LAN with access to the services provided by Xesar 3.2 server

e 1 x USB host 2.0

e 1 x EVVA coding station with support for contactless Radio Frequency Identifica-
tion cards (Mifare Desfire EV1; ISO 14443)

e Keyboard and mouse

e Screen resolution 1920 x 1080 pixels

e HTML5/CSS3 compatible browser, with JavaScript enabled
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5.2.6  Service catalogue:
Server and workstations in multi-user installations —
client PC - server

See appendix to project checklist ‘Client PC communication - server (backend)’

Operating systems

(01 Version Browser Verified by EVVA

Windows 7 Pro, 64-bit * Firefox, from

version 97.0.1 Yes
Windows 8.1 Pro, 64-bit e Chrome, from Ves

version 98.0.4758.102

Yes

Windows 10 Pro, 64-bit ¢ Edge, from

version 98.0.1106

It may be possible to implement the following solutions (please consult EVVA Techni-
cal Offices):

e Periphery manager operated on other operating systems (on request only)
e Use of other HTML5/CSS3 compatible browsers

5.2.7 System requirements for client PC without coding
station (PC/tablet/smartphone)

The following minimum requirements must be met to operate a client without coding
station within a multi-user installation:

e Xx86-64 compatible processor (CPU) 1-2 core, 2.4 GHz or higher

e RAM: = 4 GB (with OS; 1-2 GB for supported browser)

e Hard disk space: = 2 GB

e Local LAN to access the web services provided by Xesar 3.2 server
e Keyboard and mouse

e Screen resolution 1920 x 1080 pixels

e HTML5/CSS3 compatible browser, with JavaScript enabled
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See appendix to project checklist ‘Client PC communication - server (backend)’

Operating systems

(0] Version Browser EVVA tested

Windows 7 Pro Firefox, from

version 97.0.1 Yes
Windows 8.1 Pro Chrome, from Yes

version 98.0.4758.102

Yes

Windows 10 Pro Edge, from

version 98.0.1106

It may be possible to implement the following solutions (please consult EVVA Techni-

cal Offices):

e Comparable browsers on other operating systems (on request only)
e Use of other HTML5/CSS3 compatible browsers

System requirements for network (local network and

Internet)

Local network:

e Fast Ethernet 100Base-TX 100 Mbit, standard MTU (1500 bytes) or better
e Low latency between the connected components

(ping < 10 ms, roundtrip < 30 ms)
e WiFi (wireless): IEEE.802.11 g, n

Protocols:
e IPV4

e HTTP/HTTPS (with TLS)
e MQTT (with TLS)
e EVVA NWP (with transport lock; online wall reader)
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Service URL

Configurable port

Trusted Registry

https://sfw.evva.com:443
https://sfw.evva.com:4443

No

Licence service

https://license.evva.com:8072 No

Services provided by Xesar 3.2 server within the local network:

Confi -
Service URL What L
able port
Docker Engine tcp://<IP Installation>:2376 Host Yes
Security-related
. Y https://<IP Installation>:8200 Installation Yes
service
Message broker mqtts://<IP Installation>:1883 Periphery, interface Yes
Management https://<IP Installation>:8080 Operation Yes
Online components . .
tcp://<IP Installation>:9081 Operation Yes
handler

XESAR 3.2
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6 Appendix of the project checklist

6.1 Depiction of layout
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Docker Trusted Registry

Client
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o - 7] 4] el
S 2 2 e E g 7 i 2 58
3 @ g 8 ¥ i 5 E 2 E
g - g =3

1;2 | Secure Shell LAN/WLAN: 22 : Configur- A SSH Yes | Setup and Docker SSH service
(SSH) able configuration | Machine, (0S)
of OS and SSH Client
Docker En-
gine
1;2 | Docker Engine LLAN/WLAN: 2376 Configur- HTTPS  Yes : Setup the Docker Client | Docker
API service able container and Engine
volumes (Docker, OS)
1;2 | Message LAN/WLAN: 1883 : Configur- : MQTTS: Yes | Asynchronous : Installation Message
broker able Xesar system | Manager broker
interface
1;2 | Service for the LAN/WLAN: 8200 ' Configur- | HTTPS : Yes : Storage for Installation Vault
management able security in- Manager,
of security formation, installation
information passwords, management
keys
3 Docker Trusted WAN 443; 1 443; HTTPS : Yes : Provision of Docker Cli- Docker
Registry sfw. 4443 4443 signed Docker | ent, Docker : Trusted
evva.com images and Engine Registry
verification of (container
the signature image
delivery)
4 Licence service WAN 8072 : 8072 HTTPS : Yes : Register- Xesar Licence
licence.evva. ing an In- Installation service
com stallation/ Manager
AdminCard
and loading
key-credit
codes
5 AdminCard usB Fix - ISO - Reading and | Installation Coding
Terminal 14443 writing of management : station
identification : via the
media Periphery
Manager
(proxy only)
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i £ ® 3 o
c -
o 9 + g g o Sigs g 3
' g S S S ® - =
© > 3 = o 2 a4 ] w5 = ©
= o o ~ © o = = a 2 2
3 3 g & : - £
e z 9 o o 2 5 a9
< Q o 3] v
6 Installa- LAN/WLAN: 8080 : Configur- : HTTPS | Yes | Web service Browser
tion and able and delivery
management of the web
of frontend application
Web Service for the
browser
7 Online LAN/WLAN: 9081 : Configur- NWP : Yes | Communi- Xesar online | Online
dealership able cation with wall reader component
components the Xesar dealership
software

*) Applications:

Admin PC with Xesar Installation Manager

1:
: System stop
: System update
: Licence service (KeyCredits loading)
: with coding station for AdminCard

u b WN

System start

Client PC
5: Coding station for identification media
6: Client PC Browser-Communication

Online wall reader
7: Online wall reader communication
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Server (backend)

x 5 £
) ) o €
g 3 = - 3 8 ) ) £ ﬂ=)
S 2 = s = B | ") 2 o
Q © T = =]
L r4 ] © a 5 E
o
[a] Q
Installation and LAN/WLAN 8080 : Configur- HTTPS | Yes | Web service and Browser
management of able delivery of the web
frontend Web Ser- application for the
vice browser
Message broker* LAN/WLAN 1883  Configur- MQTTS | Yes | Asynchronous Xesar = Periphery
able system interface Manager
Coding station* usB Fix - ISO - Reading and writ- Installation
14443 ing of identification | management via
media the Periphery
Manager (proxy
only)

*Only for Client PC with coding station

6.4

Communication, Online wall reader - Server
(backend)

- ] -
| o
@ 2 8 @ 3 @ g g
.g o - ()] o m Q - (= :E c
> 3 £ 6 = S | 7] 2 o s 8
c = 5 AT o = =] = a o=
= (7} © o < B o E
) z 5 © o 5 E =
<) a O
(a] b1 o
Online LAN/WLAN 9081 Configur- NWP Yes | Communica- Xesar online Online
dealership able tion with the wall reader component
components Xesar-Software dealership
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7 Upgrade und Updates

An upgrade to Xesar 3.1 is only possible from systems with Xesar 2.2 and
- Xesar 3.0.

This applies for both firmware and software.

The following requirements apply for upgrades to Xesar 3.1:

= Xesar-Software
PC's operating system: Windows 10 Pro

Xesar tablet
WLAN is required

After installing, the Xesar
access components must be updated with the new firm-
ware

Xesar wall reader
Procedure for configuration of a “control unit and two
Xesar wall readers”:

Remove the Xesar wall reader from the system and
reset it to construction site mode

After installing Xesar 3.1, add the Xesar wall readers
to the system.

AdminCard
The X2.2 card must be used as the AdminCard

§ /.E@
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Access media
After the upgrade, media from X2.2 systems must be
upgraded at the online wall reader or coding station.

— KeyCredits
: Lifetime and KeyCredits balances are transferred.
& 7
E‘y’(_r@d!t Lifesime
S‘OM,‘;,{,'J_;.,, KeyCredits Unlimited 12/36 months are lost.

Xesar 3.1 supports the following tablets:

Xesar tablet V2 (Acer Iconia One 7 (B1-770 and B-730HD)
Restricted functions: no BLE function, only cable connection possible

Xesar Tablet Ares BLE 4.2
Full function, BLE and cable connection
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Upgrade Xesar 2.2 to Xesar 3.1

@ The operation of the Xesar software 3.x differs significantly from the opera-

tion of the Xesar software 2.2.

We therefore strongly recommend attending a comprehensive training course
at our EVVA Academy before migrating from Xesar 2.2 to Xesar 3.x.

You can obtain training dates from EVVA Support.!

When upgrading Xesar 2.2 installations to Xesar 3.1, please note the following points:

Before upgrading

A Xesar 2.2 system can only be imported and operated in the same time zone.
The existing AdminCard from your Xesar 2.2 system will continue to be used.
Existing access media can continue to be used. For this purpose, you must update
them at the coding station or an online wall reader.

KeyCredits can continue to be used.

KeyCredit Unlimited (12 or 36 months) can no longer be used with Xesar 3.x, they
will expire!

Use KeyCredit Xesar Lifetime for unlimited use and pay only once!

The Xesar Lifetime licence may only be activated after the upgrade to Xesar 3.1
has been completed.

Carry out all outstanding maintenance tasks on your Xesar 2.2 system.

Create a manual backup of your Xesar 2.2 system for security reasons.

Take screenshots of Xesar 2.2 event logs.

Event log data cannot be transferred or imported from Xesar 2.2 to Xesar 3.0.

If you use the configuration “"Two Xesar wall readers with one control unit” in your
Xesar 2.2 system, these wall readers must be disconnected from the Xesar 2.2
system and put into construction site mode before upgrading to Xesar 3.x.

After upgrading to Xesar 3.1, install the two wall readers in the system again.
The ports required by Xesar are both free and available. 8080, 1883, 8200, 9081.
The firewall must not block the required ports. If necessary, you can change the
ports at a later point in time.

Uninstall the existing Xesar maintenance app on your Xesar tablet. After the suc-
cessful upgrade, the new Xesar maintenance app 3.1 must be manually installed
on the Xesar tablet (see chapter “"Manually uninstalling and installing the Xesar
maintenance app”).

If a Xesar 2.2 system with a fire brigade authorisation profile is imported into
Xesar 3.1, it is possible that a second fire brigade authorisation profile is created.
In this case, a fire brigade authorisation profile must be removed manually.

After a Xesar 2.2 system has been imported into Xesar 3.1, the components can
no longer be synchronised with the Xesar 2.2 system and can only function under
Xesar 3.1.
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After the upgrade, maintenance tasks for the firmware update are generated for all
components. The current Xesar 3.1 component firmware is transferred to the com-
ponents using the Xesar tablet and the current Xesar maintenance app.

To ensure the functional safety of the system, carry out these maintenance tasks
as soon as possible after the upgrade.

Upgrade instructions Xesar 2.2 to Xesar 3.1

Stop the Xesar 2.2 installation.

Install the new Xesar 3.1 Installation Manager (see Xesar 3.1 Installation
instructions).

Insert the AdminCard from your Xesar 2.2 system into the coding station.
Select “Restore/Import” under PC systems in Xesar 3.1 Installation Manager
Load the Xesar 2.2 database file and follow the instructions. You can find the
Xesar 2.2 database file at:

C:\ProgramData\Xesar 2.2\<Nummer der Admin-Karte>

After the successful upgrade, you will find your system under PC systems.

For help and further information, please contact your EVVA partner or the

EVVA technical office.
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o Instructions for upgrading a
Xesar 3.0 PC system to Xesar 3.2

@ For Xesar 3.0 systems on servers, please contact your EVVA support team
before updating

View Xesar systems on PC:

PC systems installed with the new Installation Manager are displayed and managed
here. PC systems can be moved from the Server systems view to the PC systems
view.

View Xesar systems on server:
The display is identical to that of the Xesar 3.0 Installation Manager. Systems that
have been updated by Xesar 3.0 are displayed here.

9.1 Update steps on the PC

Create a current backup file in the existing Installation Manager by means of a
manual backup.

Exit the old Installation Manager.

Install the new Installation Manager.

Insert the AdminCard from your Xesar 3.0 system into the coding station.

You will find your Xesar system under Server systems.

Remove the system from the Server systems view.

Go back to the start page of the new Installation Manager.

Click on Restore/Import in the PC System View. Then import the most recent
Xesar 3.0 system backup file.

Follow the installation steps.

After the successful update, you will find your system under PC systems.
The further administration of your installation takes place under the PC systems view.
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9.2 Update steps on tablet

Uninstall the existing Xesar maintenance app on your Xesar tablet.

After successfully updating, install the new Xesar maintenance app 3.2 manually

on the Xesar tablet (see chapter "Manually uninstalling and installing the Xesar
maintenance app”).

In Xesar 3.2, the local Docker installation is no longer required and can be
uninstalled after a successful update.

For help and further information, please contact your EVVA partner or the
- EVVA technical office.
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10 Installation instructions

10.1 Installing the coding station driver

@ The HID hardware driver must be installed in order to operate the coding
station (HID Omnikey 5421) on the PC.

If you have the HID Omnikey 5422 version of the coding station, driv-
er installation is not necessary. (In this case, continue directly to chapter
“Xesar 3.2 Programmes”).

The following alternatives are available for installing the driver for the coding station:
e Automatic driver search in Windows
e Manual search for driver on the manufacturer’'s homepage

10.1.1 Automatic driver search

Windows 10 usually detects the coding station automatically. The plugged-in coding
station is checked during installation on a PC

Please use the Windows Device Manager to install the coding station's driver.

1. Step:
Plug your coding station without an AdminCard into the USB port of your PC!

2. Step:
Open the “Device Manager” via the Windows search bar.

0O = Filters v

Best match

= Device Manager

= T

Control panel

Search suggestions

' I
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3. Step:
@ Search the list for Smartcard Reader (or Reader).
Open with a mouse click and select the item that begins with Microsoft ....

© Right-click on the entry Microsoft... and select Update driver.

& Device Manager - =] X
File Actien View Help
e m| D EHE B EXE
w i WM00NINE

B Ausded inputs and outpets

@ Batteries

0 Buetoon

@ Cameras

B Computer

- Dk drives

Bl Dupley sdaplon

= DVIVCD-ROM derves

A Hurun Interface Devices

= IDE ATASATAP controliers

3 Eeyboards

B Mhce and cther pranbieg devices

B Monitors

P Hetwork adapters

B Portable Devices

= Pont queses

O Piscerion

Sensor
S card readert
3 HID Global OMMEEEY 422 Senartcard Po-d- c
o HID Global OMMEEEY L Sraracar | Update drives
o DiMecrs OITTEUSE COID Smaetcad R Driabls devge
l Seltware devsiet Linangtall dence
B Sownd, video nd game controliers
S Stovage contrellens Scan for hardware changes
4. Step:
Confirm the message automatically search for updated driver software.
X
B Update Drivers - HID Global OMMIKEY 5422 Smartcard Reader
How do you want to search for drivers?
—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.
— Browse my computer for driver software
Locate and install driver software manually.
Cancel
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5. Step:
The driver is downloaded and installed automatically!

x

& B Update Drivers - HID Global OMMIKEY 5422 Smartcard Reader

Searching online for drivers...

6. Step:
The driver has been installed. Click Close.

(EVVA)
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& [ Update Drivers - HID Global OMMIKEY 5422 Smartcard Reader

The best drivers for your device are already installed

Windows has detesmined that the best driver for this device is already installed. There may be
better drivers on Windows Update or on the device manufacturer’s website,

HID Global OMMIKEY 5422 Smartcard Readar

Close

The Omnikey 5x21 reader used is now listed in the Device Manager.

File Action  View Help

= | Brl@ kX

A Bevice hanager =

m] x

w i A01B00000IHE

» iy dudio inputs and cutputs

» i Batteries

» ) Blustooth

o @ Cameras

« [ Computer

b Dk derees

» I Despley sdaptoss

¢ e DVDSCO-ROM detves

» g Human Interface Devices

> @ IDE ATA/ATAR controllers

3 B2 Keyboards

. “ hisce s other pointang devices

» [l honitors

o LGP Networi sdapbers

+ [ Peetable Devices

» 7= Pt queises

» [ Processces

¢ 5] Servors

v g Conart card teaders
w HID Glebal OMMNIEY M22 Smactcped Reader
o HID Glaksd CMMIKEY 42301 Smarkcard Resder
o Qdhtcne QETHE USE COID Smantceed Resder

» [§ Software devees

The installation of the coding station driver is now complete. As a next step, pro-

ceed to chapter “Xesar 3.2 Programmes”.

89/ 313



10.1.2 Manual driver search

XESAR 3.2

(EVVA)

access to security

As an alternative to the automatic driver search, it is possible to download the correct
driver directly from the HID Global site.

1. Step:

Verify the model type of your Omnikey coding station (on the rear of the device,
e.g. HID OMNIKEY 5421) and plug the coding station into your PC.

2. Step:

From your browser, go to the HID Global website and launch the Driver website:

) h

1/ /www.hi

m/driver

TIVE TS o oV nuauas

Use the dropdown menus below to find the drivers and
Lumidigm drivere can be found in the Lumidigrm Dev

All Brands

OMNIKEY

ANl Products

Industries  Solutions

s you want. You can also search by product

Products

orkeyword

Partners  Support & Services

REQUEST

INFORMATION

G2 DEC 2021

Windows 10 32-Bit
Windows 10 64-Bit
Windows 10 x64

DOWNLOAD
DIRECT LMK

28 NOW 2021

Windows 10 32-Bit
Windows 10 64-Bit
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3. Step:
Select your model (e.g. HID OMNIKEY 5421)

m Products  Partners

Use the Gropaown menus below 10 fing Te drivers and Sownioats you want. ¥ou £an also Search by prosuct or keyword
Lumidigm drivers can be found in the Lum idigm Developer Center

Industries Solutions Support & Services

REQUEST
INFORMATION

HIDE OMNIKEY® 5411 Readew All 0ss
— e cbratiolh b
Drivers

IKEY® 5025 O

HID CMNIKEYH

i | Fiom omnikevs 17 Dec 2018
hic_global.ormnikey_wark
Windows 10x64
HID OMMIKEY Workbench, Rel Windows 10x86
Windows 7
CMNIKEYE 5

MNIKEYE $

DOWNLOAD
OMNIKEY® 5321 &

DIRECT LINK

OMNIKEY(® 5321 QL SAM USB

5321 CLUSB.

hid_global_omnikey_w

53210 26 Apr 2008
OMNIKEY® 5321 Gt Windows 10x64 2
HID GMNIKEY Workbench, e SRS Windows 10x86
introduces stability improvemdil HEE S Windows 7
OMNIKI [LT " =

HIDE CMNIKEYE 5421 Readsr

DIRECT LINK

4. Step:
Select your 64 bit Windows 10 operating system.

Industries  Solutions  Products  Partners  Support & Services

Windows 10 64-Bit

Drivers

hid_global_xchip_driver 12 29156 2ip - 1.57 MB

Unattended M$| files for OMNIKEY 1021, 321, 4x21, 6121, 512x, 53:

Windsws 10 545t

10164

nidl_globalemnikey_werkbench_v16.0.0zik - 45.56 MB

HID OMNIKEY Workbench, Release 1.6,0.0 The OMNIKEY Workbenc)
Diagnastic Toal, This release adds support for OK5023.

Select a driver from the list.
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5. Step:
Scroll to the driver named “Self-extracting archive” for 64 bit Windows 10
systems and click Download.

Industries  Solutions  Products  Partners  Support & Services

DOWNLOAD

GIRECT LIN

l

05 Jan 2017
hid_global_xchip.driver_ru_bundle 2. 27145.exe - 1,96 MB e

Win 2000/XP
Unattended Setup file for 4121, 5121, 5321, 5125, 5325, 6 2.27.145 - Windows XP / 2k3 Server / Vista / \Win 2003 Serve
2kal Server / Windows 7 / Windaws 10 - x85 and k&4 - digitally sign, \Win 2003 Server k64

DOWNLOAD
DIRECT LINK

i e 07 Apr 2016
ru_winl0_4_release_2014051212.2614C.exe - 370.82 KB

Windows 10 64-Bit

DOWHLOAD

If the message “"Download EULA” (End User Licence Agreement) appears, confirm
your acceptance. The download begins.

@ You can open the file in your browser (via “"Run”) and start the installation
process - in this case, go to the 7. Step:

6. Step:
Double-click on downloaded file

HID

ru_win10_gd _releas...
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Confirm that you accept the message “HID Driver Licence Agreement”

OMMNIKEY

o HID Driver Licence Agreement -

et

End User License Agreement for HID OMNIKEY
driver

IMPCRTANT — CABREFULLY EREAD ALL THE TERMS AND
CONDITICNS OF THIS END USER LICENSE
LCREEMENT FOR CMNIEEY DRIVERS and SOFTWARE
(THIS "AGREEMENT") BEFCRE INSTALLING THE HID
CMNIEEY DRIVER AND ACCCMPANYING USER
DOCUMENTATICH (THE "SCFIWARE"). BY CLICEING
"I ACCEPT," CR PROCEEDING WITH THE
INSTALLATICN OF THE SCFTWARE, OR USING THE
SCFTWARE YOU (“YOU®) ARE INDICATING THAT YOU
HLVE EEALAD, UNDERSTAND BND ACCEPT THIS
AGREEMENT, AND THAT YOU RGREE TO BE BOUND BY
ITS TEEMS. IFYCOU DO NOT AGREE WITH ALL OF
THE TEEMS OF THIS5 AGREEMENT, DO MNOT INSTALL,

COPY CER OTHERWISE USE THE SOFTWARE. CLICE CON

| Accept | Dedine

e

8. Step:

The “Driver extraction” window opens - click on Extract to install the driver.

£ Driver extraction

OMMIKEY

*

s Press only the Extract button to start extraction.

+ Use the Browse button to select the destination
folder from the folders tree. It can be also entered
manually.

» [f the destination folder does not exist, it will be
created automatically before extraction.

NOTE: THE DRIVER FILES WILL OMLY BE EXTRACTED, BUT
NOT AUTOMATICALLY INSTALLED!

Destination folder

DMMIKEY yu Winl10 64 release 20140512 1.2,25, 140

~ Browse...

Extraction progress

Cance

When the 8™ step is complete, you have successfully installed the HID driver.
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Installation instructions for server
with Ubuntu 22.04

The following provides information on preparing the Xesar 3.2 installation on a server
that uses the Ubuntu 22.04 operating system.

installation instructions. It must be provided by the customer and is not the
responsibility of EVVA.

@ The creation of the necessary IT and server environment is not part of these

Check the system requirements for Xesar 3.2. Before installation,
you must confirm that the system requirements for Xesar 3.2 are met
in accordance with the project checklist and system manual.

Follow the current project checklist from EVVA:

) https://www.evva.com/uk-en/xesar

@ We strongly recommend that you only carry out the Xesar 3.2 installation
¥ in close cooperation with the customer's responsible IT administrator.

Requirements

The following requirements must be met for successful installation of Xesar 3.2
on a server with the Ubuntu 22.04 LTS Server operating system:

e Xesar Admin PC now called *Windows Admin Client” WIN 10/11 PRO
with Installation Manager

e Server with Ubuntu 22.04

e Xesar 3.2 system requirements are met

e Supported hypervisor for virtualisation: VMWare and Windows Server from 2016.
Nested virtualisation is not supported here.

Installing Ubuntu

The following instructions apply to 22.04

Download Ubuntu 22.04

Y  http://rel ubuntu.com
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Tutorial for Ubuntu installation

) h : rials.
ubuntu-server#0

Bootable USB stick

ick-on-windows#

Follow the instructions during the installation

While installing Ubuntu, select open ssh server during the final installation step.

Console with the command sudo apt install openssh-server. If "sudo
without password” (see below) has not yet been configured, then the user
password will be requested.

@ If this option is not available, it can be installed afterwards in the Linux

To set up sudo without a password, enter the following commands into the Linux
Console:

Enter the command sudo visudo for the password prompt for sudo
(Password is requested and the file /sudoers.d will open)

Scroll to the end of the opened file and type the command username
ALL=(ALL) NOPASSWD: ALL below the final line:

@includedir /etc/sudoers.d

AL

Save file (Ctrl+0O and then ENTER)
Close file (Ctrl+X)

Check that the command sudo visudo now works without a password.
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In the Linux console, create an SSH keypair using the command
ssh-keygen -t ed25519.

Your identi
Your public K

_edess19
d25519. pub

The ssh key is stored by default at /home/user/.ssh on the Linux server.

In our example, the user is shqadmin, which we created when setting the Linux
installation.

In the next step, you need to add the public key (.pub) in the Linux console
of the key pair created to the authorised keys on the Linux server.

Using the first command line, go to the previously created directory
Using the second line, add the key:
cd /home/user/.ssh

cat id_ed25519.pub > authorized_keys

shgadmin@test:™% cd /homesshgadmin/.ssh

shgadmin@test:™/.ssh$ cat id_ed25519.pub > authorized_keus

Install Docker:
sudo apt install docker.io

Install a program (e.g. putty or WINSCP) on the Windows Admin Client
to transfer data securely from the client to the server and vice versa.
In our example, WINSCP is used.

96/ 313



EVVA

access to security

Freeware program

) h ://win N n whnl .ph

Log in using WINSCP on the server

Transfer protocol @ is SFTP

Computer name @ is the IP address of the server (can be found in the Linux
console with the command ifconfig)

Port © is 22 (standard)

User and password @ correspond to the user and their password on the Linux
server

Session

File protocol:

Qs ~
Host name: Port number?

2 9—| 192.168.8.216 || 2ls |
User name: Password:

r 0 collisions °_|LISEI' | |........| |

Save - Advanced... |T

Copy the private key id_ed25519 to the Windows Admin Client using WINSCP.
(In our example from /home/shgadmin/.ssh @ on the server to C:/ Program
Files\EVVA\Xesar3 Installation Manager 2.0\runtime\bin ©@to the Windows Admin
Client

B 1s5h - shqadmin@192.168.2.172 - WinSCP - o x
Local Mark Files Commands Session Optiens Remote Help
[ 2 3 synchronize B &P [ (@b (5} Queue - © Transfer Settings Default L
[ shqadmin@192.168.8172 X G New Session
e G Windows  ~ [« [{@] + BEEA&| % sh ~ @] - B &R & & FindFiles | Tn | Ty
Upload = Edit - Properties » | Download ~ | [ Edit + Properties >
G— C\Users\Test 1007 /home/shqadmin/.ssh/ —e
Name N Size Type Changed A || Name Size  Changed Rights Owner
2l Parent directory...  01.07.2020 120509 iy 10.03.2020 07:58:03 wmexex shaadu
WINSRV15 File folder 21022018 11:3518 old 13.07.2020 08:18:45 rrwirx shgadu
Vorlagen File folder 31 ] authorized_keys 1KB  10.03.2020 14:55:59 e shaadu
B Videos File folder 04.07.2020 19:4233 TJid_rsa 2KB 03.03.2020 12:12:41 [ shaad..
ubuntumaxperf File folder 23042018 08:47:20 Hid_rsapub 1KB  03.03.202012:12:41 e shgad
Ubuntu1804 File folder 10032020 14:33:33
ubuntul4 File folder 29102019 10:31:09
ubl12044 File folder 02.03.2020 12:17:02
ubl12041 File folder 03.03.2020 12:38:49
ubl6test File folder 26112018
Startmenu Fil
SendTo Fi
7 Searches File folder 04.07.2020 19:4233
#P Saved Games File folder 04.07.2020 18:4233
Sahil Export File folder 26062019 132513
rock File folder
@ Recent File folder
putty File folder
= Pictures System folder
Photon3 File folder
OneDrive System folder
I Netzveriumgebung Filefolder 7 .
<
0B of 5,33 MBin 00 of 69 0B of 243 KBin 00 of 4
@ sFP3 0:00:58

Open the Windows Console
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(with emd in search, right-click as Admin)
Use the command cd C:/Program Files\EVVA\Xesar3 Installation Manager

2.0\ runtime\bin in the Windows Console to change the directory where
the private key id_ed25519 was stored

11.3 Create Docker Machine

Enter the command to create the Docker Machine in the Windows Console
(also from the directory in which the private key is located)

C:\Users\Administ = ar3 Manager 2.8\runtime\bin

The general command is:

docker-machine create --driver generic --generic-ip-address

(IP server address) --generic-ssh-key (name of the public key) --gene-
ric-ssh-user (name of the user for whom the Ubuntu server was created)
(name of the Docker Machine)

Command part Explanation

docker-machine create | is the general command to create a Docker Machine

--driver generic is the generic driver for installing Docker
on the server

--generic-ip-address is the IP address of the server

--generic-ssh-key is the description of the private key used. (If execu-
ted from the directory in which it is stored. For a dif-
ferent directory, the entire path must be entered.)

--generic-ssh-user is the description of the ssh user (“shgadmin”

in our example). After a space, this is followed

by the name of the Docker Machine (xs3ubuntu1804
in our example).
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The whole docker-machine create process takes approx. 2 to 10 minutes,

If an unexpected error message occurs, you can cancel the process
by exiting the Windows Console.

Then reopen the Windows Console and delete the incorrectly set up
Docker Machine with the command docker-machine rm ,name"
(name is the assigned name).

Example: docker-machine rm xs3ubuntu1804

@ depending on the computer.

Then enter the command docker-machine --debug create --driver generic
--generic-ip-address (IP address of the server) --generic-ssh-key
(name of the public key) --generic-ssh-user (name of the user

for whom the Ubuntu Server is created) (name of the docker machine).
Use the extension --debug to obtain a precise error report.

If an error message relates to the ssh connection, check the user again with
sudo without password or check the storing of the ssh-keys.

Another source of error with regard to ssh is the folder C:\Windows\System32\
OpenSSH. In the event of an error (ssh exit status), rename it to ...\oldO-
penSSH.

After successfully creating the Docker Machine, use the command
docker-machine Is in the Windows Console to check whether
the Docker Machine is running.

SWARM
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11.4 Xesar 3.2 installation

Download the latest Xesar 3.2 software

% installation-manager 1.1.27 - x

Connect COding station Installations Settings AdminCard About

Readers

HID Global OMNIKEY 5422 Smartcard Reader 0 - —e—o
AdminCard Number
000341FC22BOD2EA = —0

Start the Installation Manager

Select Manage Xesar installations
on server > Manage installations ® omemE

Select the tab Admin Card

Select the required card reader @

% installation-manager 1.1.27 - X

Installations Settings AdminCard About

Load the Admin Card ©

Version

C||Ck on the button etO read in the Use Registry Verify TLS Local versions

number of the Admin Card
Select the tab Configuration

0

Local

(®) Docker Machine Xesar3 T

Select the Docker Machine ®

)

Packages Import Folder

Q & v
Select the tab Installations
Name Version
Using the “+” button, add a new [
Description Admincard

system
Internal Name
Web Port MQTT Server Port

8080 1883 Last automatic backup
Select the name @, the @—(
port ® and the Docker Machine ® () e

Local

@— ® Docker Machine | Xesar3 ~

Docker Engine Host

0

& cannot be smpyy

Domain Timezone

Europe/Berlin

Installation backup
Backup path

Onstare
Onstop

Daily at
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@ If you are updating Xesar 2.2, enter the database path for the import.
After creating the system, you can start and commission the system
(see system manual).

11.5 Data backup

The following data must be saved:
e Backup from the Installation Manager (Installation > pen symbol - Backup)
¢ Windows Admin Client

[XesarUser] is a placeholder for the Windows user (e.g. admin) who performed
the Xesar 3.2 installation

C:System\Users\[ XesarUser]\.xesar
C:System\Users\[XesarUser]\.xesar-cs
C:System\Users\[XesarUser]\.docker
ssh key

Manual and automatic data backups (backup) can be performed
in the Installation Manager.

e VM server
e Snapshot of the VM after each large or important change
e Generally a mirroring of the whole partition, preferably the whole hard drive on
which the Xesar VM (for example Ubuntu) is installed - as is usual with servers
e ssh key

¢ Physical server

e entire hard drive
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12 Installation Instructions Windows
Server 2019 Datacenter Hypervisor

You will find information below on how to prepare the Xesar 3.2 installation on a
Windows server that uses the Windows Server 2019 Standard operating system
versions or Datacenter as hypervisor.

installation instructions. These must be provided by the customer and is not
the responsibility of EVVA.

@ The creation of the necessary IT and server environment is not part of these

Check the system requirements for Xesar 3.2. Before installation, you must
confirm that the system requirements for Xesar 3.2 are met in accord-
ance with the project checklist and system manual.

Follow the current project checklist from EVVA:

) h ://www.evva.com/uk-en/x r

We strongly recommend that the Xesar 3.2 installation is only carried out in
° close cooperation with the customer's responsible IT administrator.
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Requirements

A physical server is setup with Microsoft Windows Server 2019 and configured as a
hypervisor. On this a VM with current Ubuntu LTS server is installed on which Docker
with Xesar 3.2subsequently runs.

The following requirements must be met for a successful installation of Xesar 3.2 on a
server running the Windows Server 2019 operating system:

e A physical server with an installed Windows Server 2019 / Datacenter operating
system, from version 1607

e Configuration as hypervisor for VM (virutal machine) for Ubuntu LTS Server for
Docker

e The user (customer) has Windows Server and network administration expertise

e The user (customer) has local administration rights

e There is an existing DHCP service (Dynamic Host Configuration Protocol)

e The Server time zone is set to UTC (Coordinated Universal Time)

e A Hyper-V support must be available, as well as a virtual switch with connectivity
and access to the Internet

e Internet access must be available (Docker Trusted Registry with Notary Service
and Licence Service, Port 443, 4443, 8072)

e The driver for the coding station must be installed, if necessary (HID Omnikey
5422 is usually detected automatically)

@ Due to the resource availability associated with the Windows Server, we
recommend 16 GB (min. 8 GB) for the physical server. The VM requires at
least 4 GB of memory.
As a general rule, the larger the system and the more people / traffic and
online wall reader, the more memory should be available.

103/ 313



EVVA

access to security

12.2 Set up Ubuntu

Enter command sudo visudo for the password prompt for sudo

At the following line to the end of the file that has now opened:
user ALL=(ALL) NOPASSWD: ALL

Replace the underlined word with the name of the user specified during the
installation

E3 Ubuntu_Server_18.04.02_LTS on TESTEVVA-VHOST - Virtual Machine Connection
File Action Media Clipboard View Help

DO nnfd
GNU nano 2.9.3

iE et Help

B Fxit
Status: Running

Save file (Ctrl+0O and then ENTER)

Close file (Ctrl+X)
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Create SSH key pair with ssh-keygen command. Name and password can be left
blank - confirm with ENTER

Add the SSH Public Key to the authorised keys:
cd /home/user/.ssh/

cat id_ecdsa.pub > authorized_keys
cat id_ed25519.pub > authorized_keys

Replace the underlined word with the name of the user specified during the
installation

shoadmin@ubuntun

admin@ubuntums ] sh# cat 1d_ecdss » authorized_keys

12.3 Install Ubuntu updates

Download and install the latest updates and then restart with the following
commands:

sudo apt-get update

sudo apt-get upgrade
sudo apt-get dist-upgrade
sudo apt-get autoremove

sudo reboot now
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12.4 Set up Windows 10 Pro Administrator PC

Download and install WINSCP (Windows Secure Copy) to transfer the SSH key

) h ://win .n n whnl .ph

Start WINSCP

To do this, you will need the computer name, port, usernames and the password
of the Ubuntu server that was previously set up.

Session
Eile protocol:
SFTP e

Host name: Port number:

192.168.1.10 i 22 12|

User name: Password:

juser i |

Save |"IIr Advanced... |"

Display the files and folders cached in WINSCP (Ctrl+Alt+H)
Go to a folder on the local Windows PC (on the left @).

Go to the Ubuntu server in the “.ssh” folder on the right @
Select the files “id_rsa” und “d_rsa.pub” ©

Click on Download @ to download the selected files onto the Windows PC.

By sch - shqadmin@ 192.168.172 - WinsCP - o x
a tions Remote Help
ueue - - Transte Sexings Defaull @
X G News
L ‘E-E- 2% sh <@ F- - B @R & & Fndfles | % [
it - ropertes ¢ [ Downoad - = Properte:
| n i
o Changed
{ }

*iHEM

hanged  Rightt  Owner
10.03.2020 07:5%03
13.07.2020 08: 18:45

1KB 10032020 14:55:59

2KB 03032020 12:12:41 shqad.
1KB 03032020 12:12:41 et shaad,

33
23042019 08:47:20
10.03.2020 145333
20102019 10:21:00

Then download and install the latest version of Docker CE

) h : . ker.com ker-for-windows/rel -n

Restart Windows PC
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Check installation.

PS5 C:\Users\tatshar> docker version
Client: Docker Engine - Community
Version: 18.89.2

API version: 1.39

Go wversion: gol.18.8

Git commit: 6247962

Built: Sun Feb 10 84:12:3:
05/Arch: windows /amdbod
Experimental: false

Server: Docker Engine - Community
Engine:
Version:
APT version:
Go version:
Git commit:
Built: Sun Feb 10 B4:
05/Arch: linux/amdb6d
Experimental: false
PS C:\Users\tatshar> docker-machine wversion
docker-machine.exe version ©.16.1, build cce358d7
PS C:\Users\tatshar> docker-compose version
docker-compose version 1.23.2, build 1118ad@l
docker-py version: 3.6.@
CPython version: 3.6.6
OpenSSL version: OpenSSL 1.8.20 27 Mar 20818

ninimum version 1.12)
6

[l =
(S =R -
2=
- w
oo

P -

[#3]
p=l

Use the following commands in the Powershell or Windows Console to create the
Docker Machine:

cd “C:\Data\Projekte\EVVA\Teststellung\RSA keys"” docker-machine
create --driver generic --generic-ip-address 192.168.1.10 --gener-
ic-ssh-key id_rsa --generic-ssh-user user xesar3ubuntul80402

e Replace C:\Data\Projekte\EVVA\Teststellung\RSA keys with the path
into which you previously copied the files with WINSCP
e 192.168.1.10 is the IP address of the Ubuntu server, which was statically
assigned during the installation
e user is the username of the Ubuntu server that was created during the
installation
e xesar3ubuntul80402 is the name that should be given to the Docker Machine

E¥ Windows PowerShell - [m] x

few minutes...

nning on this virtual machine, run: C:\Program Files\Dod|
a2
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Using the commanddocker-machine Is check that the Docker Machine is running

docker-machine 1s
URL

nning tcp://192.168.1.

Connect the coding station via USB to your administrator PC

Insert your AdminCard into the card slot in the coding station.

Xesar 3.2 installation

Download the latest Xesar 3.2 software

) .

Open the Installation Manager
Select the tab AdminCard
Load the card reader @

Load the AdminCard ©@

Confirm the entry @

Select the tab Configuration
Select the Xesar software version®

Select the previously created Docking
Machine ©

Confirm the entry ®

X installation-manager 1.1.6 -
Installations Settings AdminCard About
Readers
HID Global OMNIKEY 5422 Smartcard Reader 0 (] 46
AdminCard Number
00036152B54E07E7 (4 4@
Proxy server =
=)
v—©
% installation-manager 1.1.27 - X
Installations Settings AdminCard About
Version
30227 < e
Use Regist Verify TLS
U Password
Local
(®) Docker Machine Xesar3 9
Docker Engine Host
Packages Import Folder
« v~
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Select the tab Installations

Using the “+” button, @ add a new system

|Insta|lat\ons| Settings  AdminCard About

Name AdminCard Version On Update + m
TestSrv2016 0003B2B840065C%3 3.0.109 =  3.0208
DevTest2016 O003ED3AG18ASE2E 3.0.208 &

EVVA
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Fill in the data ® o

Description
Select the Docker Machine ®

Set up the automatic backup @

8200 9081

Lozal

@— ® Docker Machine | SRV16

Docker Engine Host

Domain

Installation backup
Backup path

1\Backup

Automatic backup
Onsare
Onstop

V' Daily at

o0z:0q

Version

AdminCard
Internal Name

Last automatic backup

This is a new AdminCard that
can be used for a new installation.

Timezone

Europe/Berlin -
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The system is created (important installation information is shown).

Creating installation >

Creating installation

#  Installation initialized
Installation security initialized
Existing installation data processed
Installation relevant compenents processed
New installation data processed

Installation finished successfully

Initializing installation security.

The most important system data are output in the document “Installation Information”.

14

X Installation safety sheet
Anwaltskanzlei Dr. Huber 2

@ Warning

The following data is important for the installation security.
This information is necessary for the operation of the installation and for the recovery of
the admin card if it has been lost.

Please print this installation safety sheet and keep it in a safe place.

E Admin card

Installation key: ATDS23B124319326F455E40868BEB176
Card number: 0003358760F3C37B
Card signature: 00000000F31A0D31C2C9463FE68B4EORR14066B3

@ User accounts

su / QglVZc-pMIKKW-196GWP-wht3ff-tmRzwY

admin / i2klIvubig

Important:
Without this data, the system can not be restored in the event of a fault.

Print “Installation Information” document and keep in a safe place.
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Select the desired system

Start by clicking on the arrow ®

X installation-manager 1.1.6

Name
Demo 321
TestDev
Backup
BLEKPM
Anwaltskanzlei Dr. Huber 2

Anwaltskanzlei Dr. Huber

Installations Settings AdminCard About

AdminCard Version

00031BF04A730251 3.0.319
00031BF04A730251  3.0.217
00033A5874532B13 3.0.109
0003D630C32BFFAR  3.0.324
0003827DBCF6CCEB | 3.0.308
0003FOEBBCC46021  3.0.308

Update
3.0333

30333
30333
|3.0333
30233

>»—®
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Log in with the login details you received in the “Installation Information” docu-
ment (admin / password) ®

Click on the arrow ®

Login

X Anwaltskanzlei Dr. Huber 2

EN

2

}}7@

—D

You will now be taken to the Xesar 3.2 dashboard and can operate the system.
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13 Manually uninstalling and install-
ing the Xesar maintenance app

(Upgrade from Xesar 2.2 or 3.0 to Xesar 3.2)

When upgrading from Xesar 2.2 or 3.0 to Xesar 3.2, the old maintenance app must
be manually uninstalled on the tablet and the new Xesar 3.2 maintenance app must

be installed manually.
Start your tablet and proceed as follows:

1. Step:
Click on Settings @ in the main menu

=

APPS  WIDGETS

Calculator Calendar Chrome

File Manager

&

Google Settin..

L~ 0

Flay Store Settings Sound Record

Xesar3.0.15
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2. Step

Click on Apps @.

F Wi-Fi

B EBluetocth

(9 Datausage

More. .
DEVICE

€1 Sound

D Display

rage

W Battery

O 7 Apps

3. Step:

Total
App
Data

CACHE

Cache

4, Step:
Click OK @.

Bl Xesar tablet

Uninstall

19.96MB

14.75MB

Clear data

24.00KB

Clear cache

Do you want to uninstall this app?

Cancel

0K

EVVA

access to security
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5. Step:

Open the file manager on your Xesar tablet @.

APPS  WIDGETS

Calculator

Downloads

2

Play Store

Xesar3.0.15

6. Step:

Click on the Download folder and delete the .apk file @.

. EVVA Programming Device

I EVVA Programming Device Update

xesar.apk
®

Settings

Chrome

File Manager

el

Google Settin...

0

Sound Record.

(EVVA)
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7. Step:
Click the support tile in the Xesar dashboard Support.

Fa. EVVA (E=@)@ @@
X > X 0} B
© @

Mot writsanie access mesia Insecure secess media

0
Access media Calendars
5 1
° [ 54
a A
° Users User groups
5

EN i

X

Support

8. Step:

Download Xesar tablet:

Download the current Xesar maintenance app under Updates.
Click on download Xesar maintenance app for tablet ©.

* Updates

Download Xesar Maintenance app for tablet *—@

Download Periphery Manager

9. Step:
Connect the Xesar tablet to the USB port of your computer and use the mouse to
drag the file into your tablet's file manager.

| | xesar.apk 12.04.2018 15:33 APK-Datei 6.275KB ‘

115/ 313



(EVVA)

access to security

10. Step:
Click the .apk file @ to install the Xesar app on your Xesar tablet.

EVVA Programming Device
L 2items | drw

. EVVA Programming Device Update

1 items | -drw

xesar.apk
. 9 6,13 Mb |-w

Click on Install @.

B3 Xesartablet
Do you want to install this application? It will get access to:

PRIVACY

d th

DEVICE ACCESS

11. Step:
Launch the Xesar maintenance app and connect the tablet to the Xesar software.
See chapter "Connecting the tablet to the Xesar software”.
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14 Creating Xesar systems on a PC

14.1 Installation requirements

A computer with Windows 10 Pro, Enterprise or Education is required
to create Xesar systems on a PC. Hyper-V is already integrated in these
versions of Windows.

14.2 Hyper-V

> . - _ . - e

Hyper-V is detected and activated when the Installation Manager is started.

Hyper-V is integrated into Windows as an optional feature. A Hyper-V down-
load is not available.

Review the requirements:
Windows 10 Enterprise, Pro or Education
64-bit processor with SLAT (second level address translation)
CPU support for VM Monitor Mode Extension (VT-c on Intel CPUs)
At least 8 GB RAM, of which 4 GB is needed for installing the system

@ The Hyper-V feature cannot be installed on Windows 10 Home.

@ For more information and troubleshooting, see
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Programmes for creating and managing Xesar
systems

The following programs are required to create and manage Xesar systems:

Installation manager

You can manage one or more systems with the Installation Manager. In addition,
Xesar system settings can be configured.

The following tasks can be performed:

e Easy creation of Xesar systems on PC or server
e Starting and Stopping a system

¢ Admin Card management

e Performing updates

e Management of multiple systems.

¢ Add KeyCredits and KeyCredit Xesar Lifetime

e Setting the system backup options

¢ Replacement of defective Admin Cards

e Setting of system ports

Periphery Manager

For single-user systems, the coding station is managed in the Installation
Manager. An additional installation of the Periphery Manager is not necessary.

The Peripheral Manager permits the operation of a coding station on an administrator
PC and on the client PCs in a multi-user system.

The Periphery Manager can be downloaded from the Xesar software >
Support > Updates.
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14.3.3 Xesar software

The Xesar software is an application that is started from the installation manager and
runs in a browser. The Xesar software can be used to manage a system started in the
Installation Manager on the dashboard.

You can download the current installation manager from the EVVA website by clicking
on the Software tab.

Products and identification media  Software Interface  KeyCredits

Security  Applications Downloads  Videos

Xesar software

The Xesar software consists of system management software and
a tablet app. Thanks to the coding station you can quickly and
easily programme identification media. Admin cards create an
additional security level and protect from unauthorised
manipulation.

The software package includes:

WEB-based client/server system
Information at all times regarding the system's security
status

Schedule-based opening, door and user management.
Xesar virtual network

Flexible media validity periods

A secure and comprehensive event and system log
Several media per person

Software download >
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Xesar software download

Please complete this form and then start downloading the Xesar software.

Your contact data

Salutation *

Mr.

First name *

User or specialist retailer *
User

Specialist retailer

Company *

Last name *

Fhone

Facility category

Email *

Sub-facility category

| Please select

| Fle seiect

Mumber of doors

Mumber of doors with electronic access

| Please select

| | Please select

Legal information

I have read and accepted the data protection declaration. *

I give my consent to my data being gatherd by way of this form and being processed and
stored supported by automation. *

I would like to receive notifications about Xesar software updates.

I consent that EVVA Group is permitted to send information, newsletters, promotional
materials to myself by email.

| consent that EVVA Group is permitted to send information and promaotional materials to
miyself by telephone.

Recaptcha

I'm not a robot

Request download

Complete and submit the “"Download Xesar software” form.

Dear Ladies and Gentlemen,

Thank you for your interest in Xesar. The following link will take you to the download page of the Xesar software:

Download Xesar Software
Attention: This link is only valid for 24 hours!

Best regards - best security!
Your EVVA team

access to security
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You will receive an email with a temporary download link to the email address you

provided in the “Download Xesar Software” form.

user PC systems or multi-user servers:
Xesar 3 1 Software
Previous versions for single-user PC systems:

Kesar 2.2 Software Windows 7. 8.1 & 10 (64-Bit)

Xesar 2.2 Software Windows 7. 8.1 & 10 (32-Bit)

Documents:

Xesar 3.1 Project checklist and system requirements

Xesar Software Download

Please contact your EVVA Partner or local EVVA technical office to check the
necessary system requirements before every Xesar 3.0 installation.

Current Xesar software version includes hotfixes and service packs for single-

Xesar 3.1 installation instructions

Xesar 3.1 system manual

Kesar 2.2 system manual

Xesar 3.1 release notes

Xesar 2 2 release notes|

Download the current Installation Manager.

Start the *.msi file.

Start the installation manager by clicking on one of the links.

The installation manager is installed automatically and a program shortcut is created
in the start menu and on the desktop.
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14.4 Start installation manager

Start the installation manager by clicking on one of the links.

The start window “Welcome to Xesar!” contains a grouping in “Xesar systems on
PC” @ and “Xesar systems on server” ©.

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC CJ§ 1

Create installation

Restore / Import

1]
(]

Xesar installations on server

Manage installations

Check for updates Settings and support = ?

access to security
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14.4.1 Creating a Xesar system on a PC
Click the button Create system to create a new Xesar system on a PC.
You will now be guided step by step through the creation process.

1. Step:
Check the requirements of the PC.

Installation Manager 2.0.37 — m} X

Check

Check whether the installation can be created:

& Hyper-V activated

===  Admin card found
This admin card belongs to another installation. Insert a new admin card into
the coding station.

Select the coding station manually

& Network access is available

Ports configured

<

& EVWA server reachable

{ Back 1 2 3 Check again »

Please refer to the chapter “"System requirements” or the project checklist for
the necessary system requirements.
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The following requirements are automatically checked:

e Hyper-V is installed and enabled on the PC.

e A coding station is connected and a new and valid Admin Card is inserted.

e The network authorisation checks whether the Installation Manager has been
installed on a physical data carrier and not on a network drive.

e The ports required by Xesar are both free and available.

e The EVVA server can be accessed via the Internet. This is necessary, for
example, to check the list of available updates.

If all the requirements necessary for installation are not met, error messages with
suggested remedies are displayed.

Try to remedy the problem according to the suggestion click Check again.

If the problem cannot be remedied, please contact your EVVA partner or the
EVVA technical office.

Installation Manager 2.0.37 = m} X

Check

Check whether the installation can be created:

& Hyper-V activated

+” New admin card found
Default coding station

HID Global OMNIKEY 5422 Smartcard Reader 0 W

This coding station will be used as standard for this installation.

& Network access is available

Ports configured

<

«” EVVAserver reachable

¢ Back 1 2 3 Next »
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When all requirements have been successfully verified, click Next to continue the

process.

2. Step:

Insert the installation data and the desired backup settings in the fields provided.

Installation Manager 2.0.37

Installation data

Please enter the details of the installation.

Installation name

The installation name may not be empty.

Time zone

Europe/Berlin

Backup settings
Backup path

When starting the installation Daily at

When stopping the installation

{ Back v 2 3

O

X

@ Several backup options can be selected.
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Installation Manager 2.0.37 — m} X

Installation data

Please enter the details of the installation.

Installation name

Fa. EVWA

Time zone

Europe/Vienna ad

Backup settings
Backup path

C:\Users\Xesar\Desktop\Xesar 3 Anlagendaten\Fa. EVVA Q

When starting the installation + | Daily at 12:00

v | When stopping the installation

{ Back v 2 3 Next >

In order to prevent data loss in the event of a hardware problem, backup data
should not be saved on shared Xesar software drives.

If you select the backup path on the installation manager drive, the message “Are
you sure?” appears.

Are you sure?

The selected backup path is on the same drive as the Installation Manager.
Please consider to use an other drive to prevent data loss.

Cancel Skip

Click Cancel, to return and then specify a new backup path. Click Skip to ignore
the warning.
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3. Step:
Create system

Installation Manager 2.0.37 = O X

Create installation

Please wait for a moment...

" Hyper-V environment initialized

" Security certificates generated
Installation components downloaded
Installation security initialized
Installation specific components processed

Installation successfully created

The following error message appears if there is too little memory available
during the installation process (at least 2 GB).

Error

Error on creating the installation

At least 2 GB of free memory (RAM) is required for this process. Please close
other running applications and try again.

OK
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14.4.2 System Safety Sheet

After successful installation of the system, the system safety sheet with important
system information is generated and automatically displayed as a PDF.

This contains the user passwords for logging in as system administrator (su) and
administrator (admin).

Installation safety sheet

Fa. EVVA

® Warning

The following data is important for the installation security.
This information s necessary for the operation of the installation and for the recovery of
the admin card if it has been lost.

Please print this installation safety sheet and keep it in a safe place.

E Admin card

Installation key: A7D523B124319326F455E40868B8B176
Card number: 0003358760F3C37B
Card signature: 00000000F31A0D31C2Co463FB68B4E0RAA14066B3

® User accounts

su / QglVZc-pMIKKW-196GWP-wht3ff-tmRzwY

admin / i2klIVubif
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Installation Manager 2.0.37 — a X

Installation successfully created

Installation name Fa. EVVA

For security, print the PDF file and keep the printout and the file in
a safe place.

Save installation safety sheet (PDF)

+ | confirm that | have printed out the installation safety sheet.

Nt >

access to security

You can also open the system safety sheet by clicking on the button Open
system safety sheet (PDF).

Print the system safety sheet. Confirm the printout by clicking here and keep

the printout in a safe place.

If the Admin Card is lost or defective, the information in the system safety
sheet is the only way to continue operating the system.

EVVA cannot restore the data if the system safety sheet including the system
information is missing!

Click Next to begin the installation.
(It may take a few minutes for the system to start).

Installation is starting

Please wait for a moment...
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Installation Manager 2.0.37 = a X

Installation "Fa. EVVA" successfully
created

~—

Dashboard =

{ Back to start Configure »

access to security

Click on the button Dashboard - you will be taken to the system management
login

Click on the button Configure - you will be taken to the system configuration
page.
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Here you can see an overview of all important system settings.
If necessary, system-relevant changes can be made.

Installation Manager 2.0.37 - O x

Installation configuration

Installation name Fa Evva

Status Installation running

Backup 7/20/21, 8:25 PM Edit 4
KeyCredits 34 Load 8
Coding station configured <> Select
Ports Edit 4
Version 3.1.13

Replace admin card

{ Back to start Dashboard =

access to security

This completes the installation of the system.

Click the button Return to start - you will be taken to the Installation Manager
start page.
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15 Start Page Installation Manager

Installation Manager 2.0.37 - O *

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC [J§
Installation name Start / Stop Dashboard

— FaEWA Configuration Stop W =3 - 4

QQT

Xesar installations on server

0——— Create installation Restore / Import

il

(7 Manage installations
O ——— Check for updates Settings and support | ?
e__ access to security | @

Features of the Installation Manager start page:
e Display of the Installation Manager version
e PC systems:
System name @
Button Configuration @ to go to the system configuration page.
Button Start/Stop © to start or stop the selected system.
Button Dashboard @ for system login page
Button Create system @ to start the installation process for a new system.
Button Restore/Import @: System recovery using a backup file or upgrade
of an existing Xesar 2.2 system.
e Xesar systems on server:
Button to view Xesar systems on server and Xesar 3.0 systems after update to
3.2 (see chapter “Xesar systems on server”) @.
e Button Check Update: Check for updates to the Installation Manager and Xesar
software. If an update is available, it is displayed ©.
Clicking on the button takes you to the update page.
Check date of last update ©.
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e Settings and support @ (only for PC systems):
Autostart: Automatic start of the installation manager after booting the PC can
be activated or deactivated.
Proxy settings: If necessary, proxy settings can be configured here.
Support information: Generation of a data file for improved fault analysis by
EVVA support in the event of a fault.

15.1 Configuration of the system

Installation Manager 2.0.34 Test Version - internal use only! - O X
Installation configuration
Installation name Fa. EvwaA o
12
©
o— Status Installation running
00— Backup Edit 4 —0
0O— KeyCredits 298 Load g —O
00— Coding station not configured Select
O— Ports Edit V4
0— Version 3.1.10
&— Exchange admin card = ®
®—— < Backtostart Dashboard 2 ——
access to security

System configuration page functions:
e System name @
e Admin Card @: Admin Card number
e Internal number of system ©
e Status of system @:
System is running
System stopped
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e Backup ©:
Date of last backup
Button Setting @ to set the time of the system backup.
e KeyCredits @:
Number of available KeyCredits or view of Lifetime iconco.
Button Add @ to load KeyCredits.
e Coding station @: Selection of coding station for access media management
e Ports @: Port setting when standard ports are assigned (only possible when the
system is stopped).
e Xesar software version @
Button Replace Admin Card ®: Replacement in the event of a defective
Admin Card.
Button Delete system ®: Delete a Xesar system on a PC (only possible when
the system is stopped).
Button Return to start @: Return to the Installation Manager start page.
Button Dashboard ®: To register the system in the browser.

15.1.1 Backup settings

Backup settings

Here you can manage the backup settings of the installation.

Backup path
0—— ‘C:\Users\Xesar\Desktop\Xesar 3 Anlagendaten\Fa. EVVA s Q

When starting the installation + | Daily at 12:00

v When stopping the installation

©—— Start backup manually

Cancel Save

e Backup path: @:
Enter the desired path for the backups of your system.
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@ The drive should not be identical to the system drive.

e Setting option for automatic backups:
Backup when starting the system.
Backup when stopping the system (recommended).
Backup - daily at a defined time.
e Button Start a manual backup ©: A manual backup is possible at any time.

The backup files can be found under the specified backup path.

15.1.2 Adding KeyCredits

KeyCredits are charged when access authorisations for access media are created and
changed.

Two licence models are available for managing systems:
e Xesar unit-based KeyCredits
e Xesar lifetime-based KeyCredits

Load KeyCredits

Code to load KeyCredits:

Cancel

Enter the code to add KeyCredits in the input field and click Add KeyCredits.

If KeyCredits are added, the credit balance on the configuration page in the installa-
tion manager or on the dashboard of the installation increases by the corresponding
value. The KeyCredits used for authorisation creation and changes are deducted from
this credit balance.

The Lifetime symbol is displayed for KeyCredits Xesar Lifetime. No further KeyCredits
are required for authorisation creation and changes.
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@ To add KeyCredits, the system must be started and connected to the EVVA
server via the Internet.

15.1.3 Ports settings (manual setup)

The standard ports required for Xesar are automatically set up when the system is
created. If these ports are not available in the system network, the ports can be

entered here manually.

@ The system must be stopped to set up the ports manually.

Ports settings
Note: These settings can only be changed for a stopped installation.
Web port MQTT server port
Security port OCH port
Cancel

Enter the port addresses in the input fields and click Save.
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15.1.4 Replace Admin Card

If the system’s Admin Card is defective or lost, it can be replaced with a new Admin
Card.

To do this, click Replace Admin Card in the configuration page and follow the
instructions.

Replace admin card

You can replace a defect or lost admin card.

Insert a new admin card into the coding station and hold the installation safety
sheet ready.

Cancel Next

15.1.5 Delete system

To delete a system, click Delete.

@ Before deleting, the system must be stopped.

15.2 Starting an existing system
Start the Installation Manager by clicking the icon % on the desktop.

The installation manager performs an automatic system check to ensure that all the
necessary requirements for starting the system are met.
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Starting the system with the Admin Card inserted

Installation Manager 2.0.37

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC CJ§

Installation name Start / Stop
Fa EVWA Configuration Start p
Create installation Restore / Import

il

Xesar installations on server

Manage installations

= O

Dashboard

"~

access to security

Check for updates Settings and support

*

Start the system by clicking on the Start button.

The Admin Card is then checked. If the correct Admin Card is inserted, the system is

started.
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After a successful system start, press the button Dashboard to access the system

management login.

Installation Manager 2.0.37

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC CJ§

Installation name Start / Stop
Fa EWWA Configuration Stop W
Create installation Restore / Import
Xesar installations on server ;%E_

Manage installations

Dashboard

-

Check for updates Settings and support

access to security

"~
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15.2.2 Starting the system without Admin Card

If no Admin Card or the wrong one for the system is inserted, the following error
message is displayed:

Start installation

To start the installation, please insert the admin card 000322D41046CC10
into the coding station.

Select the coding station manually

Alternatively you can enter the installation key.
Enter installation key

Cancel

Insert the correct Admin Card with the corresponding Admin Card number into
the coding station and
start the system.
Or alternatively:
Enter the system key and
start the system.

@ The system key can be found on the system safety sheet.

The system can only be started with the system key.
changes to the system's configuration page can only be made with the Admin
Card inserted.
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into the coding station.

Select the coding station manually

Alternatively you can enter the installation key.

Start installation

To start the installation, please insert the admin card 000322D41046CC10

Cancel Start installation

Settings and support

(EVVA)
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@ The settings made under “Settings and support” only apply to Xesar systems

on a PC.

Installation Manager 2.0.37

must be made separately.

Autostart deactivated

Proxy settings no proxy

EVVA Sicherheitstechnologie GmbH
Wienerbergstr. 59-65

Postfach 77

1120 Wien

Austria

T.+43 1811 65-0
F:+4318122071

office-wien@evva.com

< s

access to security

Settings and support

These settings only apply to Xesar installations on PC. Changes to Xesar installations on server

https://www.evva.com/int-en/xesar Support information &
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15.3.1 Autostart

If the autostart function is activated, the installation manager and the running system
are restarted automatically after a PC restart.

Activate Autostart if you are running online wall readers in your Xesar system
v on a PC.

Autostart

Here you can specify whether the Installation Manager should start
automatically when the computer starts.

Automatic start

Cancel Save

15.3.2 Proxy settings

The corresponding settings can be made under Proxy Settings if required.

Proxy settings

Here you can manage the settings of the proxy server.

@ —— | Useproxyserver

DNS name / IP address Port
User name Password
Cancel Save
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e Enable or Disable use of @ Proxy Server

e DNS name / IP address @ of the proxy server
e Port ©: Proxy server port

e User name @: Proxy Server Username

e Password @: Proxy server user password

15.4 Restore/import
The following situations require a restore or import of a system:
e Restore after a hardware or software failure.

e Transfer to a new hardware.
e Upgrade of an older system.

backup file before restoring/importing. Backup can be performed manu-
ally.

@ To upgrade or transfer the system, it is important that you create a current

A system that is to be restored must NOT already exist in the Installation
Manager.

To successfully restore/import a system, the following components are required:

e A backup file of the system that is as current as possible.

e The Admin Card belonging to the system to be imported must be inserted in the
coding station.

e All systems in the Installation Manager must be stopped.

Restore / Import

To restore an installation (version 3.0+) or to import the data of an older
installation (version 2.2), the admin card of the installation is required. Insert
the admin card into the coding station and select the backup file.

Select backup file

Cancel
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Click Import and follow the instructions.
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Update of installation manager and systems

The installation manager and the systems are updated separately.

The installation manager and the system are updated in the installation manager.

Installation Manager 2.0.37

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC g

Installation name Start / Stop

Fa EVVA Configuration Start p

Fa. Steiner & S6hne Configuration Start p
Create installation Restore / Import

il

Xesar installations on server

Manage installations

Updates available < ¥

O

Dashboard

Settings and support

access to security

?

*

Updates available ¥ » Tf ypdates are available, the note is highlighted.

Click on Updates available to display the page with the available updates.
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Follow the instructions to perform the updates

Installation Manager 2.0.32 Test Version - internal use only! — a x

Updates

The updates listed below are available. More information can
be found in the release notes. 0

Update for the Installation Manager

An update for the Installation Manager from version 2.0.32 to version 2.0.34 is available.

Update Installation Manager

Cancel

The Updates page displays all available updates to the installation manager and
the existing systems.

The “Release Notes” link @ takes you to the Release Notes with descriiptions of
new features of the update versions.

First carry out the update of the installation manager.
Then carry out the update for the respective system.

Check for updates Settings and support ?

access to security

o

Check update: If no updates are displayed, click on the link to check whether
new updates are available.

The date of the last update check @ is displayed.

In order to receive updates, the system PC must be connected to the EVVA
server via the Internet.
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15.5.1 Update Installation Manager

On the “Updates” page, click the button Update installation manager.

Installation Manager 2.0.32 Test Version - internal use only! i [m] X

Check update

You are about to update the Installation Manager from version 2.0.32 to version 2.0.34.
More information can be found in the release notes.

Installation name Version New version

No installations available

Cancel Update Installation Manager

Before updating the installation manager, it is checked whether the existing
version of the system can be updated with the new installation manager.

When the system is ready for the Installation Manager update, this is indicated in
the “New version” column.

Click the button Update installation manager.

Installation Manager 2.0.32 Test Version - internal use only! - m]

Installation Manager update

Please wait for a moment...

The current version of the Installation Manager will be downloaded.
Afterwards, the Installation Manager will be closed and the new version will be
installed.
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System updates are displayed on the system page in the column “New version”.

Installation Manager 2.0.37 - O x
The updates listed below are available. More information can
be found in the release notes.
Updates for installations
Installation name Version New version
Fa. Steiner & S6hne 3.1.10 S5
Cancel
Click on the respective version button.
Installation Manager 2.0.37 = m}

Check

Check whether the update can be executed:

v Hyper-V activated

V Admin card found

4 Network access is available
« Ports configured

& EVVA server reachable

€ Back

Start update »
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All necessary requirements and settings are checked before the update.

Installation update

Before executing the update it is important to log out all Xesar-Tablets.

Cancel Start update

When all requirements are met, click Start update and follow the instructions.

Before updating the system, each respective tablet must be logged out of the

system.

A backup is made before the system is updated. To do this, the system must
be started.

Installation is starting

Please wait for a moment...
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Click Start update to update the system.

Installation Manager 2.0.37 - O *

Installation configuration

Installation name Fa Evva

Status Installation running

Backup 7/20/21, 8:25 PM Edit V4
KeyCredits 34 Load =]
Coding station configured «» Select
Ports Edit 4
Version 3.1.13

Replace admin card

{ Back to start Dashboard =»

access to security

After a successful update, the current version number is displayed on the configu-
ration page of the system.
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Several systems can be managed in the Installation Manager.
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@ Only one system can be started.

Installation Manager 2.0.37 - [m}

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC C§

Installation name Start / Stop Dashboard
Fa EVWWA Configuration Stop W -3
Fa. Steiner & Sohne Configuration
Create installation Restore / Import
Xesar installations on server ;%E_

Manage installations

Updates available @ ! Settings and support = ?

access to security

To create another system, click on the button Create system and follow the

instructions.
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15.7 Management of a started system

Click on the button Dashboard ~ to access the system login in the browser.

C' @ app.servicexesar8080/app?codingStation=6b79a985-bb... & & » PP w2
Importiert @ Myths and Facts ab.. @ Togal Track: Log in.. The Jazz Groove -.. = Weitere Lesezeichen Leseliste
X FaEVVA e
Login
=3

Log in with the user name admin as the system administrator using the corre-
sponding password from the system safety sheet.

After logging in as admin, you can change the password and create additional users
in the “Users” tile.

System administrator (su) can only change user passwords.
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Xesar systems on server

Installation requirements

@ Docker and the driver for the coding station must be installed on the system
PC (Windows 10 Pro) before beginning the installation of Xesar 3.0.

Programs for installation and management

To create and manage Xesar systems on servers, you require the following pro-
grammes:

Installation manager

You can manage one or more systems with the Installation Manager. In addition,
Xesar system settings can be configured.

The following tasks can be performed:

e Easy creation of Xesar systems on PC or server

e Starting and Stopping a system

e Admin Card management

e Performing updates

e Management of multiple systems.

e Add KeyCredits and KeyCredit Xesar Lifetime

e Setting up automatic backups of the started system
e Replacement of defective Admin Cards

e Setting of system ports

Periphery Manager

The Peripheral Manager permits the operation of a coding station on an administrator
PC and on client PCs in a multi-user system.

@ The Periphery Manager can be downloaded from the Xesar software >
Support > Updates.
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Xesar software

The Xesar software is an application that is started from the installation manager and
runs in a browser. The Xesar software can be used to manage a system started in the
Installation Manager on the dashboard.

You can download the current installation manager from the EVVA website by clicking
on the Software tab.

Products and identification media  Software Interface  KeyCredits

Security  Applications Downloads  Videos

Xesar software

The Xesar software consists of system management software and
a tablet app. Thanks to the coding station you can quickly and
easily programme identification media. Admin cards create an
additional security level and protect from unauthorised
manipulation.

The software package includes:

= WEB-based client/server system
Information at all times regarding the system's security
status

Schedule-based opening, door and user management.
Xesar virtual network

Flexible media validity periods

A secure and comprehensive event and system log
Several media per person

Software download >
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Xesar software download

Please complete this form and then start downloading the Xesar software.

Your contact data
Salutation * Title
Mr.
First name * Last name *

User or specialist retailer *
User
Specialist retailer

Company *

Phone Email *

Facility category Sub-facility category

| Please select |

Number of doors Mumber of doors with electronic access

| Please select | | Please select

Legal information

I have read and accepted the data protection declaration. *

I give my consent to my data being gatherd by way of this form and being processed and
stored supported by automation. *

I would like to receive notifications about Xesar software updates.

I consent that EVVA Group is permitted to send information, newsletters, promotional
materials to myself by email.

| consent that EVVA Group is permitted to send information and promotional materials to
myself by telephone.

Recaptcha

I'm not a robot

Request download

Complete and submit the “Download Xesar software” form.
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Dear Ladies and Gentlemen,

Thank you for your interest in Xesar. The following link will take you to the download page of the Xesar software:

Download Xesar Software
Attention: This link is only valid for 24 hours!

Best regards - best security!
Your EVVA team

provided in the “"Download Xesar Software” form.

Xesar Software Download

Please contact your EVVA Partner or local EVVA technical office to check the
necessary system requirements before every Xesar 3.0 installation.

Current Xesar software version includes hotfixes and service packs for single-
user PC systems or multi-user servers:

Xesar 3.1 Software
Previous versions for single-user PC systems:

Xesar 2.2 Software Windows 7. 8.1 & 10 (64-Bit)

Xesar 2.2 Software Windows 7. 8.1 & 10 (32-Bit)

Documents:

Xesar 3.1 Project checklist and system requirements

Xesar 3.1 installation instructions

Xesar 3.1 system manual

Xesar 2.2 system manual

Xesar 3.1 release notes

Xesar 2.2 release noteg|

Load the current Xesar software onto your PC.
Double-click to open the *.msi file.

EVVA

access to security

You will receive an email with a temporary download link to the email address you

The Installation Manager is installed and a desktop and start menu shortcut is

created.

Start the Installation Manager by clicking on one of the links.
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Installation procedure

Start the installation manager EXE file.

(EVVA)

access to security

“"Welcome to Xesar!” window offering installation selection of Xesar systems on PC or

SEerver:

Check for updates

Welcome to Xesar!

Please choose one of the following options:
Xesar installations on PC
Create installation

Restore / Import

Xesar installations on server

1]

Manage installations

Settings and support

access to security
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16.3.1 Installation of Xesar system on server

Click the button Manage server system, to access the Management view of
systems on the server.

@ When updating to the new Installation Manager, existing Xesar systems on
servers are automatically imported into the Xesar system management view
on the server.

X installation-rmanager-classic 1.2.33 — *

Installations-% Configuration Admincard About

Name Admin card Version On Update
BLE KPM 0003D680C32BFFAE  3.0.324 =

{ Backto start

Xesar systems are managed on servers in accordance with the following instructions.
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16.4 Starting and quitting Xesar systems on server

Click on the link provided by your administrator (server)

or
Click on the Goto 2 symbol in the Xesar Installation Manager or Xesar Periphery
Manager.

@ Close the Xesar Periphery Manager before you shut down the client PC
(important for the coding station).

Click on the Stop ® symbol, to disconnect the Xesar Periphery Manager from the

browser.
Right-click the symbol Exit , to close the Xesar Periphery Manager.
The Xesar Periphery Manager symbol is in the taskbar.

@ The Xesar Periphery Manager is not closed when you click the x symbol in
the program window.

If you do not exit the Xesar Periphery Manager correctly, an error may occur
the next time you start the Xesar Periphery Manager. In such a case, the
Xesar Periphery Manager must be reconfigured.
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Commissioning Xesar software

1st Step

9

Settings

User groups

2nd Step

3rd Step

4th Step

Persons

]

Access media

General information on commissioning

New settings and changes must be saved before leaving the respective screen. If this

is not done then the original settings are retained.

Click on the csv or xlsx icon. All lists can be exported and printed as .csv or .xlsx

files. The original file must use 65001: Unicode (UTF- 8) is used.
Mandatory fields are marked *.

Clicking on the ? icon displays the corresponding help text.

Double-clicking on the column divider adjusts the column width to the column header.

The resulting formatted list depends on the number of columns and the screen dis-

play.
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Settings

17.2.1 Security settings

XESAR 3.2

access to security

Xesar » Settings

~ Security settings

days
- 14 +
o days Y
- +
90%

= ® +

Passive access media: after

12 days and 14 hours
Smartphones: after 12 days and
14 hours

hours

- 72 ‘+-'

hours

- 8 \ 5

nended validity
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Validity duration and authorisation period of the ac-
cess media

1] (2] (3] 4
Beginning Authorisation period End
Default validity duration of Default validity duration of the access
the access medium medium

Validity duration
extension thres-
hold

Validity duration ex-
tension threshold

Earliest possible Update
Latest possible Update
Earliest possible Update
Latest possible Update

0000

Standard validity duration of the access medium

The standard validity duration is the preset period during which the access medium is
valid after it is updated on the coding station or Xesar online wall reader.

The standard validity period can be set individually when issuing access media.

Once the standard validity period has expired, the access medium becomes invalid
and may need to be updated at the coding station or on the Xesar online wall reader.
The shorter the standard validity period, the more secure the system is, as the access
medium becomes invalid sooner.

Standard validity period of a smartphone:

The standard validity period is the preset period during which the smartphone is valid
as an access medium after updating via the Xesar Mobile Service (XMS).

The standard validity period can be customised in the Xesar software.
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When the standard validity period has expired, the access medium becomes invalid
and must be updated via XMS. This is done automatically as soon as a connection to
the Xesar system is established.

The shorter the standard validity period, the more secure the installation is, as the
access medium becomes invalid sooner.

The recommended validity duration is 14 days.

@ The maximum validity duration that can be set is 7300 days (approx. 20
years) for passive access media and 1095 days (approx. 3 years) for smart-
phone.

Extension threshold for the validity duration of an access medium:

The extension threshold of the validity duration defines the time range in which the
validity duration of the access medium is extended at the coding station or the Xesar
online wall reader.

It is recommended to extend the validity of an access medium (passive ac-
- cess medium or smartphone) after 90 % of its validity duration has expired.

Default authorisation period for replacement media:

According to the system default setting, the standard authorisation period for repla-
cement media is 72 hours. The default authorisation period can be set individually
when issuing replacement media (see chapter “"Access media”).

Automatic user logoff:
For security reasons, the user (e. g. receptionist, administrator or maintenance tech-
nician) is automatically logged out of the user login (user and login) after the preset

period of time. To be able to operate the Xesar software, the respective user must log
in again.
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17.2.3 System settings

IP Serveraddress
Scheduler daily execution time

Logo: Drag & drop or ¢lickto %

-2

access to security

IP address of the server:

The IP address is required to connect the coding station to the server (the IP address
is written to the configuration file). The IP address is also required when adding a
coding station to the system.

In the case of local installation, the IP address of the local installation is automatically
displayed in the input field.

Daily execution time:

The daily execution time is the time of system time synchronisation. In addition, the
daily execution time is used for the following Xesar online wall reader configuration
settings with the Xesar software (backend).

e Complete blacklist transfer to the online wall reader. Securely blocked access
media are removed from the blacklist.

e Personal event entries are anonymised after the defined time has elapsed.

e Maintenance tasks are generated three months before the first time changeover in
the year.

e Creation of maintenance tasks to update the calendar days on the components.

e The backup status is updated.

@ Always select a time as the daily execution time when the system is running
and the Xesar online wall reader is online (e.g. office hours)!
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Logo:

The logo is displayed on the dashboard in front of the names of the installations. If
you want to add a custom logo, please note the following specifications:

2 MB
jpg, png, gif, svg

Maximum file size:
Possible file types:

Settings relating to personal data:

The personal reference settings specify if and how long personal event data is stored.

When entering the settings, note your company's data protection require-
ments.

®

Default for persons Days

Default for access points

There are three data storage settings for persons and access points:

e Don’t save
e Save forever
e Save for limited time (setting range in days)

( Default for access points

Person and component-specific settings are defined in the tiles “Persons” or “"Access
points — Component”.
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Settings for the Xesar tablet:

For security reasons, the use of the Xesar tablet for system-related mainte-
nance tasks is protected by a PIN code. The PIN code request on the tablet
can be deactivated.

Management of data on the Xesar Tablet:

Data should be retained even after the tablet is switched off.

This is useful if it is not possible to establish a WLAN connection between the
tablet and the system at the installation where the components are installed.

Important:
When the function is activated, safety-relevant data are available on the tab-
let. Make sure that the tablet is only operated by authorised persons.

Change the preset PIN code when you use the Xesar tablet for the first time.

A Xesar Lablet seltings

PIN code for adding compenents

PIN code required

Management of the data on the tablet

v/ Keep data on the tablet

— PIN code

User groups:

The authorisations for users are defined within the user groups.

Users manage the system using the Xesar software. Any humber of users can be
created with various authorisations (depending on their function). These different
authorisations are defined in the user groups.

Depiction of all predefined user groups:

Users can be assigned to predefined user groups. User groups that have been prede-
fined cannot be deleted.

A user can be assigned to multiple user groups.
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Note: If a user is assigned to several user groups, the authorisations for the
corresponding user are cumulative.

esar > User groups

& Name Description 4 Number of active users 4 Number of deactivated users

The following predefined user groups are available for selection:

System administrator
may modify user passwords

Installation manager
has all authorisations but may not change user passwords

Maintenance technician
has limited, maintenance-relevant authorisations

Partition manager
has limited, administration-relevant authorisations

Front desk
has limited, reception-relevant authorisations

XESAR 3.2 166 / 41



XESAR 3.2

Example: installation manager user group
The users in the user group have all read and edit permissions:

Name *

'oups > Installation administrator

S,

(EVVA)

access to security

The authorisations of these predefined user groups cannot be changed.

If required, copy a predefined user group and change the authorisations.
Give this individual user group a meaningful name and save it.
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T The authorisations are grouped as tiles on the
dashboard.

The following authorisations are defined in each
authorisation group:

e read-only authorisations
wZones [ selectreacing () Selecta o all authorisations are selected.
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For example, the individual user group "Front desk main entrance", has rights of the
basic front desk user group @ and additional reading and editing rights for persons
settings:

esar » User grougs > Add user group

‘- Description -

Copy authorisations from
eFront desk

“ Genera Select reading Select al

v ViewAllPersons

V' ChangePersonData

Use the predefined user groups as the basis for assigning authorisations to
- users.

@ Special authorisation groups can be generated as required. In such cases,
please contact the EVVA Technical Office.

Possibility to restrict admission authorisation profile:

Only designated authorisation profiles can be assigned by users belonging to the re-
spective user groups.

Example:

For example, users in the user group front desk may only assign access media to the
authorisation profiles of employee, trainee, cleaner and shift worker. Users in other
user groups may also assign the authorisation profiles supervisor, assistant, fire bri-
gade and master key to an access medium.
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~ Authorisation profiles

Selectall

V| Berechtiqung 1
/ Berechtigung 2
/| Berechtigung 3
/| Berechtigung 4
 Buro
Fire brigade authorisation profile

Master key authorisation profile

Users

Users manage the system using the Xesar software. Any number of users can be
created with various authorisations (depending on their function).

A new user can be added using the ‘Add’ icon. The number of registered users is di-
splayed in the User tile.

Users are also persons who have access authorisations in the system with access me-
dia assigned to them.

All registered users are displayed in the user overview list.

The users su (super administrator) and admin (administrator) that were created du-
ring the initial installation cannot be changed or deleted.

e su
the system administrator is the only person authorised to change passwords

User groups

e admin
has all rights

User groups

cetechnician  Installation agministrator  Front cesk ctem administrator  Partition agministrator
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B csv xls.

No active filter e

New users:

If you want to create a new user, the following input fields are available for this pur-
pose:

Mandatory fields are marked with *.

User name
for the new user, e.g. Administrator 1

Description
additional information about the new user

Password

for login.

At least 6 characters; additionally, an evaluation of the security level of the password
is shown.

Re-enter password
Re-enter the selected password.

User groups
Selection of the user groups defined for the user. At least one user group must be se-
lected.

Person
(This field is only displayed after saving for the first time)

The user function can be assigned to an individual, e.g. maintenance technicianl >
Hans Huber.

The personal reference has purely informational value and no functional ef-
fects.
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Status
Users can be set by admin to active or inactive. Inactive users cannot log in.

{esar > User > Add user

A User ?

[— Username *

[— User groups *

Status

V| Active

Download configuration

The respective user certificate (configuration) is downloaded. The user certificate is
required for secure third-party system interface actions (e.g. personal data import via
the third-party system interface).

Status,

V' Active

Last login
8/10/2021 14:.08

4 Download configuration

Calendar

(iz)

Calendars

Use the calendar function to manage holidays, such as public holidays or company
holidays within a calendar year. Exceptions to time profiles are possible on these holi-
days. The number of calendars is displayed in the Calendar tile.
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A maximum of 5 calendars with a total of 50 different holidays can be defined.

@ A holiday (e.g. Christmas) may only occur in one calendar.

Xesar > Calendars

+ csv xls

esar > Calendars > Feiertage bis 2035

z
EREENTTO

BHEELEERER

5

Delete all holidays

Import calendar

You can import and further process existing calendars in the file format .ics or .csv.

@ You cannot import calendars where the current day is marked as a holiday.
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Time profiles:

Time profiles

Both office mode time profiles (automatic permanent opening for Xesar access com-
ponents) and time profiles for authorisation profiles of persons or access media, are
defined in time profiles.

Additionally, times for the automatic closing of a manual office mode (manual perma-
nent opening) are defined.

If no office mode time profile is assigned to a Xesar access component, only authori-
sed access media have access.

If no time profile is used when creating an access medium, no access time restriction
applies to this access medium - the access medium therefore has permanent access.

Office mode:

The Xesar office mode allows access components to have automatic and permanent
time-controlled access. In office mode, Xesar components allow access in the defined
time slot even without an access medium.

Example:
A business premises is open from 8:00 am to 4:00 pm. The office mode time profile
is from 8:00 am to 4:00 pm.

Access through the entrance door of the business premises with this time profile is
available to all persons without an access medium between 8:00 am and 4:00 pm.
The Xesar access component automatically switches to Open at 8:00 am and to Clo-
se at 4:00 pm.

@ Office mode can be terminated manually at any time with an authorised ac-
cess medium.
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Shop mode:

Shop mode is an extension of office mode. Office mode is not started automatically
at the defined time, but only after a one-time identification with an authorised access
medium.

Example:

An office mode with a time slot of 8:00 am to 4:00 pm has been defined for a shop.
Additionally, shop mode is activated on the Xesar access component of the entrance
door.

If an employee with an authorised access medium is late and is not in the shop befo-
re or at 8:00 am, the entrance door remains closed despite office mode. Only when
the employee arrives at the shop (even after 8:00 am) and opens it with an authori-
sed access medium, will office mode be started.

This prevents office mode from automatically opening the door even when no emp-
loyee is present.

Manual office mode:

Within Xesar, manual office mode means the manual activation of a permanent re-
lease of Xesar access components. For the function, both the corresponding Xesar
access component and the corresponding access medium must be authorised via the
authorisation profile. Set the manual office mode in the respective menu item under
Access point and Authorisation profile.

Manual office mode is activated by holding an authorised access medium to the Xesar
access component twice. A corresponding visual and acoustic confirmation is issued
(see system manual, chapter ‘Event signalling’).

Manual office mode is ended automatically at the defined closing time or manually by
holding an authorised access medium at the Xesar access component twice. A cor-
responding visual and acoustic confirmation is issued (see system manual, chapter
‘Event signalling’).
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Activating manual office mode and shop mode:

Open Xesar > Access points > Main entrance

Manual Office Mode

v Enable Manual Office Mode

Shop Mode

V| Activate Shop Mode

Open Xesar > Authorisation profiles > Users

Kesar > Authorisation grofiles > Berechtigung Biiro

Manual Office Mode

V' Enable Manual Office Mode

Time profiles view:

esar > Time profiles

Add Office Mode ume profile Add ume profile

No active filter

& Name A Type 4 Description

@ The times in the input fields can be entered numerically or using the arrow
keys.
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Access without authorisation is possible at defined times. The Xesar access compo-

nent is then ready to open the door.

@ You can create a maximum of 24 time slot series.

In total, a maximum of 5 different time slots or times per weekday or calen-

dar can be added.

Error while saving

' In total, a maximum of 5 different time slots or times per weekday or calendar can be added.

@

Example - office hours:

Monday to Friday from 8:00 am to 12:00 noon and 1:00 pm to 6:00 pm and Satur-

day from 8:00 am to 12:00 noon.

Access times

Days Access times

New access times

Mo Tu We Th fr Yl sa Su

08:00 eo] 12:00

+ Add time interval

Holiday access times define deviations from time slot series within which modified ac-

cess times or access prohibitions apply.

"No access times" means that no access is possible on holidays defined in the calen-

dar. All existing calendars are displayed.

~ Access times on holidays

Calendars Access times
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Automatic closing times:

Automatic closing times define times at which the manual office mode (manual per-
manent release) ends automatically. This ensures that a manually started office mode
is safely terminated at the defined time.

The manual office mode can only be activated at defined Xesar access components
and with authorised access media by holding the access media to the Xesar access
component twice.

@ A maximum of 35 time series are possible.

Example:
Closing time Monday to Friday, 8:00 pm each day

Automatic closing times

~ Automatic closing times ?

Days Automatic closing times

Mo, Tu, We, Th, Fr

20:00 .@

Automatic closing times on public holidays:

The closing time can be changed for holidays.

»~ Automatic closing times on holidays 2

Calendars Automatic closing times
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Time profiles can be added for persons and access media.
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@ You can create a maximum of 24 time slot series.

Limits to authorisations:

Example, access times for employees:

Monday to Friday from 7:00 am to 7:00 pm and Saturday from 7:00 am to 1:00 pm.

Time slot series

~ Define time slot series

§ Days § Access times

«

=]

Weekly: Su Mo Tu We Th M Fr sa

Time series exceptions:

Time slot series exceptions define deviations from time slot series, such as holidays,

on which changed access times or access denials apply.

No time slot series means that there is no access on holidays defined in the calendar.

All existing calendars are displayed.

~ Time slot series exceptions

# Calendars # Access times
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17.7 Installation points

o Access points
7

All access points with system access components are created and defined in the ac-
cess points area. An access point can be a door or another application, e. g. lift.

List of access points:

Online status:
describes whether a component is online-capable and whether it is connected to the
Xesar software

ID:
Unique identification (designation), e. g. room number according to building plan

Name:
Unique name or description, e. g. main entrance

Description:
user-defined description of the access point for a better understanding, e. g. central
access, escape route to assembly point

Type:
user defined, e. g. glass door, locker or automatic door

Component type:
installed component at the access point

Bluetooth functionality:
describes the Bluetooth status of the component, e. g. without Bluetooth, Bluetooth

activated, Bluetooth deactivated

Life cycle status:
describes the current status of the component, e. g. prepared for adding

Last status change:
time of the last synchronisation of the component with the Xesar software

Battery status:
shows the battery status of the component: full or empty
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Maintenance task:
Shows open maintenance tasks for the access point, e.g. component configuration,
removal, add, firmware update

Name of the Xesar tablet:
Name of the tablet with the synchronised open maintenance task for the installation
location

aPPereP;

17.7.1 Add access point

Select the desired access component.

17.7.2 Describe access point

If you want to create a new access point, you can select from the following input
fields:

Mandatory fields are marked with *.

ID:
unique identification (designation), e. g. room number according to building plan

Name:
unique name or description, e. g. main entrance

Description:

user-definded description of the access point for a better understanding, e. g. central
access, escape route to WienerbergstraBe assembly point
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Type of access point:
user defined, e.g. glass door, locker or automatic door

xesar > Access points > Add access point

Opening duration:

The opening duration defines the period of time that the access component will grant
access after authorisation before disabling (locking) access again. The corresponding
opening duration is Short or Long. The opening duration is defined for the respective
person or access medium and triggered when authorisation is granted at the access
component.

The assignment of the opening duration to the person or the access medium is car-
ried out in the person and access media settings.

Opening duration

Short Long

+ | seconds + | seconds

Time profile:
selection of the office time profile mode

Logging:
definition of the access event recording type and the duration of data recording

Manual office mode:
manual office mode is active or inactive

Shop mode:
shop mode is active or inactive

Bluetooth:

for components with Bluetooth functionality, this can be activated or deactivated.
Changes are made via maintenance tasks.
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The component does not have to be removed from the system for this.
The status of the component is displayed in the software after it has been
added.

Logging Days
Save for limited ime - 30 >

Manual Office Mode

/! Enable Manual Office Mode

Shop Mode
/| Activate Shop Mode

Bluetooth

V| Aktiv

@ The Office mode is a time-controlled permanent opening of the access com-
ponent. In the defined period - e.g. office hours or business opening hours -
access is possible without authorisation.

The Shop mode is only started when an authorised access medium is held
to an access component.

Areas

Access points can be merged into areas. This is useful if several access points have
the same characteristics, e. g. the same authorisations, organisational affiliation, such
as departments or building sections.

@ A maximum of 95 areas can be user-defined for each installation (partition).

The area Installation is automatically created when the system is created. It contains
all access points and cannot be changed or deleted.

If this area is selected for an authorisation profile, then all access points are affected.

@ It is not possible to import a Xesar 2.2 system with 96 areas. Therefore, re-
move an area from the Xesar 2.2 system before importing.
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ezar > Zones

4= csv xis

No active filter

A Name % Description

1

% Number of acces...

Example - display office area:
Mandatory fields are marked with *.

Name:
Name of the area

Description:

supplementary information relating to the name

Access points:
shows the selected access points

# Zone

rName *
Description
Fiter: | [ Access media § Persons
~L
a1 # Name $ Description # Type Compenent type

c
c
c
8

A

Select access points:

select the access points for the area by ticking the box

in the first column.
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~ Access points

No active filter ~

-

$I0 & Name # Description % Type Component type

*8™™®®™"

Authorisation profiles

o 7

Authorisation profiles describe spatial and temporal access restrictions for access me-
dia. These access media can be assigned to persons. This means that a person with
an access medium only has access to the access points and areas defined in the aut-
horisation profile and only at the defined times. Access will be denied at other instal-
lation points and outside the defined times.

An authorisation profile can be assigned to many access media (e. g. all of the people
in a department with the same authorisations).

Only one authorisation profile can be assigned to each access medium. In addition to
this authorisation profile, a maximum of 3 individual authorisations for access points
or areas with time profiles can be assigned to each access medium. (This is necessa-
ry, e. g. for access to lockers.)

If no access points or areas are assigned to an authorisation profile, the column Sta-
tus authorizations in the overview list contains the entryNo.

@ A maximum of 32 installation access points may be allocated to an authorisa-
tion profile.
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Xesar > Authorisation profiles

No active filter v

A Name # Description # Authorisation status

Authorisation profile:
Mandatory fields are marked with *.

Name:
Name of the authorisation profile, e. g. shift worker

Description:
Additional information to the name, e. g. only for late-shift workers

Manual office mode:
When Manual Office Mode is activated, all persons or access media have permission
to activate Manual Office Mode on authorised access components.

Standard time profile:
Selection from the time profiles

@ The standard time profile may only use time profiles with a maximum of 12
time slots.

esar > Authorisation profiles > Schichtarbeiter

~ General data ?

f:r\!ami‘ 531

Description

Manual Office Mode

Enable Manual Office Mode

Default time profile
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Selection of installation points:

A Access points

No active filter

4
el Entries 1-4 of 4 (4 tota
D aID 4 Name 4 Description 4 Type 4 Component type
BOO Office Biro Tii e
e
Hoo2 Office 02 B T i
O woos Eingang
7004 L Stanlic ’
Access to the selected access points:
~ Access points
/
a ID 4 Name 4 Description 4 Type 4 Component type
BOO1 Office Baro Tar
C
2 Office 02 Buro T r_
J
2004 Lag Lag 5 ’

17.10 Persons

Persons

O

The "Persons" area defines all relevant information on the persons authorised in the
installation. Persons in a installation can be assigned one or more access media with
different authorisation profiles.

Persons can also be users with corresponding rights (according to the corresponding
user group).
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Display persons list:

esar > Persons

&= csv s

No active filter b

o )

A Lastpame | A Firstn 4 ID  Numberofaccess media | Default authorisation profile External Not up to date access media

Mandatory fields are marked with *.

First name:
The person’s first name

Last name:
The person’s last name

ID:
The abbreviation used for the person, e.g. initials

Number of access media:
The number of access media assigned to the person

Authorisation profile:
Selection from the authorisation profiles; is written to the access medium, which is
assigned to the person, as the default authorisation profile.

External:

Yes - The personal data record is managed by a third-party system via the third-par-
ty system interface.

No - The personal data record is managed manually in the Xesar software

Not-current access media:

Yes - at least one of the person’s access media is not up to date and must be upda-
ted by holding it to the Xesar online wall reader or placing it on the coding station.
(The status tile Non-current access media is yellow on the dashboard.)

No - all of the person’s access media are up to date; it is not necessary to hold the
access media to the Xesar online wall reader or place on the coding station.
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17.10.1 Adding a person

esar > Persons > Add person

rF\r’st name*

Authorisation profile
Opening duration
Logging

External

Number of access media

Mandatory fields are marked with *.

First name:
The person’s first name

Last name:
The person’s last name

ID:
The person’s abbreviation, e.g. initials

Authorisation profile:
Selection from the authorisation profiles; is written to the access medium assigned to
the person as the standard authorisation profile.

Opening duration:

The opening duration Short or Long is activated on the access component if access
is authorised.

Logging:
Type of event recording - accesses can be recorded indefinitely or for a limited period.
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Duration:
Enter the recording duration in days, if time-limited recording has been defined.

External:

Yes - The personal data record is managed by a third-party system via the third-par-
ty system interface.

No - The personal data record is managed manually in the Xesar software

Number of access media:
The number of access media assigned to the person

Access media

r

Access media

Access media are used to open doors using existing authorisation and to transfer sys-
tem-specific security data between the access components and the management soft-
ware via the XVN virtual network (Xesar virtual network).

In the Xesar access system, access media in the form of cards, key fobs, key cards,

wristbands and stickers can be used as passive RFID media, as well as smartphone
with BLE functionality.

New access media

When a new access medium is placed on the coding station, the following input field
appears:

New access medium =

ID:
(Identifier or label is not a mandatory field)

You can assign the access medium an access medium description (e.g. Hans Huber
garage, visitor 1 or room 23).

An ID can be assigned or changed at any time in the detail view of the access me-
dium in the Xesar software.
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@ The label of an access medium is not anonymised when the accesses (perso-
nal reference) are not to be recorded. This means that the label should not
include any personal reference, e.g. Hans Huber. This identifier is the respon-
sibility of the user who issues the IDs for the access media.

@ In order for the ID of the access medium to be displayed in the event list, it
must be assigned to a person. In the case of media with fire service or gene-
ral master key authorisation, if it is not to be assigned to a specific person, a
“fire service” or “general master key” person must be created and assigned
accordingly.

After confirmation, another page appears with the following display and input fields:

Access medium KACOS =) —

Validity period (access medium)

Validity duration

W] Use default value — 14 +  Days

Person

Authorisation profile

Begin of authorisation
06/12/2022 18:25 X

Mandatory fields are marked with *.

Status:
Current status regarding validity and up-to-dateness.

Validity interval:
Selection of the time interval after which the access medium must be updated at the

Xesar online wall reader or coding station (validity is extended).

Validity duration:
Information regarding the period for which the access medium is valid.

¢ Default value:
is defined in the general security settings.
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e Individual:
Entry from 1 day up to max. 7300 days (approx. 20 years) and 1095 days (ap-
prox. 3 years) for smartphone.

Person:
The access medium can be assigned to a registered person. Several access media can
be assigned to one person.

Access medium (substitute access medium) - The field only appears with a new
access medium:

In order to create a replacement medium, the access medium to be replaced for the
person selected above is selected here with his or her authorisation profile.

Authorisation profile:
Selection of the desired authorisation profile.

Begin of authorisation:
Point in time when authorisation of access medium begins. The time can also be in
the future, e.g. for hotel bookings.

End of authorisation:

The time for the end of authorisation and validity of the access medium (e.g. end of
work placement).

After this date, the validity of the access medium can no longer be extended.

Individual authorisations:

In addition to an authorisation profile, up to 3 additional individual authorisations can
be assigned to an access medium.

Up to 3 access points or areas can be defined, each with a different time profile.

An individual authorisation does not have authorisation for manual permanent ope-

ning.
Individual authorisations:
Access point / zone Time profile
A Biros v v —
Access point / zone Time profile

r Access point [/ zone Time profile
|+ Lager : —_

17.11.2 Add Smartphone as access medium
The following requirements must be met to open a Xesar system with a smartphone:
e Xesar software version 3.2 or higher is installed.
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e Xesar components have Bluetooth function activated.

e Smartphone (iOS or Android) has Xesar app installed and authorised.

access to security

To register and for updates, the smartphone must be connected to the Xesar
system via the Internet.

®
®

Here you can set the standard access authorisation for smartphone - but not
for passive access media.

Add a smartphone as an access medium.

Xesar > Access media

Serial processing Add smartphone esv

No active filter

v D 4.. & Person 4 Dateofis...

. L. & Accessmediat.. 4 Currentstatus

martphol @:‘ em
@:':
H... Smartpho :‘

4 Required... & Writeable

v

o 2

Individual a...

No
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Press the Add smartphone button @ to open the details page.

Xesar 3.2dev

esar > Accessmedia > Add smartphane

& &

(o)

14 +| day(s)

General data:

Status:
Current status regarding validity and up-to-dateness.

ID:

(Identifier or label is not a mandatory

field). You can assign an access medium designation to the access medium (e.g. Hans
Huber garage, visitor 1 or room 23). You can

assign or change an ID at any time in the access medium detail view in the Xesar
software.

Telephone number:
Entry is only necessary if the registration code is to be sent by SMS (not a mandatory
field).

®

Correspondence language
Select the language of the standard SMS message sent to a smartphone.

The phone number of the smartphone must start with + and country code,
and may contain max. 50 characters (+, 0-9 and spaces).

Issue date:
Date of the first issue of the access medium.
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Issued by:
Name of the user who issued the access medium.

Last synchronisation:
Time of the last update.

Validity interval of the access medium:
Displays the time interval until the access medium is updated again via XMS (Xesar
Mobile Service). An Internet connection is required for this.

Validity duration:
Information regarding the period for which the access medium is valid.

@ Use default value:
This is defined in the general security settings under Default validity duration
of a smartphone.

Individual:
Define the validity duration of the smartphone (from 1 to max. 1095 days =
approx. 3 years).

Opening duration:

The opening duration defines the time during which the access component can be
opened before it disengages (locks) again. The corresponding opening duration is
"Short" or "Long". The opening duration is defined for the respective person or access
medium and is triggered when authorisation is granted for the access component.
The opening duration is assigned to the person or access medium in the person and
access medium settings.

Authorisation:

~ Authorisation 2
Person

Authorisation profile

Begin of authorisation
Now X

End of authorisation

Person:
The access medium can be assigned to a registered person.
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Several access media can be assigned to a single person.

Authorisation profile:
Selection of the desired authorisation profile.

Authorisation begin:
Point in time when authorisation of access medium begins. The point in time can also
be in the future, e.g. for hotel bookings.

End of authorisation:

The point in time at which the authorisation and validity of the access medium ends
(e. g. completion of a work placement).

After this time, the validity of the access medium can no longer be extended.

@ The fire service authorisation profile is not applicable for smartphone.

Individual authorisations:

~ Individual authorisations 7

Access point / zone Time profile

In addition to an authorisation profile, up to 3 additional individual authorisations can
be assigned to an access medium.

3 installation access points or areas can be defined with different time profiles.
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Registration:

~ Reqgistration
Status
Unregistered smartphone

Registration code

The smartphone is added to the installation with the registration. The registration
code is generated after saving the entered data and sent by SMS to the specified te-
lephone number. If no telephone number has been saved, the code can also be copied

and sent to the smartphone by email. The code can also be transferred to the smart-
phone using a QR code.

@ If authorisation is granted at the same time as smartphone are added, Key-
Credits are required for this promotion (unless a lifetime licence has been
purchased).

Make sure that there is enough KeyCredits credit available.

A Registrierung
Status
Smartphone nicht mehr verkniipft

Registrierungscode

lich (2.8. um einen Smartphone-Tausch durchzufuhren) geloscht
en, filhren Sie zunéichst die kostenpflichtige Transaktion zur Abbuchung der KeyCredits durch.

dung aktiv ist, gehen Sie bitte auf die EVVA-Webseite xesar.ewa.com

Neuen Registrierungscode generieren

The generated registration code is valid for 48 hours. If it is not used during this time,
a new code can be generated and sent.

After successful entry of the registration code on the smartphone, the registration
status changes to

"completed". If necessary, an output log can be created and handed over.

A Registration

Status

« Registration completed

Issuance protocol X
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Change smartphone authorisations

Authorisation changes in the Xesar software and updates are automatically transfer-
red over-the-air to the smartphone via the Xesar Mobile Service (XMS). This requires
an active Internet connection.

Delete authorisations

Deleting smartphone authorisations
An active Internet connection is required.
All authorisations, including individual authorisations, are deleted on the smartphone.

The smartphone remains in the installation and can be authorised again.

No blacklist entry is generated.

Resend Permissions

An active Internet connection is required.
All authorisations are sent to the smartphone again.

4% Block smartphone

4% Revoke smartphone

Withdraw smartphone
An active Internet connection is required

When the smartphone is withdrawn, all authorisations are deleted.
No blacklist entry is generated
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Block smartphone authorisations

The smartphone is blocked in the installation and a blacklist entry is generated. To
guarantee the security of the installation, perform the blacklist distribution mainte-
nance task.

®

®

If the smartphone is withdrawn or authorisations are cancelled, authorisati-
ons are only deleted after the transfer has taken place. This is not guaran-
teed if the smartphone is not physically present.

If the smartphone is offline or unreachable, it cannot be ensured that the
authorisations have actually been withdrawn. If there is uncertainty about
the whereabouts of the smartphone (e.g. if it has been lost), we recommend
to deactivate the smartphone. (The smartphone should be deactivated direct-
ly by the system operator). A blacklist entry is generated) and maintenance
tasks perform.

If the app on the smartphone is erroneously deleted, the authorisation can
be sent to the smartphone again with "Generate new registration code”.

Smartphone or SIM card replacement

Access authorisations are generally stored in the Xesar app on the smartphone.

e Smartphone replacement
The Xesar app must be deleted from the old smartphone. After updating via XMS,
the status changes to "Smartphone no longer linked”. Install the Xesar app on the
new smartphone. Now use “Generate new registration code” to register the new
smartphone. The existing data is retained.
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e SIM card or telephone humber exchange: Access authorisations remain on the
smartphone. No changes are necessary because the smartphone communicates
with the Xesar system via XMS (Xesar Mobile Service) and not via a GSM network.

®

Observe the information on installing and operating the Xesar app on the
smartphone (see chapter “Xesar app for smartphone”).

17.11.3 Existing access medium

After placing an existing access medium on the coding station (or for smartphone on
the details page), the following input window is displayed:

Status of the access medium:

Status

Visualisation

Explanation

Insecure blocked access medium

There are still unsafe access points

Secure blocked access medium

There are no longer any unsafe ac-
cess points

Unauthorised access medium

The access medium does not have
any authorisation

Currently valid

Currently invalid

Currently valid access medium that
becomes an invalid access medium
when updated

=0 @ ® ® & &

A currently invalid access medium
that reverts to a valid access me-
dium when it is updated

=@

XESAR 3.2
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# Status Visualisation Explanation
Currently invalid access medium @

8 with a validity period on the access
medium that lies in the future E

The access medium has been deac-
Deactivated (blocked) access me- ® tivated. There are no further unsafe
dium access points and the calendar no
longer plays a role

Validity period:
Selection of the period ending when the access medium must be updated again at the
Xesar online wall reader or the coding station (validity extended).

Validity duration:
Information regarding the period for which the access medium is valid.

e Default value:
is defined in the general security settings.

e Customised:
entry from 1 day to max. 7300 days (about 20 years).
Smartphone: from 1 day to max. 1095 days (approx. 3 years).

Person:
Person to whom this access medium is assigned

Begin of authorisation:
Point in time when the access medium is valid or has update authorisation
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From this point in time, the access medium is no longer valid or authorised for autho-

risation updating

Access medium KAQO8 =»
() ey s

Validity period (access medium)

Validity duration

VI Use default value

Person

Authorisation profile

Begin of authorisation

06/12/2022 18:25

End of authorisation
24/03/2023 00:00

+ Days

Individual authorisations:

Individual authorisations can be assigned to access media for 3 access points or areas
(e.g. for a personal locker or garage space).

Withdraw:

Click on the Withdraw button to revoke the medium. All settings except the identifi-
cation number are deleted. (The function is used, e.g. for access media of employees

who leave the company)

Access media can be reused. Therefore, do not use personal data as part of

the access media ID.

Individual authorisations:

—

Access point / zone Time profile

& Biro2 I—l orke

Access point / zone Time profile

B Fertigung 3 v

Access point / zone Time profile
Revoke

Issuing protocol

v
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Click on the Output log button to generate an access media output log with all rele-
vant data in .pdf format. The pdf file can be printed out and signed by the recipient

when they accept the access medium.

Create a new output log when authorisations are changed.

Xesar

Issuing protocol

Installation name: Fa. EVVA
First name of the person: David
Last name of the person: Gruber
1D person: NACD
1D access medium: KA&DOE
Opening duration: Short
Logging: Don't save
Duration of logging:
Authorisation interval: 17/11/2021 16:45
Validity duration: 14 days
Authorisation profile: Praktikanter
All autherisations: Access points
Zones
Installatior
Individual authorisations: Access point / zone
Fertigung 2
Bidro 1
Date issued: 17/11/2021 18:49
Issued by: Helmut

171121, 18:52 Mesar - Fa. EVUA

1172021 18:45

Time profile
Time profile

Time profile

Signature
Revocation
Signature

hiltps:fapp. service xesar- BB app/identiicationMadia

XESAR 3.2
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17.12 Add access components

When delivered, access components are in construction mode. The access component
must be added to the system to function in the Xesar system.

After defining the access point in the Xesar software, the access component is ready
to be added to the system.

A 1D % Name % Description % Type % Compone... % Component status

Eingang 1 Haupteingang Wi.. Automati Tur

A configuration task is generated in the Xesar software to allow the addition of an ac-
cess component.

This is synchronised to the Xesar tablet and, from Xesar 3.2, executed by the Xesar

tablet using wireless synchronisation on the G2.1 access component. With older ac-
cess components, synchronisation is performed using a connecting cable.
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Xesar Mobile Service (XMS) is an OTA (over-the-air) cloud service that enables secu-
re communication between a smartphone and Xesar offline systems. Authorisations
and their updates are sent via this connection. The Xesar system and the smartphone
must be connected to the Internet. If one of the two components is offline, communi-

cation is delayed until the connection is re-established.

Communication is protected against misuse or manipulation by means of TLS encryp-

tion.

nternet, TLS
AES-GCM-256

Ly

Internet, TLS

Microsoft Azure

%,

<s

Xesar
[ x ] = 8

(] (] E % L]

awn
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19 Xesar app for smartphones

The Xesar app for smartphone with iOS or Android operating systems can be dow-
nloaded from the respective app store and installed.

To allow the smartphone to be used as an access medium in a Xesar installation, it
must be added to the system and registered. (See chapter "Commissioning the Xesar
software”, adding a smartphone as an access medium.)

19.1 Xesar app installation

If the smartphone’s telephone number is entered in the Xesar software during smart-
phone registration, an SMS message is sent to it. This SMS contains a link that leads
to the registration code for the installation.

@ The sent link is valid for 48 hours. If not activated during this period, a new
registration code must be generated and sent by the Xesar software.

_ Here is your key (valid for
1 48 hours) for the Xesar

‘ system:
https://mss.akx.cloud/r/1/|

/VPQF7GPL27

Click on the link to go to the landing page.
Here you will find step-by-step instructions for installing and registering the Xesar

app.
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Copy the registration code to the clipboard.

XESAR Mobile

‘access 10 secunity

Step 1

Copy the registration code to the clipboard:
Copy

or enter it manually into the app: BMU4PKUNSS

2

Download the app from the app store for your device:

£ Download on the . GETTON
& AppStore | P> Google Play

3

Paste the registration code from the clipboard into the app.

u
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Download and open the Xesar app from the app store.

08:15 & o A1 01 98% M

¢ Q

X Xesar (Early Access)

EVVA Sicherheitstechnologie GmbH

3

PEGI 3 ®

® This app is in development. Be one of the
first to try it and provide feedback. See
details

About this app 2>

The mobile phone is the key. It locks doors and
programs identification media.

[ Tools j{ Early access ]

1l O <

Confirm the licence conditions and app authorisations.
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Add the registration code to the installation.

1545 A OO ° 2+l 83%@

&« Add access system

Please enter the registration code.

.

v0.0.1 (540)

[ @) <

The Xesar app starts and scans for components within BLE range.
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If an authorisation profile was also assigned when the smartphone was ad-
ded, authorised installation access points within range will be displayed.

1350 IEEAD 2l 90% 8

Bluetooth components *

Bluetooth components
within range

@ Biiro PM :

@_ Helmut's Driicker H

e_ Biiro 3 H
[l @) <
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Xesar app operation

The Xesar app allows you to open installation access points of one or more Xesar sys-
tems with a smartphone, provided you are authorised to do so.

Furthermore, permanent opening can be activated and deactivated at defined instal-
lation points.

@ When you start the system or swipe down on the display to open it, the app
automatically scans for authorised installation access points within range and
displays
them. Non-authorised components of a system are not displayed.

15:37 p 2 OO 2l 84% @

) Bluetooth components *

Bluetooth components
within range

Searching for Bluetooth components...

Take into account the Bluetooth range!
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19.3 Xesar app settings

Click on the gear icon to open the settings page.

The following settings are available:

Language
App language setting options.

15:32 iR G5 A @ =l 85%8@

& Settings

Add access systems:
Language English . .

gHag d Add additional Xesar systems (key ring

Add access system function).
Licensing conditions Licence conditions:

Display of EVVA licence conditions.
Licenses
Send feedback Licences

List of valid licences.
Send app logs

Send feedback:
Email link for sending feedback about the
Xesar app to EVVA.

Send app logs:
Send app logs to EVVA if service is requi-
red.

/0.0.1 (540) evva.com

1 O <
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19.4 Display of authorised Bluetooth components

Click on the down arrow to configure the display of authorised components.

Within range
Each access system (with individual authorisations)
All access systems (with authorisations)

15209 @p RT MO o =il 85% @
Bluetooth components Q
Authorisations for -
XesarCloudSHQ
within range
Fa. Home
EVVAWienFeldtest

Xesar 3.2dev

XesarCloudSHQ

all access systems

e_ Helmut's Driicker :
Jockes cylinder :

Lettore Murale OFF-LINE

ooo

NVE_EXBE :

A neutral honeycomb icon is displayed when one or more authorised installa-
tion components are out of range. It is not possible to open them.
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Click on the component line to begin opening.

16:39 wh = A @ Ll 77%m

Bluetooth components Q

Bluetooth components

within range

@ 4,0G - OWL Forschung Entwic... :
A_ suros _ :
D— SR6 :
D— Eingang :
A_ suros :
e_ Helmut's Driicker :
A_ e 4.06 Dricker :
, F&E 4.0G Zylinder :

[l @) <

@ Depending on the BLE connection, opening may take a few seconds.
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Successful opening is confirmed on the screen.

16:48 iy % B O il 76% @

Bluetooth components Q

Bluetooth components

e v
within range
4.0G - OWL Forschung Entwic...
D— SR6 :
D— Eingang :
e_ Biiro 5 :
e_ Helmut's Driicker H
e_ F&E 4.0G Driicker :
, F&E 4.0G Zylinder :
[l O <
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19.5 Activating and deactivating manual permanent
opening (manual office mode)

To access the manual permanent access point function, please click on the 3-point
icon located next to the access point location to open the submenu.

@ The Manual Office Mode function (permanent opening) is only available if
the function is activated in both the authorisation profile used and the access
point in the Xesar software.

16:51 oy 5 A @ &l 76%m 10:55 & B &l 94% 8

&« Biiro 3 * < Biiro 3 *
Key valid from 6/13/2024,1:20 PM Key valid from 12.6.2024,12:40
Key valid until 6/27/2024, 3:20 PM Key valid until 26.6.2024, 14:40
Activate permanent opening Deactivate permanent opening
[ @) < 11 @) <
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Click on the button permanent opening activate /deactivate, to change the
respective status. If the component was permanently closed, it is switched to the

permanently open state and vice versa.

16:54 uip % A @

&

Key valid from

Key valid until

Biiro 3

2l 76% @

*

6/13/2024,1:20 PM

6/27/2024, 3:20 PM

Deactivate permanent opening Q

16:54 mj o= B Sl 76%m
< Biiro 3 *
Key valid from 6/13/2024,1:20 PM
Key valid until 6/27/2024, 3:20 PM

Activate permanent opening @

@ Permanently opened

O

«

@ Permanently closed

11 @) -
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The message "Permanently open" is displayed when an access point is set
permanently to open.
A green bar in the list also indicates the permanent opening of the access
point.

10:55 a& P G al 94%m

Bluetooth components *

Bluetooth components

within range

@ 4.0G - OWL Forschung Entwic... H
@_ Biiro 3 -
e_ Biiro 5 :
c_ Helmut's Driicker H
e_ F&E 4.0G Driicker :
, F&E 4.0G Zylinder ;

[ @) <
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19.6 Favourites display function

Installation access points that are frequently used can be marked as favourites by cli-
cking on the star. They are displayed at the top of the “in range” view.

@ Several installation access points can also be marked as favourites.

15:48 & & B Sl 82%m 15:05 dp G2 GF G5 B o =il 87% 8
&« Biiro 3 * Bluetooth components *
Bluetooth components
Key valid from 13.6.2024, 13:20 within range
Key valid until 27.6.2024,15:20
c_ Biiro 3 g
Deactivate permanent opening
@ Biiro PM :
e_ Helmut's Driicker H
[l O < [ @) <
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Xesar system and installation
management

Xesar software consists of the Installation Manager and other software applications
such as Periphery Manager.

The Installation Manager installs and manages system-relevant Xesar system settings.

The Periphery Manager enables the connection and use of external components, such
as the coding station.

Xesar systems are managed on the management interface (dashboard) in the respec-
tive browser.

The dashboard provides an overview of the current security status of the Xesar system
and the necessary maintenance tasks.

The dashboard

The Xesar dashboard provides a clear overview of Xesar functions.

The dashboard is the place to manage access media, users, doors, areas and au-
thorisations. In addition, the dashboard displays warnings relating to insecure access
media and access points, as well as maintenance task instructions (battery status and
firmware status).

Fa. EVVA (E=@)=@®

Accesses with blacked

Access media ot up o date
2 access media
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The dashboard is composed of tiles (fields) whose colour indicates various functions:

Dark grey tiles are used for management purposes, such as the creation of areas,
access points or authorisation profiles.

¢ Light grey tiles mean that no actions need to be set.

¢ Yellow tiles indicate warnings or instructions. As soon as the associated tasks are
resolved, the tiles will become light grey again.

e The white support tile contains useful downloads, such as documents (e.g. the sys-
tem manual) or files for exchange with the EVVA Technical Office in your country.

20.2 The list filter function

For detailed evaluation or for a simplified presentation, lists are filtered according to
ohe or more criteria.

Filter settings that you need frequently can be saved as presets.

20.2.1 Manual filter

Click on the Open filter area @ symbol
Select the desired filter criteria @

Click on Filter ©

esar > Access points

+ o xis

Filter by e—. Yrilter A ._o

Cylinder Batlow x Online Componenten  x unsecure Offices  x

(2 2

Save filter-preset
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20.2.2 Filter presets

Click on the Open filter area @ symbol
Select the desired filter criteria @
Assign a name for your filter preset ©

Click on the Add @ symbol

(EVVA)

access to security

Click on the x @ symbol in the button field to delete a filter preset.

£52r > Access points

+ o
Filter by al
Cylinder Batlow x Online Componenten  x ecure Offices X Save filter-preset

o

¥ Filter

~

—0
—0

Apply filter preset:

Click on the button to activate Filter preset @ | @

The filter criteria @ are displayed

The filter results © are displayed in the list

Click on the filter preset button again @ | @ or on the Filter @ button to exit the

filter function.

Filter by

Cylinder Bat low Online Componenten

e—.FiI:ered by

Online state

Component type
@ Xesar onling wall reads

Component status

Maintenance task

e—’: o} A Name ¢ Componenttype % Component status

XFilter v

o

@ The number of filter presets per list is not limited.
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Click on the & symbol to open the

window to select the columns to be
shown and hidden. In addition, set

the maximum number of lines to be
displayed per page in the selection

window.

The settings made can be saved or re-

set. The saved settings are retained for
each individual user for all lists — even

after leaving the page

access to security

The list view can be customised according to needs and the size of the display.

<

.i\

Rows per page
10

Online state

ID

Name
Description

Type

Component type
Component status
Synced at
Battery state
Battery warning
Maintenance task

Name of Xesar-Tablet

Save & Reload

Reset & Reload

o
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20.3 My profile

The My profile @ menu item is located in the upper right corner of the dashboard.
(Alternatively, you can access the My profile page via the User field and by selecting
the user account.)

G

©—* pe

2530 > My profile

My profile directly provides information about which user is currently logged in (user
name) and is managing the system.

Changes to the user name and password can be made in the My profile area. When
a password is changed, an evaluation of the security level of the password is au-

tomatically displayed. The spectrum ranges from very weak (red) to very strong
(green).

20.4 KeyCredits (units)
The dashboard displays the current credit balance and KeyCredits to be deducted @.
Chargeable changes are

e Reissuing access media
e Changing authorisations

@10:@1 @ 2 B
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@ Blocking or withdrawing authorisations is free of charge.

KeyCredits

Currently, no changes are planned

with KeyCredit use.

E=Pn e

Chargeable changes are directly shown on the access medium when you create or

change authorisations.

Change chargeable

this chargeatle change?

Q0 O

This change is chargeable and costs KeyCredits, Please book the change at the top. Would you like 1o make

Acknowledge the messages.

You can make further authorisation changes, and conclude by confirming the

KeyCredits deduction.

The information about your KeyCredits is displayed on the dashboard.

8:@ (@

Pending changes will cost 1
KeyCredits. You currently have
318 KeyCredits. After the change
you will have 317 KeyCredits. Do
you want to make the changes and
deduct KeyCredits?

KeyCredits

Deduct KeyCredits

B
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@ With KeyCredit Xesar lifetime, all changes to authorisations and issuing

access media are included and do not need to be confirmed.

Note the information on recharging KeyCredits in the chapter “Installation Manager”.

Support

The following support options are available on support page:

Kesar > Support

About Xesar

e EVVA company information @

o Installed Xesar version with the versions of the Installation Manager, Periphery

Manager and Xesar maintenance app (2]

e Supplied firmware versions of the access components ©

¢ Link to the EVVA General Licence Terms (with download option) @

A Uber Yesa

0_. EVVA

Xesar 3
Version: 2.1 2
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20.5.2 Xesar help

e Link to the Xesar product page on the EVVA website @
e Link to the Xesar system manual on the Xesar product download page ©

e Link to the Xesar product page with information on downloading drivers for the
coding station ©

e Link to the Xesar EVVA support page @

Y P ? !

Xesar homepage at EVWWA = Xesar manual = Xesar driver = Xesar support =

20.5.3 Updates

e Download the current Xesar maintenance app @

e Download the current Periphery Manager @

O—* Download Xesar Maintenance app for tablet

©@—* Download Periphery Manager
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20.5.4 Downloading support information
You can determine which support information is compiled.

e Include statistical information (for example, number of access points, areas,
persons, identification media, blocked access media or access points per area) @

e All events or a limited number of events @

e Download the support information ©

——= Download support data

Download the support information as required. The anonymised system data
is required for fault analysis. After consultation, send the data to the EVVA
Technical Office.
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Maintenance and configuration
tasks

LN

Maintenance tasks

Maintenance tasks are configuration and maintenance jobs for access components,
such as

e Adding

¢ Configuring

e Firmware update
e Removal

The Maintenance tasks tile changes to yellow when a new task has been added. It
is automatically created by the system as soon as it is necessary to service an access
component.

@ Maintenance tasks are carried out on access components using the Xesar
tablet!

The user with the appropriate user group authorisation can synchronise maintenance
tasks using the Xesar tablet (all tasks or by area). For this, access authorisation to
the access points is not needed.

However, from a technical point of view, it is advantageous when the service techni-
cian has the access authorisation for the access points concerned. For this, he must
be given an access medium with the appropriate access authorisations.

@ Software updates can also be performed when there are open maintenance
tasks.
(No maintenance tasks may be open when upgrading from Xesar 2.2 to
Xesar 3.X.)
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Firmware update

mnn
Firmware outdated

The Firmware is not up to date tile is light grey if no tasks are open. Where appli-
cable, it becomes yellow and indicates the access components for which the firmware
is to be updated. Updating the firmware offers the following advantages:

¢ Potential errors have been eliminated

e Battery service life increased by adjustments

e New functions added

@ A maintenance task is automatically created if an access component does not
have the latest firmware.

@ You can also update the firmware without adding an access component to the
system.

Battery warning

g

Battery warnings
The Battery warning tile becomes yellow indicating all the access components for
which the battery is empty and in need of replacement.
If the battery voltage of a component falls below the defined value, the information
message “Empty battery” is triggered in the component and indicated by an optical

and acoustic signal.

After the battery warning is displayed on the component for the first time, up to 1000
openings are still possible.

The information message “"Empty battery” is transferred to the software using XVN
via the media or the Xesar tablet. On the dashboard, the “Battery warning” is dis-
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played on the yellow “"Battery warnings” tile. Clicking on the yellow tile displays all
components with a battery warning.

Execute the maintenance task and
replace the batteries as soon as possible.

@ After replacing the battery, connect the component to the Xesar tablet and
synchronise the Xesar tablet with the software. This will reset the battery
warning in the software.

@ A maintenance task is created for all affected access components.

Filter by

Filtered by
Battery status

4 Online... & ID 4 Name & Description 4 Type 4 Componenttype ¢ Compone.. ¢ Lastchan... # Batter.. ¢ Maintena.. & Nameoftne...

21.3 Coding stations

All active and inactive coding stations in use are listed in the Coding stations tile.

Xesar > Coding stations
= csv xls
No active filter ~
Entries 1 - 1 of 1 (1 tota ﬁ ?
A Name Description 4 Connected
erstation for Zutritsmedien | Diese Codierstation wurde automatisch vom Installation-Manager hinzugefiigt

XESAR 3.2 231/ 313



21.4

XESAR 3.2

(EVVA)

access to security

ations > Codierstation fur Zutrittsmedien

(Name *

Description

~ Local settings ?

V! Use coding station in this browser (note: Only one coding station can be activated in each browser).

4 Download configuration

@ When installing PC systems, the coding station of the admin PC is automati-
cally added by the Installation Manager. The coding station on the admin PC
is managed via the system’s configuration page in the Installation Manager.

See chapter “Xesar installation”.

To connect coding stations to client PCs, the Periphery Manager must be
installed on the client PC.

@ An active coding station is required to issue or update access media.

@ Install and configure the Periphery Manager to connect the Xesar software
and your system to the coding station. (See chapter “Link the coding station
to the Xesar software”.)

Online error

Online error

The Online error tile becomes yellow when an online error occurs. If the online wall
reader has not been linked to the Xesar software, you will be unable to update access
media on this online wall reader. However, the wall reader will function like an offline
wall reader.
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Please check if
e your Xesar network adapter is configured correctly

o the Xesar control unit is properly connected to the Xesar network adapter

21.4.1 Insecure access points

Insecure access points

The Insecure access points tile becomes yellow if an access medium has been
blocked and the blacklist at the access points is not up to date.

The blacklist update can be performed by the XVN or by a synchronisation between
Xesar software and access component with the Xesar tablet.

@ A maintenance task is automatically created as soon as there is an insecure
access point within the system.

21.5 Access media

r

Access media

Different types of access media are available for Xesar (see chapter “Access media”).

The number of access media displayed is the number of all access media in the system,
regardless of whether blocked or blank. Access media cannot be deleted from the list.
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21.5.1 Access media - batch processing

Xesar's batch processing function allows you to quickly and easily add several access
media to the Xesar system. The batch processing function is available in the Access
media tile in the batch process @ menu item

|
|
|
|
|
©®006O0;

®
e

To begin batch processing, enter the latest serial number to assign a serial number
to the access media in the Xesar software. If you do not assign a humber, the Xesar
system uses the default value and assigns the numbers automatically.

Click on Activate batch process and place the first access medium on the
coding station.

@ ID is e.g. the staff nhumber.

Current rterator * ID template *

Add many access media

Activate bulk process

oo12
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Click on Deactivate batch process to stop batch processing.

Current iterator * ID template *

Em

Start placing access medla on the coding station.

-
Deactivate bulk process |

. A

-
f
|

oniz

Deactivate access media

The access medium can be deactivated if a person’s access authorisation is to be sus-
pended for an extended period of time. The medium with the authorisation profile re-
mains allocated to the person. Access is deactivated until further notice by setting the
end of authorisation to the current time.

~ Authorisation
Person

Habicht (HuHa =

Begin of authorisation
07/12/2022 19:30 X

End of authorisation
07/12/2022 21:50 x

< December 2022 >

Mo Tu We Th Fr Sa Su

9 20 21 22 23 24 25 Time profile

Open the detail page of the access medium to be deactivated.

Click on the current authorisation end date (date and time, e.g. 7.12. at 21:35).
The medium is immediately deactivated.

Then update the medium at the online wall reader or coding station so that it no
longer has access to the system.

@ The access authorisation can be reactivated on the medium by setting a new
authorisation end time and then updating it at the online wall reader or at
the coding station.

@ No blacklist entries are generated in the system during this process.
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Withdrawing access media

Individual authorisations:

Access point / zone Tim

Revoke

An access medium can only be withdrawn when it is positioned on the coding station.
Only then is the Withdraw button visible. As part of this process, the saved data

on the access medium is deleted and data can once again be written to the access
medium.

The access medium remains in the list of access media.

Withdrawing an access medium deletes all data except for the installation key
in the memory.
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The function Delete authorisation @ is available for non-critical access media (e.g.
access media of persons who should no longer have access, e.g. external companies
in the building). Consequently, a blacklist entry is not created when access medium

authorisations are deleted, and a warning is not shown on the dashboard.

esar > Access media > KADDO2

Status

©

(1]
l

Delete autherisation

[_]E):::;J

Click on the Access media menu item on the dashboard and select the affected

access medium.

Blocking access medium (adding it to the blacklist)

Blocked @ access media are automatically added to a blacklist. The blacklist is
considered to be a security risk list. Persons with blocked access media are granted
access until each affected access component has been updated. This is either done
via maintenance tasks using the Xesar tablet or via the XVN (Xesar virtual network).

esar > Access media > KAOO1

Status

(©)

U]

[ oo

the system is secured fastest using XVN.
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The Xesar software dashboard indicates access points that have not yet been updated.
A maintenance task is created for each access point and the Insecure access point
and Insecure access media fields change to yellow.

2 r ©® @ ® @

Online communication > ‘Accesses with blocked ¥ .
i'w.errumalu Access media not up to date Not writeable access media Insecure access media

User groups

21.5.6 Not writeable access media

The Not writeable access media tile indicates that the internal memory of certain
access media is full (currently: 4 kilobytes). The tile becomes yellow if access media
that cannot be written to are in circulation. This is a security precaution. The right-
hand side shows the number of access media that cannot be written to.

Mot writeable access media
0

@ The Xesar segment on the access medium requires around 2 KB.

@ If the storage capacity of the access medium available to Xesar is exceeded,
the colour of the field changes to yellow. A maximum of 96 areas or 32 in-
stallation locations can be allocated to an access medium. A warning is dis-
played if the authorisation of the access medium is extended.
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Grouping together areas increases the access medium’s memory capacity.

insecure access media

Iy

Insecure access media

Insecure access media are created by blocking access media. In this state, the
blocked access medium can still open access components (see chapter “"Blocking an
access medium (adding it to the blacklist)”).

Access media not up to date

Access media not up to date
]

Access media must be updated after certain functions, e.g. a change in authorisation.
The field becomes yellow and thus shows that access media are not up to date and
must be updated.

Access media can be updated on the coding station or on the Xesar online
- wall reader.

Accesses with blocked access media

g

Accesses with blocked
access media

The Accesses with blocked access media tile indicates if and when the release of
blocked identification media has been made.

Keep the system up to date with maintenance tasks and XVN functionality.
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Logs
In Xesar, two types of logs are differentiated:

e Eventlog
e System log

Event log

Event log

The event log shows the log entries of events that have been triggered by inter-
action with electromechanical locking systems (e.g. access or rejection at access
components).

Event logging depends on the personal references settings in Settings as well
as the corresponding event log settings on the access components, in access
points, and the event log settings of individual users.

XAter v
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21.6.2 System log

System log

The system log documents any actions users carry out. This means that it records
events that are triggered by management tasks. In contrast to the event log, it does
not record events resulting from interaction with the electromechanical access system.

No active filter -

Click on the button 2 to call up the access point and make changes.

21.7 Xesar tablets (maintenance devices)

&)

Xesar-Tablets

The “Xesar tablets” view shows all maintenance devices connected to the system.
QR code in list view for IP and port of systems:

Scan this QR code with your Xesar tablet. The system’s IP address and port are
automatically transferred.

Xesar IP-addresses:  10.200.10.147
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Click on the Report loss @ button to remove the Xesar tablet from the system.

A Name ¥ Last synchronization date & User # Maintenance tasks avail... % Report loss

For further information, see chapter “Xesar maintenance app”.
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22 Xesar maintenance app

These instructions describe the operation of the Xesar maintenance app on the ARES
BLE 4.2 tablet for configuring Xesar access components with a Bluetooth Low Energy
communication interface as well as older access components with a USB interface.

The user interface is different if the Xesar maintenance app is operated on an
older tablet than ARES BLE 4.2. (See section “"Operating the Xesar mainte-
nance app on older Xesar tablets”).

22.1 Launch Xesar maintenance app

After switching on a new tablet, the start screen appears prompting selection of the
desired app for Xesar 2.2 or Xesar 3.x systems.

Xesar

INSTALL XESAR 3.1

INSTALL XESAR 3.0

INSTALL XESAR 2.2

Select the corresponding Xesar maintenance app for the Xesar version of your
system.

Xesar 3.1 and later:

Ensure that Bluetooth and the location request on your tablet as well as the Xesar
maintenance app are activated and authorised. The tablet must also be on a
shared WLAN network with the system PC.
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Swipe a finger on the screen from bottom to top to see all installed apps on the
tablet.

30D * 01

Click on the Xesar icon X to start the Xesar maintenance app.

3 @ § 1721

Q, Search apps

®8H .- B

Browser Calculator Calendar Camera Clock Contacts

=2 Bz E e

Email File Manager  Firefox FM Radio Gallery Music

B ® x

Settings  Sound Recor.  Xesar5.35.1
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The Xesar maintenance app home page contains the following operating and display
areas:

e Header:
e Filter button
e Settings
e Button for logging out

e Information line

e Tab row of the two view pages
e List of access components within range
e List of maintenance tasks

e Display and function field
e Button for syncing with Xesar software

. 3 0 ¥ & 15:56
x Xesar Maintenance Y 'I} E’

No open tasks available:

i
& components within range List of maintenance tasks
<

In order to display maintenance tasks, synchronise the tablet
with the Xesar Software.

Synchronise with Xesar Software

@ Yellow buttons are recommended buttons for action.
White buttons are possible buttons for action.
Grey buttons are disabled buttons.
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22.2 Connecting the tablet to the Xesar software

The tablet must be connected to the Xesar software to be able to perform mainte-
nance tasks.

Press the Sync with Xesar software button. The login page opens.
The following entries are required for a successful login:

e Name:

Xesar tablet (default)

The name can be freely selected, maximum 50 characters.
e User name and password:

access data of the user in the Xesar software.

To connect the tablet to the system, both must be on the same WLAN
network.

@ When using several tablets in a system, each tablet must have its own name.

To connect the tablet to the system, the IP address and port (standard 8080) of the
system must be entered in the “Xesar server” and “Port” fields.

A simpler option is to transfer the server IP address and port address using a
° QR code.

Click the button QR code.
Use the tablet camera to scan the QR code on the tablet page of the

Xesar software.

The correct data is automatically transferred to the login.

After logging out and logging in again, all entries except for the user’s pass-
word are retained.
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18 30 W 4 1558

X Xesar Maintenance

Xesar tablet

With the QR code you can automatically take
=) over the IP address and the port of the Xesar
R code
. server. The QR code is located under the tile
Xesar tablet” in the Xesar Software.

Login

QR code with IP addresses and port addresses on the Xesar tablet dashboard page:

Fa. EVVA @)@ n @

ecar > Xesar tablet

XesarIP-addresses:
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In order to use the QR code with the tablet camera, the capturing of photos and

videos must be permitted on the tablet.

3 0 ¥ & 15:58

- Allow Xesar Maintenance to access photos, media,
and files on your device?

DENY  ALWAYSALLOW

Press the QR code button and point the tablet camera at the QR code in the
“Xesar tablet” icon on the dashboard page. The system’s IP address and port are

automatically transferred to the corresponding fields.

Click on Log in
When all input fields, including password, have been filled in, the “Log in” button
becomes active.

tm 30 ® L1606

x Xesar Maintenance

Xesar tablet

10.0.051

QRoode

8080

With the QR code you can automatically take
over the IP address and the port of the Xesar
server. The QR code is located under the tile

"Xesar tablet” in the Xesar Software.
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After successful tablet authentication, syncing with the system will start. The mainte-
nance tasks are transferred to the tablet.
Depending on the size and amount of data, this process may take a few minutes.

R 30 9 u 1608

X Xesar Maintenance

Authentification running...

n23 , @ English . ®

Synchronisation is in progress, this may take a few
minutes...

If you have assigned installation locations into different areas within the system,
an option to select the areas in which to perform the respective maintenance tasks

appears.

One or more areas can be selected.

If you have not set up any areas in the system,
all maintenance tasks without area selection are

displayed.

The “Installation” area includes all areas and in-
stallation locations. Selecting “Installation” displays
all maintenance tasks for the system.

The name of the selected area or the number of
selected areas are displayed in the header.

Confirm the selection by clicking Next.

®

Installation

Bereich 1

Bereich 2

Bereich 3

Bereich 4

Cancel

Select zones
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After successful syncing with the Xesar software, the list of all open maintenance

tasks is displayed in the display and function window

) 3 W i 20:20
X 3 zones D €
[The Xesar Pleasek yourdevice!
B Scanned components List of maintenance tasks
Biiro 1 .
== ID:1D003

Lln L'.

LA'l

1D: D001 Aad

Eingang 1

Kasten 1

ID: ID007 Add

Kasten 2

ID: ID008 Add

Kasten 3

ID: 1D009 Add
:-::91‘30110 3 Configure
e add
I 072 add

Synchronise with Xesar Software

Swipe right on the screen or click on the Components in range heading to

switch to the “"Components in range” window.

Here you can execute the open maintenance tasks after connecting to the access

components.
x Xesar Maintenance Y {} E’

No open tasks available:

ﬂ‘ﬁ Components within range List of maintenance tasks

No components available

E; Connect 3 Connect

Synchronise with Xesar Software
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Click the Connect button to connect the tablet to all Bluetooth components = * o=
within range or to the access components connected by cable ¢ =

22.3.1 Connecting to Bluetooth components

Press the Connect Bluetooth (BLE) button * > to connect the tablet to all BLE
components within range. When you press the Connect BLE button for the first
time, you will be prompted for the location, which you must allow.

The transmission and reception range between the tablet and BLE compo-
nents depends on the structural conditions and is a few metres.

Allow Xesar Maintenance to access this device's
location?

DENY  ALWAYSALLOW
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View connected Bluetooth components in range

Here you will find the following functions and information:

) 3 0 W i 20:34
X 3 zones D e &
[The Xesar tablet y ye on your device!
B Scanne d components List of maintenance tasks
’ Component -
) s
Component -
-~ @® 1 9 Add
Firmware: 0.608, 0.420 Firmisie-Update
Reset
a Lager1
-— | Q Config v

‘Synchronise wih Xesar Sptware

© Arrow button
opens and closes the additional field

© Component symbol
shows the component type of the installation location

© The name of the installation location
is displayed if the access component is installed in the system. If the access com-
ponent is in construction site mode, "Component” is displayed.

O 1D of the installation location
is displayed if the access component is installed in the system. This cannot be
displayed for access components in construction mode.

O Battery symbol ) _
indicates the battery status of the access component (l “Battery full” or () “Bat-
tery low"”). If the “Battery low” signal is displayed, the batteries must be replaced
immediately. (See also section “Event signalling”.)

When the “Battery low” signal is displayed for the first time, a maximum of 1,000
openings are possible within a period of 4 weeks. The number of openings depends

on the room temperature and may be lower as a result.
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If no battery replacement is carried out and the batteries are empty, the access
component can only be opened with the optional emergency power device and an

access medium with general master key authorisation.

O Identification button
Clicking on the identification button triggers a visual and acoustic signal at the
respective access component. This allows the desired access component to be
uniquely identified.

© Maintenance task button
Clicking on the maintenance task button starts the corresponding maintenance
task. If several BLE components with maintenance tasks are connected to the
tablet, all tasks can be activated by clicking on the respective button.

The maintenance tasks are performed in the order of selection.

If a maintenance task in the queue is not to be performed, it can be removed from
the preselection by clicking on the “x” icon. All other maintenance tasks will be
performed.

®

While a maintenance task is being performed, all buttons are deactivated and
turn grey.

Use the arrow button to expand the additional field to display further information
and functions. Here you will find the current firmware version of the access com-
ponent and the button for updating the firmware if a newer version is available

on the tablet as well as the button for resetting the access component. (See also

section “Firmware update”).

s 40vixu]
X 3 zones yooe
I The Xesar' Please ke your device!
B Scanned components List of maintenance tasks
Component "
*® 19
Component ~
Ol 19 ot
Firmware: 0.608, 0.420 Firmware-Update
Reset
A Lager1
T 10:10010 1 © Configur o

& connect
<

Synchronise with Xesar Software

R Connect

o
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22.3.3 Add access component

If an access component is to be added to the system, the possible installation loca-
tions for adding it are displayed.

Select the desired installation location and press Execute.

The access component can be controlled with the identification button for iden-
tification purposes. The corresponding access component emits an acoustic and
visual signal.

@ The PIN code must be entered to add a new access component to the system.

The four-digit PIN code can be freely configured in the Xesar software under
“Settings”.

The PIN code request can also be deactivated.

L] 3 Wi 2017
X 3 zones D& G
The Xesar Your device!
B Scanned components List of maintenance tasks
Component "
o RO
Component "
® 1 ® Qi
A Component . o 7w F i
J 0" ipoo2
A Lager1
0™ ooto
A lager2
0 oo
a_ Lager3
0" oor2
n‘;ﬁ Connect 3 Connect
Synchronise with Xesar Software.
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To perform maintenance faster, select all maintenance tasks of the components within
reach. These maintenance tasks are performed according to the order of selection.
Selected maintenance tasks can be removed from the sequence by clicking again. It

is not performed and remains as an “open maintenance task”.

1 3 » 01532
X 3zones P G
[The Xesar your davicel

R Components within range List of maintenance tasks

Kaston 2

, 10:10008 1 @ Synchronise
Biiro 2 _

e_ 10:10004 1 9 Synchronisce X

Kasten 1 -
8 , 10:10007 1 © Configre X

Firmware: 0.610

é;ﬁ Connect 3 Connect

Progress Task1/3

X 3zones e C
The Xesar tablet Please keep your device!
B Components within range List of maintenance tasks

Kasten 2 "
’ {5 D08 1 @ Synchronise v
Biiro 2 .
e w08 [ | Q Synchronise
Kasten 1 .
~ ' 10007 1 @ Configure
Firmware: 0.610
&‘) Connect 3 Connect
Progress Task 2/2

If no BLE components are within range, the following screen is displayed after press-

ing the BLE Connect button

 t= 3]
X 3 zones X & &

(The Xesar Please k your device!

B Components within range List of maintenance tasks

No components available

E; Connect 3 Connect

Synchronise with Xesar Software

255/ 313



(EVVA)

access to security

22.3.5 Connecting to a wired access component

Connect the tablet and an access component using the USB cable

Press the Connect cable button. &=

L] 3 W i 20:27
X 3 zones D €
I The Xesar' Please ke your device!
B Scanned components List of maintenance tasks
Component "
o RO
Component "
® 1 ® Qi
a Lager 1 _
T oo 1 9 Configure
E; Connect 3 Connect
Synchronise with Xesar Software

< o o
Then perform the maintenance task.

The successful completion of the maintenance task is indicated by the green
checkmark icon in the button.

L] 3 W ii 20:29
X 3 zones D €
I The Xesar' Please ke your device!
B Scanned components List of maintenance tasks
Component "
o RO
Component "
® 1 ® Qi
a Lager 1 _
— 010010 I Q Configure v
E; Connect 3 Connect
Synchronise with Xesar Software
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Sync the tablet with the Xesar software after completing all maintenance tasks.
This confirms the new statuses of the access components in the Xesar software
and resets the display of open maintenance tasks.

@ Synced access component tasks to retrieve access logs and set the time in

the access components can also be carried out at any time without open
maintenance tasks.

In the filter, deactivate the “Hide sync tasks” function so that access compo-
nents for syncing are displayed in the list of maintenance tasks.

Settings

The following information can be called up and settings changed under Settings.

Xesar maintenance app version
shows the current version of the Xesar maintenance app.

Event log transfer

If the checkbox is activated, the event log is transferred from the access com-
ponents to the tablet for all maintenance and syncing tasks. This can result in a
longer duration of maintenance tasks. If the checkbox is deactivated, the event log
is only transferred for syncing tasks. The event log contains all accesses and rejec-
tions of the access component and is transferred to the Xesar software using tablet
syncing or via XVN.

Access component firmware
shows all access component firmware versions available on the tablet.

X 3zones D& G
B Scanned components List of maintenance tasks
~ Component
v) ' l Q Add
g Do
B 0 Settings
= E_ v Available firmware versions v
Xesar escutcheon Hal 2:0.504
Hal 2:0.608
Xesar wall reader control unit Hal 0:0.428
Hal 0:0.608
Xesar handle Hal 2:0.504
Hal 2:0.608
Xesar online control unit Hal 0:0.428
Hal 0:0.608
Xesar wall reader Hal1:0.428
Hal1:0.608
Xesar cylinder Hal 0:0.420
Xesar Bluetooth modul Hal0:5.0
Close
& connect 3 Connect
Synchronise with Xesar Software
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¢ Update firmware versions
Press Update to update the tablet firmware versions via the Internet from the
EVVA server.

@ A tablet internet connection via WLAN is required to update the firmware
versions.

o Last check
Date of last successful check of firmware versions

L) 3 O ¥ i 2032
| ThoXesar tablot currently contains sensitive system data. Ploase keap an eye on your devicel |

o= 1 @ D
@ ' 6‘“‘“ SeningsA -
@ G' 536.1 )

Transmit event log

The event

Firmware for components
» Available firmware versions

Last check:

22.4.1 Firmware update

Firmware updates ensure safe and smooth operation of the system. They enable
functional improvements and new access component features.

@ Access components with outdated firmware are displayed on the dashboard.

The firmware versions contained in the Xesar software are loaded onto the tablet by
syncing the tablet with the Xesar software. If an access component has an older firm-
ware version, this access component can be updated with a firmware update.

A maintenance task is created for the firmware update of an access component and
displayed in the list of maintenance tasks.
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Connect the access component to the tablet (via cable or wirelessly via BLE).

Perform the maintenance task by clicking on the maintenance task button.

(= i0vixnu]
X 3zones Y3 6
your device!
R Scanned components List of maintenance tasks
Component
® 19 e
Component .
~ (I ot
Firmware: 0.608, 0.420 Firmware-Update
Reset
a Lager 1 o
T 00010 1 © Configure v
Qﬁ Connect 3 Connect
Synchronise with Xesar Software
< (0 [m]

Firmware update in construction mode

If an access component is in construction mode, a firmware update can be performed
even if the tablet is not connected to a system.

Keep the firmware of all access components up to date and always carry out
firmware updates.

If a newer firmware version is available than the one installed in the Xesar software,
the new firmware version can be downloaded to the tablet by updating it under “Set-
tings” on the tablet. To do this, the tablet must be connected to the EVVA server via
the Internet WLAN. This current firmware can be loaded onto the respective access
components as required as described above. No maintenance tasks are created for
this.
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In the "Components within range” view, expand the detailed view of the respec-
tive access component and perform the firmware update.

) 3 0 W i 20:34
X 3zones D €
The Xesar tablet currently Please ke your device!
B Scanned components List of maintenance tasks

’ Component I 9 .
e 9 Component I ) o

Firmware: 0.608, 0.420 Firmware-Update

a  Lager1 "
- | @ (T

@ Connect 3 Connect

Synchronise with Xesar Software

< o o

22.5 Filter

Under the filter options, settings can be selected for the "Components in range” and
“List of maintenance tasks” pages.

¢ Display only components with existing maintenance tasks
If the checkbox is activated and a scan is performed, then only the BLE compo-
nents in range for the relevant system and access components in construction
mode for which a maintenance task is available are displayed. Access components
of other systems that are also within range are not displayed.
If all existing access components are to be displayed within range, the checkbox
must be deactivated.

¢ Enable the list of Maintenance Tasks

“Show Open Maintenance Tasks Only” to show only the maintenance tasks that are
still open. Tasks that have already been completed are hidden.
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¢ Hide sync tasks
If this box is checked, only access components with maintenance tasks are dis-
played in the maintenance task list and access components with possible sync
tasks are hidden.

L] % @ @ 15:56

I

x

3 zones Yo 6

3 Components within range List of maintenance tasks

-----

A 4 Filter B

Components within range

Display components with available
maintenance tasks onl

List of maintenance tasks

[ Display outstanding maintenance
tasks only.

Hide synchronisation tasks

& connect 3 Connect

Synchronise with Xesar Software
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Resetting an access component to construction
mode

If an access component has been removed from the system in the Xesar software,
it is reset to construction mode after the corresponding maintenance task has been
performed. In this state, it can be added at another installation location or in another

system.

®

A faulty access component is removed from the system in the Xesar software

via "Remove faulty component”.

If an access component is accidentally removed as defective, it can be set
to construction mode by resetting it on the tablet and then re-adding to the
system. If the component is reset via BLE, the “"Show configuration tasks
only” filter must be deactivated so that the component can be found via BLE

scCan.
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If an access component with deactivated BLE transmission function is reset to
construction mode, the BLE function is activated.

X Installation w e G
The Xesar your device!
B Components within range List of maintenance tasks

Biiro 2 "
G.. 10:10008 1 © Synchronise
Component ~
~® 19
Firmware: 0.610 Firmware-Update

No maintenance task available or component
sstallation

from another in: Reset

Kasten 1 "
’ 10:10007 1 © Synchronise
6‘5 Connect 3 Connect

Synchronise with Xesar Software.

Other displays

If the time or location data of the tablet is changed in the operating system, the data
stored on the tablet is deleted for security reasons and the following message is dis-
played:

3 ¥ 01925

@ Security violation

The stored data will be deleted for security reasons.

oK
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Managing tablet data

If data should remain saved for later maintenance tasks after switching off the tablet,
select “"Keep data on tablet” on the dashboard under “Settings > Managing tablet
data”.

Management of the data on the tablet

Keep data on the tablet

@ If this box is checked, security-related data remains on the tablet even after
the tablet has been switched off.
Make sure that the tablet is only operated by authorised persons.

Operation of the Xesar maintenance app on
older tablets

The Xesar maintenance app can also be operated on an older tablet, as ARES BLE
4.2. However, due to the lack of BLE and camera functions, the following actions
cannot be performed:

¢ Wireless configuration of G2.1 BLE components
(connect button is deactivated; wired connection is possible)

X Xesar Maintenance Y (:1' E’

INo open tasks available

¢ Scanned components List of maintenance tasks
<

No components available
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(The IP address and port number for tablet syncing must be entered manually.)

X Xesar Maintenance

Xesar-Tablet

admin

[N

10.0.0.32

8080
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Xesar tablet error messages

Incorrect handling of a Xesar tablet may cause a host of different error messages.
Below is an overview of all error codes as well as some information on the cause and

troubleshooting.

E;';Io; Error message Causes and troubleshooting
XTDEO1 | Incorrect component type | A different access component was detected in the Xesar soft-
ware for this installation location.
Check the correct installation location and the correspond-
ing Xesar component type.
XTDEO2 | USB not connected The USB cable is not correctly connected to the tablet or
access component or the USB cable is defective.
Check the plug connections and the condition of the cable.
XTDEO3 | No response An error has occurred on the tablet or access component.
Restart the tablet.
XTDEO4 : Incorrect door Access component is located on the wrong door.
An old database may have been restored.
Check installation location or validity of the database.
XTDEOS5 | No battery in component Insert the specified batteries into the access component in
the correct polarity or
replace any empty batteries.
XTDEQ9 | Sub-component unre- The cylinder knob has not been installed correctly or the wall
sponsive reader has not been wired correctly.
Check the access component for correct assembly and
connection.
XTDE10 | Version not supported The access component does not have the correct firmware
version.
Perform a firmware update in construction mode with the
tablet.
XESAR 3.2 265/ 313



(EVVA)

access to security

E:Loe" Error message Causes and troubleshooting
XTDE11  USB communication error : The USB cable is not correctly connected to the tablet or
access component or is defective.

Check the plug connections and the condition of the USB
cable.
Check whether the access component is faulty.

XTDE12  Unknown error Unknown cause.
Try to log out the tablet and sync it again with the Xesar
software.

XTDE13 | Operation failed tempo- Try to log out the tablet and sync it again with the Xesar

rarily software.

XTDE14 ' Operation failed Try to log out the tablet and sync it again with the Xesar
software.

XTDE15 | Xesar tablet not synced Sync the tablet with the software.

XTDE16 : Failed to show battery Check the batteries in the access components and replace

status them if necessary.
XTDE17 | ---- The reset of a Xesar component that has been forcibly re-
moved from the database has failed.
The access component must be sent to EVVA for repair.
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24  Xesar virtual network (XVN)

Blacklist
transferred!

Battery low!

, } Access o

denied!

\\

Blacklist
transferred!

Blacklist

/ transferred!

9-

Card update
successful!

Security
status

Access media are provided with update information (blacklist) from a central location
(coding station or Xesar online wall reader). The information is transferred from door
to door on the way through the facility. In this process, access media update door
states and collect door information (battery status, access events, deletions or open-
ings by blocked media). The information is subsequently passed on to coding stations,
evaluated and the security status in the software is updated.

@ Up to 150 Xesar online wall readers can be integrated into one system.
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Transferring access events via access media

The most recent Xesar access component events (e.g. access granted, access denied,
battery low) are transferred to the access medium with every second identification
process, e.g. when an access component is unlocked using an access medium.

If the access medium is held to the coding station or the Xesar online wall reader, the
events are transferred to the Xesar software and the access medium is cleared.

A login of the Xesar software is not necessary for this process, it is sufficient when
the program is running.

Transferring blacklist entries using access
media

A blacklist entry contains information regarding access media that are blocked in the
Xesar software. These blacklist entries are written to all access media by the coding
station or online wall reader. In this way the information is transferred to all operated
access components.

Up to 10 blacklist entries are possible on one access medium. As soon as the access
media are presented to the coding station or the Xesar online wall reader, the Xesar
software recognises to which Xesar access components the blacklist has already been
transmitted by the respective access medium and visualises the corresponding status
on the Xesar software dashboard.

Transfer the blacklist via Xesar tablet if more than 10 identification media are
e lost or stolen simultaneously.

An access medium blocked in the Xesar software can be invalidated or deleted if:

e the expiry date is exceeded

o the validity period has expired

e the access medium has been presented to the coding station or the Xesar online
wall reader

e the access medium attempts to open an access component for which the blacklist
is current.
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Transferring the information “"Accesses with
blocked access media”

As long as a blocked access medium is still valid in the Xesar software, it can also
open the respective access components. This type of information is critical to security
and the data is collected by other access media within the system before it is trans-
ferred to the Xesar software via the coding station or Xesar online wall reader.

The dashboard indicates this. The colour of the Accesses with blocked access
media tile becomes yellow if openings with already blocked access media have taken
place.

E

Accesses with blocked
access media

Transferring the information “"Access medium
deleted from access component”

The access medium is deleted from the access component upon attempting to unlock
an access component (with an up-to-date blacklist) using an access medium that has
been blocked in the Xesar software.

Subsequently, this access medium cannot open an access component unless the
blacklist is up-to-date. This access medium has thus lost its validity.

The information from a blocked or deleted access medium is returned to the Xesar
software by other access media via the virtual network. This requires the access
media to be held against a coding station or a Xesar online wall reader.

This automatically informs Xesar software users that the system is once again secure
even if the blacklist has potentially not yet been transferred to all access components.

Follow the instructions for possible maintenance tasks in the dashboard and
keep your access components up to date.
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Transferring the battery status using access
media

Battery information is also transported to the Xesar software via the virtual network
using the access media in circulation. The system administrator thus knows in good
time when to replace which batteries.

System administrators have the option to indirectly influence update cycles using the
access media's validity periods. The validity period is automatically extended by the
set value each time an access medium is presented to the coding station or the Xesar
online wall reader.

If, for example, the validity period is set to 3 days, every person with an access
medium must carry out an update at the coding station or the Xesar online wall read-
er within this time period in order to extend the validity. Thus the system adminis-
trator receives the corresponding information (e.g. events or blacklist transfers) via
the circulating access media at the latest within 3 days. For instance, if the validity is
set to 30 days, it will take longer for the information to be returned to the Xesar soft-
ware.

When using the virtual network, keep the validity period as short as possible,
v preferably under 15 days.
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25 Replacing Admin Card

25.1 Replacing Admin Card for Xesar installations on
PC

Also see chapter “Installation Manager start page > System configuration”.

If the system’s Admin Card is defective or lost, it can be replaced with a new Admin
Card.

To do this, click Replace Admin Card on the configuration page and follow the
instructions.

Replace admin card

You can replace a defect or lost admin card.

Insert a new admin card into the coding station and hold the installation safety
sheet ready.

Cancel Next

25.2 Replacing Admin Card for Xesar installations on
server
If the Admin Card is defective or is lost, then it can be replaced as follows:
Insert a new Admin Card in the coding station.

Open the Admin Card tab in the Installation Manager and load the new Admin
Card.

Save the setting and then change to the tab Installations @.
Select the desired system @ and
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x imul\aliolm-mgerl,1.13

Name

O——

Installationen Konfiguration AdminCard Impressum

000322D41046CC10 3.0.211

- X
Version Ein Update ! +
[ = [3.0212
=2

In the "Admin Card operations” window, select the Replace card function.

Enter the installation key, the card number and the card signature.

This data can be found on the installation safety sheet that you printed out during

the first installation.

B | AdminCard cperations

AdminCard Operations
00033A5874532813

Load withour card @ Exchange card

Installation Key:

I

Card number:

Card signature:

You must keep the installation key of the ald AdminCard.
key is needed to restore backups created with the ald
AdminCard.

The key requires 16 hex encoded bytes,

x

The

x Installation safety sheet
Fa. EVVA

®

®

Warning

The following data is important for the installation security.

This information is necessary for the operation of the installation and for the recovery of
the admin card if it has been lost.

Please print this installation safety sheet and keep it in a safe place.

Admin card

Installation key: 7BCEBEBCOABCASB9BAB5A92B1634E70B

Card number: 000322D41046CC10

Card signature: 0000000003ED4792D2E14198969F031EA4083E69

User accounts

su / yXUnFy-QghL6&M-MgIAfS-8bMgjQ-wASUbp

admin / 81r6EGHwsg

A new installation safety sheet is generated after confirmation.

XESAR 3.2
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Print out this installation safety sheet and keep it safe.

After replacing the Admin Card, be sure to create a manual backup in the
Xesar Installation Manager, so that it will match the new Admin Card if a
restore is necessary.

25.3 Undo the process of adding a component

If the wrong component was added at the access point, you can remove the compo-
nent again.

Click on the button Undo adding component ©.

Undo adding component

0 ’e

Furthermore, you don't have to recreate the access point, you can simply select a
new access component.

Component

This procedure only functions before adding the access component and, if
necessary, after resetting to construction site mode.

25.4 Removing components (resetting to construc-
tion mode)

Select Remove component if you would like to once again remove an access com-
ponent and continue to use it.

Component
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@ If you would like to once again install the component in a system, do NOT
click Remove faulty component.

If you have removed the access component in the Xesar software, a maintenance
task is automatically created. The access component must be removed with the Xesar
tablet.

Connect the access component to the Xesar tablet and

select the access component on the Xesar tablet.

Execute the Remove maintenance task.

i v
X Installation @y (B
The Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
B Components within range List of maintenance tasks
Kasten 2 =
, 1D: 1D008 I Q Synchronise
Biiro 3 2
e_ 1D: D005 I Q Synchronise
Biiro 2 -
gy e_ ID:1D004 l Q Remove
Firmware: 0.614
Kasten 1 -
, 1D: 1D007 I Q Synchronise
Fertigung 1
ID: D015 Q Synchronise
@ Connect ;3 Connect
Synchronise with the installation
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25.5 Force component removal (component faulty)

If an access component is faulty, proceed as follows:
Select the appropriate access points in the access points menu.
Select the access components to be removed in the list and

Click on Remove faulty component.

Component

Remove faulty component
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26 Offline control unit with
2 wall reader

26.1 Add wall reader

You want to equip 2 installation locations (doors) with a wall reader and a common
control unit.

Under “Add installation location”, select the component “Xesar control unit with
2 wall readers” to add 2 wall readers with an offline control unit.

Xesar > Access points > Add access point
» Component type

Component

_J

Enter the IDs and names in the fields of the two desired installation locations.

Fa. EVVA

Xesar » Access points > Add access point

2]

A Wall reader 1
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Configure the two installation locations by clicking =2 Hnked access peint ¢4 gyitch

between the two installation locations.

Fa. EVVA

A Access point

= Linked access point

Opening duration

Short Long
5 + | seconds = 20 +| seconds

Time profile

— Logging I
Don't save X v

After confirming the entries, both wall reader installation locations are created in the

system and maintenance tasks for adding them are created.

The list of installation locations describes the two linked wall readers with the status

“Prepared for adding”.

i B | e A e T
Not connectable | WLOO2 Eingang B | Eingang B Automatik Tér Prepared for adding
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Synchronise maintenance tasks with your
Xesar tablet.

The two wall readers are listed as one mainte-
nance task in the list of maintenance tasks @
on the Xesar tablet.

Connect your Xesar tablet to the wall readers
and perform one of the two maintenance
tasks.
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L 3 (0P 21613
X Installation v Yo Yl
The Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
Components within range List of maintenance tasks
P g
(] Lager 2 = )
T p:ino11 g3 Synchronise
Biiro 1
e— ID: ID003 Add
Biiro 2 2
== D: D004 emove
Eingang 1
ID: lgDoogI ﬂJ—:’ Configure
Eingang A, Eingang B
> @
ID: WLOO1, WL002 Add

Synchronise with the installation

20 W {1615
X Installation Y44 66

The Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

8 Components within range List of maintenance tasks

Kasten 1 A
' 1D: ID007 I Q Synchronise

Kasten 2

9 ID: D008 I 9 Synchronise
Haupteingang

1D: ID0020 Q Synchronise
Biiro 3 2

e_ 1D: ID00S I 9 Synchronise
Component

9
Fertigung 1

@ 1D: ID015 ° Synchronise

Component
o

t;ﬁ Connect % Connect

Synchronise with the installation

Before adding the selected wall reader, check the correct assignment to the
installation location using the identification function.
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30 O L 16:17

The following message appears on the tablet:

Select access point

Eingang A
ID: WL0O1 @

The firmware is checked when the component is added. If the firmware
is not up to date, it will be updated automatically.

This connected wall reader will be assigned to the first access point
('Eingang A") and the second wall reader will be assigned to the second
access point ("Eingang B'). If you want to assign the wall readers differently,
please connect to the other wall reader.

Q

If the assignment is not correct, select the other wall reader.
The second wall reader is automatically added to the second installation location.
When adding, the current status of the firmware is checked and updated if

necessary.

26.2 CU - carry out maintenance tasks for 2 wall
readers

You must perform the maintenance tasks for the respective wall reader directly on the
corresponding wall reader.

Connect the Xesar tablet to the respective wall reader and

perform the maintenance tasks.
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@ All sub-components (wall reader and control unit) must have the same firm-

ware version in order for the wall readers to function correctly.

Perform a firmware update for the wall readers and the control unit as follows:

Firmware update in construction mode:
With a medium in construction mode, check
that the wall reader components are in
construction mode.

Connect the Xesar tablet to the wall readers.

Click on the arrow @ to open the bottom and

perform the firmware update.

L] %0 W {1618
X Installation Yoo

The Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

B Components within range

Kasten 1

, 1D: 1007

Kasten 2

9 1D: 10008
Haupteingang

ID: 160020

Biiro 3

e— 1D: 1005
Component

s -

Firmware: 0.614 (6b0df44)

Fertigung 1
@ 1D: 1015
Component

f;l] Connect

List of maintenance tasks

Synchronise

Synchronise

Synchronise

Synchronise

Add

Firmware update

Reset

Synchronise

Q Add

% Connect

Synchronise with the installation

@ If components with different firmware versions are combined in the course
of a wall reader or control unit replacement, the subcomponents must be
switched to construction mode and then updated to the current firmware

version.
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26.4 Remove wall reader components from the
system

Select Remove component at the installation location in the software and con-
firm the selection.

Synchronise the Xesar tablet with the software.

Connect the Xesar tablet to the wall readers and perform the maintenance task
Remove on a wall reader.

The second wall reader is also automatically removed.

After removal, the components are in construction mode.

If required, you can now perform a firmware update and reinstall the components in
another or the same Xesar system.

If one or more components are defective:

Select Remove component at the installation location in the software

Remove component

Then select Remove defective component.

Remove faulty component

The component removed as defective must be replaced.

@ If you have mistakenly removed a functioning component from the system
using Remove defective component, you must synchronise the Xesar
tablet with the software. Then connect the Xesar tablet to the component
that was removed by mistake and reset it to construction mode by clicking
Reset. The reset component can be reintroduced into the installation.
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Xesar online wall reader

The Xesar online wall reader reads information from the access media collected with
the XVN (Xesar Virtual Network) and provides it to the Xesar software for further
processing. These data include, for example, access events, rejections or the battery
status of access components. At the same time, the current blacklist is written to the
access media and the validity period of the access media is extended or the access
media-15 is executed. The Xesar online wall reader also serves as a control unit for
electrically driven access components, such as motorised locks and cylinders as well
as automatic door drives. The locking status of the door can be monitored and dis-
played if a door contact is connected.

Xesar online wall readers offer the following functions:

e Update access media (authorisation changes, validity period, blacklist).

e Access events Real-time log entries.

¢ Configuration changes to the Xesar online wall reader in real time.

e Function for identifying a Xesar online wall reader: the Xesar online wall reader
being searched for emits a repeated visual and acoustic signal until the function is
deactivated.

e Start and stop office mode: Start and end of manual office mode is logged.

e Set time: manual time synchronisation with Xesar online wall reader (is logged)
e.g. after power failure = offline.

e Perform remote opening: A logged remote opening is performed at the push of a
button.

o Normal release: Default release duration is logged.

e Extended release: Extended release duration is logged, e.g. for persons with
restricted mobility.

e Door exit button: for opening automatic doors or separation systems.

Each operation of the door exit button is recorded in the event log.

e Door status monitoring Query the status of the door contact (open or closed).

If the door contact is connected in series with a bolt contact, the closed and
locked door status can be monitored.

The various functions are logged in the event and system logs.
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27.1 Add Xesar online wall reader

Add a new installation location to your system and select the Xesar online wall
reader in the "Component” field.
Click Continue.

Fa. EVVA CHEDIOR L

esar > Access points > Add access point

Enter the relevant data and
select the desired settings.

~ Component type

Component

@ Fa. EVVA @@ @

Xezar > Access peints > Add access point

~ Access point ?

(2

Release duration
— Shnrtr

[#] seconas
Time profile

lo time profile

Eventlog

Manual Office Mode

() Enable Manual Office Mode
Shop Mode

[ Activate Shop Mode
Permit accesses

Vi Active

Allow identification medium upgrade

(] Active

e Allow access:
When activated, the Xesar online wall reader functions as a media updater and
as an access component.
When deactivated, the Xesar online wall reader functions as a media updater.

¢ Allow upgrade of an access media:
If activated, an upgrade of access media is possible. This may be necessary due
to changes to the media data format.
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For safety reasons, this function is deactivated at the factory and should only

@ be activated if necessary.

Component

esar online ~
Trigger opening Trigger extended opening Search component
Start Office Mode Stop Office Mode Set time

Remove component

Event log door status monitoring:

Group ofthee... Even

The various functions are logged in the event and system logs.

2021-10-27T15:40:30 | Accesses Manua! Offic
2021-10-27T15:40:24 | Accesse 1al Off

2021-10-27T15:40:16 | Accesses anual Offic
202 0-27T15:40:14 Accesses Acce th
2021-10-27T15:29:04 | Accesses lanual Offic
202 0-27T15:28:58 ACCesse anual Off

202 0-27T15:28:54 ACCESSES

cn

i

284 / 313



(EVVA)

access to security

28 Commissioning the Xesar-
Online Wall Reader Network
Adapter EXPERT EX9132CST

Check that you have the appropriate model in use as per the setup guide
before configuring the network adapter.

Additional network adapter commissioning instructions:

) h ://www.evva.com/uk-en rvi whnl

Please contact your EVVA technical office if you have any questions or would
like to obtain more information.

28.1 PC configuration

Any computer is suitable for configuring the Xesar network adapter. This can also be
the PC on which the Xesar software is operated.

Please configure the settings of your PC network adapter before starting to commis-
sion the Xesar network adapter. For this purpose, e.g. in Windows 7 or Windows 10,

go to Network and Sharing Center > Change adapter settings.

Open the Settings window (right-click the LAN connection).

.: . Eth E:rn-etl l_ o

— Metma
T Intelf W Disable
Status
Diagnose

Bridge Connections

Create Shortout

Fename

Properties

Qe &
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®

necessary.

Please note that additional active network connections (WiFi, etc.) may
impair communication with the Xesar network adapter. Switch them off if

In the window, select Internet protocol version 4 (TCP/IPv4) @ and click

Properties ©.

U Ethernet 3 Properties
Networking  Sharing

Connect using:

@’ ThinkPad USB-L Dock Ethemet

This connection uses the following tems:

3 Client fir Microsoft-Metzwerks "
IP Datei- und Duckerfreigabe fur Microsoft-Netzwere
]; (Qo5-Paketplaner

s Intemetprotokoll, Version 4 (TCP/IPvd) @

. Microsoft-Muttiplexomprotokoll fur Netzwerkadapter

. Microsoft-LLDP-Treiber

& Intemetprotokoll, Version & (TCP/IPvE) v
>

A REOREER

Install... Uninstall Properties

Description
Provides network connectivity for vitual machines.

QK Canicel

—0

The IP address and the subnet mask of the

PC 1 must be configured in order to

configure the Ethernet Adapter. Use the following addresses for this purpose:

IP-Adresse: 192.168.1.xxx (1-254)
Subnetzmaske: 255.255.255.0
DNS-Server: -
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Internetprotokoll, Version 4 (TCP/1Pv4) Properties x>
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 .168. 1 . 11
Subnet mask: bss . 255 .255. 0
Default gateway:

btain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit Advanced...

| oK I Cancel

@ To avoid an IP address conflict, be careful NOT to use the default IP address
of the Xesar network adapter (192.168.1.100).

(If there is an IP address conflict, a connection can not be established.)

@ Please contact your system administrator if you encounter any issues during
setup.

28.2 Commissioning a Xesar network adapter
Connect the mains adapter to the Xesar network adapter.

The green, flashing status LED indicates whether the Xesar network adapter is
supplied with power.
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Then connect the Xesar network adapter to the configuration PC.

For this purpose, use an RJ45 LAN cable and make sure the connector engages
audibly in the socket.

Open the Internet browser on your computer.

Enter the standard address of the Xesar network adapter in the browser’s address
bar - this can be found on the bottom of the device, it is set to 192.168.1.100
by default.

» Xesar | EVVA Sicherheitstechnolc X

@ 192.168.1.100

@ If you cannot open the configuration page, check the firewall settings of your
PC, the IP settings, and also the correct wiring of the Xesar network adapter.

You will be directed to the system page of the Xesar network adapter.

28.3 Status page

On the status page, enter a password for security. This is optional and not ab-
solutely necessary. The default administrator name used to login is “"admin”. No
password has been assigned.
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The Device name can be individually configured and it does not influence the
device function.

The Login password restricts access to the device configuration page.

A default password has not been configured.

Status
Network
RS232
RS485/422
Digital 1O
System

Administration

Administrator
Password
Product Name
Product Model

Services

HTTP Server
Telnet Console

System Tools

Ethernet MAC Address
Firmware Backup
Restore Default Settings

Reboot System

admin

¥ Enable Port: 80
Enable Port: 23

24-81-AA-00-88-75
Backup
Default
Reboot

Save

Set

RS485/422

In the "Remote Address /URL" field, enter the IP address of the PC or server on
which the Xesar software is installed.

It is responsible for the communication between the Xesar network adapter and
the Xesar software. It is important that the remote port (9081 by default) is the
same as that specified in the Xesar Installation Manager (OCH Port).

Status
Network
RS232
RS485/422
Digital 10
System

RS485/422

Socket Port

Remote Address / URL
Remote Port

Baud Rate

Parity

Data Bits

Stop Bits

Interface

Packet Mode for UART Input
Inactive Timeout

UART Command

101 TCP Client ~

192.168.1.11|

9081

115200 v |bps

None -

R

1

RS485 (Half Duplex) v

¥ Enable
Enable 5 minutes
Enable

Save
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28.5 Network

On the Network page, the fields are to be filled in as shown below.

The IP address defines the IP address of the Xesar network adapter.

@ Please note: if the address is changed and Save is clicked (or by confirming
with the ENTER key) then the network adapter can exclusively be opened and
configured using this address.

Network

Status

Network Link Speed Auto
Network DHCP Enable
RS232 IP Address 192.168.1.100
RS485/422 Subnet Mask 255.255.255.0
Digital 10 Gateway 192.168.1.1
System DNS Server 168.95.192.1

Save

After having completed the parameter configuration, click Save to complete the
Xesar network adapter configuration.

To transfer the data to the Xesar Ethernet Adapter, press “Reboot”.

Status

Network Configuration Updated
RS232

RS485/422 Back | Reboot

Digital 10

System
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After rebooting the network adapter, disconnect the Xesar network adapter from
the configuration PC.

Then connect the Xesar network adapter to the Xeasar LAN network.

Typically 150 different IP addresses can be defined for the Xesar network which
means that you must define as many as 150 different IP addresses.

Also check the network settings of the PC and observe the valid IP address range
of your network.

e The Subnet mask defines the subnet used.

e The Remote Address /URL corresponds to the IP address of the computer on
which the Xesar software is operated. It is responsible for the communication be-
tween the Xesar network adapter and the Xesar software.

It is important that the remote port (9081 by default) is the same as that speci-
fied in the Xesar Installation Manager (OCH Port).

The Remote IP (PC) and IP address (Xesar network adapter) are different!
They must reside on the same network.

Sample configuration:

IP address 192.168.1.100
Subnet mask 255.255.255.0
Device Name Adapterl

Login password passwordadapaterl
Remote IP 192.168.1.11

28.6 Resetting a network adapter
If you have forgotten your set password or the Xesar network adapter does not work
due to incorrect input data, you can reset the Xesar network adapter to the factory
settings.
Connect the mains adapter to the Xesar network adapter.
Press the reset button for at least 5 seconds.

The password and settings are reset to the factory defaults.

If you perform a reset of the Xesar network adapter in the event of an error,
check the parameter settings again afterwards.
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@ In this process, particularly check Socket mode (TCP client), Baud rate
(115200) and Port (9081)!

RS485/422
Socket Port 101 TCP Client
Remote Address / URL 192.168.1.11|
Remote Port 9081
Baud Rate 115200 v | bps
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29 PC system:
offline/online operation

29.1 System in offline operation

Access to your facility is enabled according to the authorisations defined on the
access media. The Xesar software does not need to be running for the system to
operate.

If you wish to make changes to your system, you must start the Xesar software and
open the Xesar dashboard.

Changes, such as changes to authorisations for persons or access media, changes

to components or changes to the system settings can only be carried out while the
Xesar software is running.

29.1.1 Launch Xesar software

Click the Installation Manager button. % on your desktop.
The Installation Manager starts and the Start window is displayed.

In the start window, click on the start button of the desired system.
The system is started and the dashboard button is activated.

With the start of the system, the connected coding station is also activated and is
ready to manage the access medium. (This only applies to the administrator PC;

for client PCs with a coding station it is necessary to install and use the Periphery
Manager).

Click on the activated dashboard button
to go to the system login page.

Log in with your user name and password.

After successful login, you can manage the installation according to your user rights
using the Xesar dashboard.
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Exit Xesar software
Click the Exit button.
To stop the Xesar software, first close the system window in the browser by
clicking the Exit button.
Close the browser login window.
Switch to the Installation Manager start window.

Click the stop button when the system is running.

If you have selected "When stopping the system” in the system backup settings, this
backup is carried out before stopping.

You can recognise a stopped installation in the start window of the Installation
Manager when the start button is displayed.

@ Only one system can be started and run at a time.
If more than one system is managed in the Installation Manager, all start
buttons of the other systems are deactivated as soon as one system is
running.

@ When operating offline, the dashboard does not display current accesses or
the current security status of the system. These functions are only accessible
when the access system is in online mode.

System in online operation

If you operate your system online, the Installation Manager must be running and the
system started.

@ In online mode, you can monitor the current accesses and the current secu-
rity status of the system and display them on the dashboard. This requires
that the system be operated in online mode with XVN and with at least one
online wall reader.

Persons only have access to the system in accordance with the authorisations defined
on the access media.

Changes, such as authorisation changes for persons or access media, or component
changes or changes in system settings, can be made at any time on the dashboard

when the Xesar software is running.
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29.2.1 Launch Xesar software

Click the Installation Manager button . % on your desktop.
The Installation Manager starts and the Start window is displayed.

Installation Manager 2.0.43 = [m] X

Welcome to Xesar!

Please choose one of the fallowing aptions:

Xesar installations on PC CJ§

Installation name Start / Stop Dashboard
EVWA 3.0 Configuration Start p
Fa. EWA Configuration Start b
Fa. Steiner & Séhne Configuration Start b
Create installation Restore / Import

Xesar installations on server

Manage installations

Updates available ¥ Settings and support | ?

access to security

Click on the start button

in the start window. The desired system is started and the dashboard button is
activated.

With the start of the system, the connected coding station is also activated and is
ready to manage the access medium. (This only applies to the administrator PC;

for client PCs with a coding station it is necessary to install and use the Periphery
Manager).
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Installation Manager 2.0.43 s [m]

Welcome to Xesar!

Please choose one of the following options:

Xesar installations on PC CJ§

Installation name Start / Stop Dashboard
EWA3.0 Configuration
Fa. EWA Configuration Stop W -
Fa. Steiner & Sohne Configuration
Create installation Restore / Import

: g’ p—
Xesar installations on server ==

Manage installations

Updates available 1 Settings and support

access to security

?

Click on the activated dashboard button.
You will be taken to the system login page.

X Fa. EVVA
Login

Please log in to use Xesar

EN

I

Log in with your user name and password.

(EVVA)
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After successful login, you can manage the system according to your user rights on
the system dashboard.

Fa. EVVA CODIOL L

X 9 (] 2

Suppart Maintenance tasks Low battery wamings Firmware not up 1o date Insecure access points.
14 o o o

@ ®m € ® C

online commi ‘Accesses with blocked
il Access media not up ta date s Not writeahle access media Insecire access media

i d
1 a
i .
Persons Access points
) = O 19

access media

Exit Xesar software
Click the Exit button © .
To stop the Xesar software, first close the system window in the browser by click-
ing the Exit button.
Close the browser login window.

Switch to the Installation Manager start window.

Click the stop button when the system is running.

Fa. EWA Configuration Stop H -

If you have selected “"When stopping the system” in the system backup settings, this
backup is carried out before stopping.
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You can recognise a stopped installation in the start window of the Installation
Manager when the start button is displayed.

@ Only one system can be started and run at one time.
If more than one system is managed in the Installation Manager, all start
buttons of the other systems are deactivated as soon as one system is in
operation.

When operating offline, the dashboard does not display current accesses or
the current security status of the system. These functions are only accessible
when the access system is in online mode.

29.3 PC system in multi-user operation

PC systems can also be managed in multi-user operation. To do this, the client PCs
must be in the same network as the administrator PC (PC with Xesar software in-
stalled) and connect to the administrator PC via the IP address and port in the
browser. After successful login, the client PCs can manage and operate the system.

An external coding station is required to manage access media on a client PC. To

operate the coding station, the Periphery Manager must be installed, started and
activated in the active browser window.
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Add person

A new employee has joined your company

nnnnnnnnnn

@ Fa. EVVA @1 @

 Person ?

r First name *

Authorisation profile

Release duration

Event log
Save forever

External

Number of issued identification media
0

Select the Personstile.
Click the Plus icon.

Mandatory fields* must be filled in (first and last name).

Enter ID (e.g. personnel number).

access to security
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Optional convenience functions

e Release duration:
Short/long (e.g. for persons with disabilities)

e Event log:
Do not save / Save for a limited time / Save indefinitely

o If desired, already defined authorisations (authorisation profiles) can be selected
for newly created persons.

e Individual authorisations are assigned later with the access medium.

If required, you can assign several access media to a person.
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To issue a new access medium, place it on the coding station. A pop-up window

opens. You can optionally assign an identification number (ID).

Identification Medium KAOO7 =» penjidehnhcatommeniin
j)
Person ﬁ
Identification medium
Authorisation profile
Access start
X
Access end
X
Individual authorisations:
Access point / zone Time profile
v
Issue
Issuing protocol
Installation name: Fa EVVA
Person first name: David
Person last name: Gruber
1D person: NADD1
1D identification medium: KA0D1
Release duration: Short
Event log: Save forever
Period logging: -
Authorisation interval: 5§ - e
validity duration: y
Autharisation profile: Blro
All authorisations: Access points Time profile
Eingang 2 -
Eingang 1 2
Zones Time profile
Biros -
Individual authorisations: Access point / zone Time profile
Date issued: 2021 16:26
Issuing user: Helmut
Issuance
signature
Revocation
Signature

Access media do not necessarily have to be assigned to a person. This is

ideal for access by external companies with changing staff.

301/ 313




(EVVA)

access to security

Optional: Select a person in the access medium.

Select an authorisation profile.

If you want to restrict the authorisation period, change the authorisation
start and end in the access medium.

Optional: Select individual access to specific installation locations, e.g. Wardrobe
locker.

Issue the access medium.

An event log is created with the data at the time of output.

Print out the event log and have the assigned person confirm that the access
medium has been transferred.

The withdrawal of the access medium can be confirmed in the event log.

If required, you can assign several access media to a person.

s ©1 , to confirm the authorisation change.
The KeyCredit Xesar Lifetime payment model includes new access media and
authorisation changes.

@ If you are using the KeyCredits payment model, click the Debit button
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Simple method: Assign access media to a

person

Xesar > Persons > David Gruber
A Person
First name *

David

Last name *
Gruber

i}
DG

Authorisation profile

Opening duration

Access medium KAOO8 =}

Lo|

Ex Currently authorised

No Validity period (access medium)

Nu
Validity duration
VI Use default value 14 B o.y-
Person

Authorisation profile

Begin of authorisation
06/12/2022 18:25 x

‘ E v Revoke

Open the person details page of the desired person.
Place a new Xesar access medium on the coding station.

The name of the person with the authorisation profile is automatically inserted in

the overlay window.
Confirm the entry in the overlay window.
If necessary, an output log can be created.
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Change, add or delete authorisation profiles

An employee moves to another department and needs a corresponding authorisation

profile:

A Authorisation
Person
Jakob, Steiner (NAOO?

Access start

Access end

Authorisation profile

Click on the dashboard tile Access Media:

Authorisation profiles and individual authorisations for access media can be
selected and changed under the dashboard tile "Access Media” in the respective

access media detail view.

After making changes, place the access medium on the coding station to update

the access medium.

A Authorisation
Person
Jakob, Steiner (NAOO7

Access start

Access end

Authorisation profile

Authorisation profiles and individual authorisations can also be selected or
changed directly by placing the access medium on the coding station displayed in

the window.
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Special case: Fire service and general master key
If necessary, a general master key or fire service authorisation profile can be assigned
to an access medium.

@ An access medium with a fire brigade authorisation profile has access to
every door in your system for an unlimited period of time.
An access medim with a general master key authorisation profile has
access to every door in your system and can be limited in its period of
validity. After the validity period has expired, the access medium must be
updated again.

Store access media with fire service or general master key authorisation

@ particularly securely and carefully.

In a single system, a maximum of 15 media can be issued with a fire brigade
or general master key authorisation profile.

A detailed description on the subject of “authorisation profiles” can be found in the
Xesar system manual.
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Changing time profiles

A person receives access authorisations with amended times.
The opening hours of the salesroom have changed.

Time profile:

Xesar > Time profiles > Biiromitarbeiter

~ General data

Access times

Days Access times

from 07:00 o 19:00

+ Add time interval

Change time windows for access
If the working time for a person or a group of persons changes, the time windows
for the access of the person or group of persons must be changed.

Office mode time profile

v General data

Access times

Days Access times

JMo ¥MTu Mwe ATh Fr sa Su

08:00 w© 12:00 W

13:00 w0 18:00

+ Add time interval

At a certain point in time, a component is to switch to continuous open mode and
then close at a certain point in time.

A detailed description on the topic of “time profiles” can be found in the Xesar system
manual.

@ The times in the input fields can be entered numerically or using the arrow
keys.
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30.6 Deactivate access media

The access medium can be deactivated if a person’s access authorisation is to be
suspended for an extended period of time. The medium with the authorisation profile

remains allocated to the person. Access is deactivated until further notice by setting
the end of authorisation to the current time.

A Authorisation
Person
Begin of authorisation
07/12/2022 19:30

End of authorisation
07/12/2022 21:50

< December 2022 >

Mo Tu We Th Fr Sa Su

Time profile

Open the detail page of the access medium to be deactivated.
Click on the currently active end of authorisation (date and time, e.g. 7.12 at
21:35). The medium is immediately deactivated.

Then update the medium at the online wall reader or coding station so that it no
longer has access to the system.

@ The access authorisation can be reactivated on the medium by setting a new

authorisation end time and then updating it at the online wall reader or at
the coding station.

@ No blacklist entries are generated in the system during this process.
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30.7 Withdrawal of access medium

Withdraw an access medium and reuse it in the facility at a later time, e.g. after an
employee leaves the company.

' Access medium KAQOO8 =»

Status:
OR%

Validity period (access medium)

Validity duration

V| Use default value - 14 + Days

Person

Gruber, David (NAOQ -
Authorisation profile

Berechtigung 3 —)
Begin of authorisation

29/10/2021 18:1C x

End of authorisation -

o
n Revoke Issuing protocol

Place the access medium on the coding station.
Select withdraw.

After being withdrawn, the access medium can only be reused in this system and will
be displayed as a new access medium after being placed on the coding station again.

You will find a detailed description on the subject of “withdrawing of medium” in the
Xesar system manual.
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30.8 Block access medium

An access medium has been lost or stolen.
In order to protect the system from unauthorised access, the access medium must be

blocked.

sar > Access media > KAOO8
# General data

Status
©) Delete authorisation Block

Do you really want to lack the access medium "KAOO8" and add it to the blacklist?

0 ©

30.8.1 Block access medium

Select the access mediumtile.
Select the access medium to be blocked and click Block.

The Xesar software generates a blacklist and maintenance tasks for all components of
vulnerable installation locations.

Synchronise the Xesar tablet and perform maintenance tasks on the components.
Alternatively, the blacklist can be distributed to the components using access

media.
Delete key function - the blocked access medium is permanently deactivated on
synchronised Xesar devices with the current blacklist.
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30.8.2 Delete authorisations
Authorisations can be withdrawn from an existing access medium.

e Authorisations on the access medium are deleted.

¢ No blacklist entry and no maintenance tasks are generated.
e The access medium remains assigned to the person.

* New authorisations can be assigned.

Update access medium
To update, the access medium must be held on the online wall reader or placed
on the coding station.

A detailed description on the subject of “Locking an access medium” can be found in
the Xesar system manual.

sar » Access media > KAOO8
A General data 2

Status
@ Delete authorisation Block

Do you really want to delete the authorisation from the access medium "KAOQ8"?

© O
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Assigning replacement medium

Access medium BES002 =»
Person

— Access medium

Authorisation profile
Begin of authorisation

End of authorisation

Individual authorisations:

Access point / zone Time profile

= +
X v -
=2 +

Issue replacement medium

Place a new Xesar identification medium on the coding station.

(EVVA)

access to security

The user has left the personal Xesar identification medium at home - create a
replacement medium.

In the “Person” drop-down field, select the person for whom you would like to

issue a replacement medium.

Select the access medium to be replaced in the “Access medium” drop-down field.
Click on Assign replacement medium.

The replacement medium now has the authorisations of the original medium for the
set authorisation duration.

The authorisation period for replacement media can be set under the settings

tile in the Xesar software.

Please note that the original medium remains valid.

For help and further information, please contact your EVVA partner or the

@ EVVA technical office.

Refer to our Xesar system manual for a detailed description of the “Issuing replace-
ment medium” process.
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